that a packet transmitted by A to B at rate r is received by
all possible combinations of receivers fB;Cg; fB;C; Dg,
etc.

Figure 4 shows the CDF of the overhearing probabili-
ties for paths between each pair of nodes in the network.
We consider all ETT paths P 2 G longer than one hop,
where P :=X; ¥ X; ¥ :::Xp, and compute the probabil-
ity that any transmission along the path is overheard by
a node further along the path. That is, X;’s transmission
to Xjy1 is overheard by Xj; j = i+ 1. There are two cases
of interest: where X1 does not and does also receive the
transmission. Our current implementation of RTS-id does
not immediately assist in the first case where the packet
is overheard but not delivered to its intended next hop.
The packet will need to be retransmitted by the sender
until it has been received at the next-hop although the
subsequent transmission by the next-hop will be avoided.
While it may be possible to extend RTS-id to prevent
these retransmissions, doing so would require knowledge
of the intended route, and the situation is unlikely to occur
frequently in practice with reasonable route selection. In-
deed, it occurs only rarely in the Roofnet dataset. Hence,
for simplicity, we forgo the seemingly minimal poten-
tial performance improvement and only act upon packets
that are both overheard and successfully received by their
intended recipient. Transmissions between a fth of all
node pairs are overheard more than 20% of the time at 1
Mbps. Overhearing is less common at higher speeds. At
11 Mbps, only 5% of node pairs are overheard more than
20% of the time. In an outdoor environment like Roofnet,
however, nodes frequently transmit at lower link rates, so
ample opportunity exists to exploit overhearing.

6.2 Transmission reduction

To evaluate whether RTS-id can exploit overhearing and
ACK loss to avoid transmissions, we construct a statistical
model to estimate the expected number of transmissions
along each path. We examine each source/destination pair
individually, and for each pair:

1. Create a state machine in which each state corre-
sponds to the set of nodes that have heard a given
packet. For example, if a route has three hops:
A ¥ B X C I D, the initial state is A and the -
nal state is ABCD.

2. Next, calculate the probability for each state transi-
tion under normal 802.11 and using RTS-id. Initially,
we neglect the RTS/CTS exchange, and consider
only data packets and link-layer ACKs. Transitions
exist between a node and itself (self-loops due to
failed transmissions, regardless of overhearing), ad-
jacent nodes on the path (successful normal trans-
missions) and, for RTS-id, a node and all subsequent

nodes in the path (due to overhearing). For the base
802.11 case, we consider a transmission successful
if the packet reaches the receiver and the correspond-
ing ACK reaches the sender; the probabilities are
drawn from the Roofnet data set. For RTS-id, we
ignore the ACK delivery rate because any spurious
retransmission attempts will be bypassed by RTS-id,
and compute state transition probabilities based upon
the overhearing distribution. For simplicity, in each
state we assume that the packet is only transmitted
by the node furthest along the path.

3. Finally, calculate the expected number of transitions
(i.e., packet transmissions) required to reach the last
state (where the destination has received the packet)
from the first state. We compute the expected num-
ber of transmissions twice, once using the RTS-id
transitions and probabilities, and once using only the
on-path A ¥ AB and AB ¥ ABC base-case 802.11
transitions.

Without overhearing, only two transitions leave each
state: AB ¥ ABC for successful delivery, and AB ¥ AB
for failure. With overhearing, the picture is far more inter-
esting. Figure 5 shows four state machines corresponding
to actual paths in the Roofnet dataset. Figure 5(a) depicts
a path with no overhearing; that is, C never overhears
A’s transmission, therefore the only possible transition
is from A to AB, which occurs 92.65% of the time (the
other 7.35% of the time the packet is lost and must be
resent). The link from B to C is much worse, and succeeds
less than 60% of the time. Figure 5(b) shows a simple
overhearing scenario, where 12.85% percent of the time
A’s transmission to B is overheard by C.

The remaining two examples depict more complicated
transitions that occur with longer paths. Figure 5(c) shows
a case in which roughly 20% of the time, a packet can be
transmitted directly from A to D, obviating the need to
forward through B or C. The careful reader may wonder
why ETT selected B rather than C as the rst hop in
the path, as A ¥ C appears to have the higher success
probability. In this case, the return path (not shown) from
C to A is quite lossy, so ETT correctly avoids this hop
because the ACKs will be lost. RTS-id, on the other hand,
bene ts from this overhearing because it does not need
to ACK directly from C to A. Finally, Figure 5(d) shows
three distinct overhearing paths from AtoE: A ¥ B ¥
EAYDYE andAYCEDIEE,

Figure 6(a) plots the expected number of transmissions
for all-pairs paths of length greater than one. We omit the
one-hop paths for clarity, although we note that the sav-
ings is non-zero due to avoided spurious retransmissions.
Without RTS-id, each path requires at least as many trans-
missions as there are hops, sometimes many more due to
failed transmissions. RTS-id is able to signi cantly de-
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(a) No overhearing

7.35%

92.65%

41.09%

58.91%

(b) Simple overhearing

17.18%

(c) Multi-hop overhearing

(d) Complex overhearing

Figure 5: Actual RTS-id scenarios from the Roofnet dataset. Self-loops represent complete packet loss events. All probabil-
ities are based upon a 1-Mbps transmission rate.
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Figure 6: The expected number of packet transmissions per ETT path with and without RTS-id.
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Figure 7: RTS-id performance improvement versus ETT on the Roofnet dataset. The graphs plot the CDF of the fraction
of transmissions saved per path for 1 and 11 Mbps transmission rates.
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crease the number of transmissions required, often quite
dramatically. To clearly illustrate the performance im-
provement of RTS-id, Figure 7 plots both the relative
performance improvement for various path lengths at 1
Mbps and 11 Mbps. At 1 Mbps, RTS-id is able to save
over 20% of path transmissions for the median path, and
more than 40% (i.e., turn a 5-hop path into a 3-hop path)
for over 10% of the paths. Due to the restricted overhear-
ing at 11 Mbps, however, RTS-id provides at least 20%
savings for only a quarter of all paths.

6.2.1 Rate adaptation

As the previous results showed, RTS-id is more effective
with lower transmission rates that can reach more nodes.
Choosing transmission rates on a per-node basis is com-
plex: higher rates have smaller reception distances, and
so may require more hops through the ad hoc network.
Here, we model Roofnet’s “SampleRate” technique for
rate selection [? 4]. For each link, SampleRate selects
the bit-rate with the lowest instantaneous ETT metric.
While Roofnet can adjust transmission rates on a per-
packet basis, it constructs routes using long-term aver-
ages. Hence, we compute an ETT-based path for each
source/destination pair as before, except that each hop
uses the bit-rate selected by SampleRate. The resulting
routes approximate those used by the current version of
Roofnet except that we again use the 1500-byte 1-Mbps
loss rate for the return channel.

Figure 8 plots both the overhearing prevalence (c.f. Fig-
ure 4) and the relative performance improvement versus
ETT (c.f. Figure 7) with dynamic rate adaptation. It turns
out that most links in our dataset select the 11 Mbps trans-
mit rate, so the overhearing is closer to that observed with
a constant 11-Mbps transmit rate than a 1-Mbps transmit
rate, resulting in similar savings.? In particular, RTS-id
provides more than 20% savings for one quarter of all
routes, and over 35% savings for the most-improved 5%.

6.2.2 Actual traffic patterns

So far, we have considered all source/destination pairs,
which is reasonable for many mesh networks. Some mesh
networks (e.g., Roofnet), however, rarely route traffic
between internal nodes; instead, they forward traffic to
and from a few gateway nodes that transfer packets to
the Internet. To confirm that our results are not biased
by poorly-performing internal routes, and, instead, are
representative of the paths traversed by actual traffic, we
restrict ourselves to only those paths connecting each
Roofnet node to each of the four Roofnet gateway nodes.

3nterestingly, its designers note that Roofnet generally transmits
at 5.5 Mbps in practice [4], so we are likely understating the potential
savings.

100%
80% 1
2 60% 1
®
(o8
. 40% | ]
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o | 2 hops ]
20% 3 hops
) 4 hops e
p >4 hops
OO/O L L L L L
0 0.1 0.2 0.3 0.4 0.5 0.6

Transmission savings

Figure 9: The relative performance improvement versus
ETT for paths leading to or from a Roofnet gateway.

100%
80% 1
2 60% | 1
©
o
. 40% | ]
Shortest Path
RTS-id Shortest Path ——
L ETX ]
20% RTS-id ETX
ETT -
RTS-id ETT ——
OQ/O L L L L
0 2 4 6 8 10 12
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Figure 10: A variety of routing protocols with and with-
out RTS-id, all using SampleRate to select link transmission
rates.

Because we do not have a traffic matrix, we consider
paths to all four gateways from every node, although only
one of them is likely used at any point in time. Figure 9
shows the same data as Figure 8(b), except that it contains
only gateway routes. The overall distribution of savings
is roughly unchanged.

6.3 Improving other routing protocols

In general, RTS-id improves the performance of routing
more if those routing protocols do not select routes op-
timally. Our evaluation of RTS-id using ETT (currently
the best-performing routing protocol available for mesh-
based networks) gives ETT a large advantage, assuming
that ETT has perfect knowledge of link loss rates and
that those loss rates are stationary. Our ETT routes are
computed as the optimal value over the entire 90-second
measurement. In practice, however, networks cannot de-
vote all of their resources to measurement.
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Figure 8: The impact of rate adaptation. The first graph shows the overhearing prevalence (c.f. Figure 4), and the second

shows the relative performance improvement versus ETT.

For example, the Roofnet network computes its metrics
using only 10 measurement packets sent every five min-
utes, leading to less accurate information for route con-
struction. Furthermore, many networks currently operate
with much simpler protocols that do not need to collect
such fine-grained loss information. Here, we demon-
strate that not only does RTS-id substantially improve the
performance of these routing protocols, but that RTS-id,
operating only on a local per-link basis, raises the per-
formance of other routing protocols above and beyond
ETT’s performance.

Figure 10 shows the performance of three routing pro-
tocols, ETT (c.f. Figure 8), ETX, and shortest path, where
shortest path simply selects the path between source and
destination with fewest hops, assuming the link deliv-
ery rate is above 80%. (80% is arbitrary, and results are
similar for other cut-offs.) Note that not all node pairs
are connected by paths consisting entirely of links with
greater than 80% delivery rates, so the shortest path algo-
rithm constructs fewer routes. For each routing protocol,
we plot the absolute number of expected transmissions
per path with and without RTS-id. Note that any rout-
ing protocol with RTS-id is generally superior to the best
protocol (ETT) without it.

6.4 RTS/CTS overhead

As noted earlier, RT'S/CTS is not commonly used in in-
frastructure deployments (though in some, CTS-to-Self
packets are sent for 802.11b/g compatibility). While it
was designed for multi-hop scenarios, some mesh net-
works also eschew its use [4], particularly those with
infrequent contention. As in the single AP study, enabling
RTS-id in these scenarios also requires an extra RTS/CTS
exchange, so we again quantify the transmission time
required for all packets in the transmission.

100% T ; T . .
—— Shortest Path (vs RTS/CFS)
—— ETT (vs RTS/CTS)
80% | Shortest Path (vs norm ]
A ETT (vs normal)
2 60% 1
©
o
s 40% | :
20% 1

0%

07 075 08 085 09 09 1
Normalized Air Time

1.05

Figure 11: The normalized total path transmission time for
RTS-id, with and without RTS/CTS.

We measure this overhead in the Roofnet dataset by
examining the path transmission time (the sum of all
transmission times along the path). We plot this transmis-
sion time normalized against two baselines: a network
using no RTS/CTS at all, and a network that already uses
RTS/CTS. Note that in this simulation, there is no con-
tending traffic, and so no opportunity for RTS/CTS to
provide any benefit. Figure 11 shows the CDF of this
normalized transmission time when we do not adaptively
enable or disable RTS-id and simply leave it enabled on
all links. The two lines on the left of the graph show
that RTS-id improves transmission times greatly when the
network already uses RTS/CTS; the two lines on the right
of the graph show the overhead of enabling RTS/CTS
and show that in some cases, blindly enabling RTS-id can
reduce performance over the base network. Some of the
paths, however, still benefit from RTS-id, by up to 20%.
(The left pair of lines are represent the same data as the
ETT and shortest-path lines from Figure 10.)
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Figure 12: The normalized air time of adaptive RTS-id vs.
a network that does not natively use RTS/CTS.

Adaptively enabling RTS-id as described in Section 3.3
avoids the slowdown on links where RTS-id does not pro-
vide benefits. To evaluate adaptation, we enable RTS-id
only for those link-layer senders who benefit in expecta-
tion. Figure 12 shows the fraction of the path transmission
time for adaptive RTS-id vs. a network that does not use
RTS/CTS at all. The higher overhead of the RTS/CTS
exchange means that RTS-id is used on many fewer links
than in a network that natively uses RTS/CTS. As a re-
sult, its benefits are smaller, but it still provides a 10%
reduction in air time for about 5% of the paths, with signif-
icantly larger reduction for some paths. Unlike the equiv-
alent lines in Figure 11, adaptive RTS-id never harms
transmission time.

7 Security implications

The deployment of RTS-id would have a number of po-
tential security implications.

Confidentiality: RTS-id may permit an attacker to
perform a rough “traceback” to the source of a packet via
timing analysis that determines if a packet was already
present in a node’s cache. The effects of such an attack
seem minor, as the attacker would already have to be
well-placed in order to conduct the inquiry.

Integrity: RTS-id introduces no new attacks against in-
tegrity, but the availability attacks discussed below might
permit an attacker to prevent legitimate packets from
reaching their destination, enhancing the effectiveness
of existing spoofing attacks.

Availability: If an attacker knows the hash of the
packet it wishes to stop and can generate a packet that
collides with this hash, then the attacker can transmit this
packet before the real packet, causing the attack packet
to take the place of the original packet. This attack may
require less power than a jamming attack, and the packet

loss would not be detected at link layer, but only end-
to-end. A second attack, with similar effect, is that an
attacker can spoof a CTS-ACK response to an RTS-id
packet, making the sender believe the packet has been
transmitted. All of these attacks require that an attacker
be able to transmit packets with very tight timing require-
ments, which today requires programmable hardware
such as the CalRadio. While these attacks are somewhat
more effective than jamming, an attacker who can mount
them is already well-positioned to jam and snoop.
Per-pair keys could help resist these attacks, but their
use would require significant modification to the 802.11
protocol: current encryption mechanisms such as WPA
only encrypt the data payload, not the packet header.

8 Future work

Our immediate next step is to extend RTS-id to support
longer-duration, cross-flow caching. In particular, we
would like to integrate Santos and Wetherall-style packet
caching with header compression into RTS-id. While
existing header compression techniques can compress
TCP/IP headers down to a few bytes, they typically rely
on tight sender-receiver synchronization; adapting those
techniques to the lossy wireless environment poses an
interesting challenge. Such extensions could exploit either
long-term caching between different flows, or could use
small caches to enable efficient simulcast of data over a
wireless mesh network without native multicast support.

Our initial evaluation of RTS-id using the Roofnet data
leaves several issues unexplored. For instance, how might
the performance of RTS-id change in the face of mobil-
ity? In particular, the effectiveness of receiver caches may
be impacted as the set of overhearing nodes continually
changes. Similarly, senders may adjust their transmis-
sion power as nodes move, which may increase the need
to adaptively enable RTS-id. 802.11 deployments with
high levels of mobility, however, may also require higher
densities to ensure pervasive connectivity, which could
increase overhearing opportunities.

Additionally, our current deployment is restricted to
802.11b. The availability of additional speeds in 802.11g
and 802.11a may affect overhearing depending on senders’
rate adjustment algorithms. Moreover, it could be possible
to improve the performance of rate adaptation algorithms
by integrating information from RTS-id. In particular, it
may be beneficial to transmit at a lower rate with signifi-
cantly higher overhearing; conversely, a sender may not
want to decrease its send rate even in the face of significant
link-layer loss if overhearing is able to compensate for a
large enough portion of the losses. We hope to explore
these issues with increasing capability and availability of
CalRadio.
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RTS-id need not operate independent of other advances
that leverage wireless broadcast. Like the batching in
ExOR, RTS-id might be able to operate more efficiently
if it could batch queries when multiple packets are in its
queue, without increasing end-to-end latency. We believe
that there are also interesting possibilities for merging
RTS-id’s opportunistic overhearing benefits with the ex-
ploitation of omni-directional reception by network cod-
ing techniques.

9 Conclusion

RTS-id is a simple, backwards-compatible, link layer
mechanism for eliminating redundant packet transmis-
sions in wireless networks. Its goal is to turn broadcast
reception from a handicap into an advantage, and our
evaluation shows that it succeeds at this goal. RTS-id can
improve performance by 5% to 30% in existing networks.
Perhaps the most important facets of RTS-id, however, is
that it boosts the performance of simpler ad hoc routing
schemes so that they match the performance of more so-
phisticated (and complex) schemes, and that it optimizes
a common case of same-LAN data transmission.

In addition to our simulation results using the Roofnet
data, we have implemented and conducted a preliminary
evaluation of RTS-id on real, interoperable 802.11 hard-
ware. While necessarily limited by the limited availability
of this hardware and its relative immaturity, our implemen-
tation shows that RTS-id can be practically implemented
to meet the timing constraints of 802.11 hardware and
can reduce redundant packet transmissions in a real-world
setting.
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