


discover what data is communicated and how it is
represented. Then to discover the actual rules they
should study the sections of the specification doc-
ument that describe the protocol’s behavior. We
found that phrases containing must are good can-
didates for such rules. (For a discussion of terms
such as must, may, and should in RFC documents,
see RFC 1111.)

For instance, as we read the SSH2 standard we
learned that the message format for SSH user au-
thentication starts with the message type, followed
by the user name, service name, and method name.
Furthermore, we found that the use of “none” as
the authentication method is strongly discouraged
by the specification except for debugging purposes.
This suggested a potential security property: To pre-
vent anonymous users from obtaining remote shells,
we should ensure that If we receive a user authenti-
cation request containing the none method, we must
return SSH MSG USERAUTH FAILURE. Once we
determine this rule, it is easy to encode it in Pista-
chio’s notation, given our knowledge of SSH mes-
sage formats.

3. Describing state. Finally, as we are constructing
the rules, we may discover that some protocol steps
are state-based. For instance, in the SSH2 proto-
col, any banner message has to be sent before the
server sends SSH MSG USERAUTH SUCCESS. To
keep track of whether we have sent the success mes-
sage, we introduce a new ghost variable called suc-
cessSent that is initially 0 (here we assume for sim-
plicity that we only have one client). We modify our
rules to set successSent to 1 or 0 in the appropriate
cases. Then the condition on banner messages can
be stated as Given that successSent is 1 and for any
message received, the output message type is differ-
ent from SSH MSG USERAUTH BANNER. Our ex-
perience is that coming up with the ghost variables
is the least-obvious part of writing a specification
and requires some insight. In the LSH and RCP
protocols, the state of the protocol usually depends
on the previous message that was sent, and so our
rules use ghost variables to track the last message.

Section 4.1 discusses the actual rule-based specifica-
tions we developed for our experiments.

3 Static Analysis of Protocol Source Code

Given a set of rules as described in Section 2 and the
source code of a C program, Pistachio performs a static

analysis to check that the program obeys the specified
rules. Pistachio uses abstract interpretation [10] to sim-
ulate the behavior of source code. The basic idea is to
associate a set of facts with each point during execution.
In our system, the facts we need to keep track of are the
predicates in the rules and anything that might be related
to them. Each statement in the program can be thought
of as a transfer function [1], which is a “fact transformer”
that takes the set of facts that hold before the statement
and determines the facts that hold immediately after:

• After an assignment statement var = expr, we first
remove any previous facts about var and then add
the fact var = expr. For example, consider the code
in Figure 1 again. If before statement 6 {val = n}
is the set of facts that hold, after the assignment in
statement 6 the set {val = n + 2} holds. Pointers
and indirect assignments are handled similarly, as
discussed below.

• If we see a conditional if (p) s1 else s2, we add the
fact that p holds on the true branch, and that ¬p
holds on the false branch. For example, in statement
6 in Figure 1 we can always assume recval = val,
since to reach this statement the condition in state-
ment 5 must have been true.

• If we see a function call f(x1, ..., xn), we propagate
facts from the call site through the body of f and
back to the caller. I.e., we treat the program as if
all functions are inlined. As discussed below, we
bound the number of times we visit recursive func-
tions to prevent infinite looping, although recursive
functions are rare in practice for network protocol
implementations.

We perform our analysis on a standard control-flow
graph (CFG) constructed from the program source code.
In the CFG, each statement forms a node, and there is an
edge from s1 to s2 if statement s1 occurs immediately
before statement s2. For example, Figure 3(a) gives the
CFG for the program in Figure 1.

Figure 4 presents our abstract interpretation algorithm
more formally. The goal of this algorithm is to update
Out, a mapping such that Out(s) is the set of facts that
definitely hold just after statement s. The input to Fact-
Derivation is an initial mapping Out, a set of starting
statements S, and a set of ending statements T . The
algorithm simulates the execution of the program from
statements in S to statements in T while updating Out.
Our algorithm uses an automatic theorem prover to de-
termine which way conditional branches are taken. In
this pseudocode, we write pred(s) and succ(s) for the
predecessor and successor nodes of s in the CFG.
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1. val = 1

3. send(_, &val, _)

5. recv(_, &recval, _)

6. recval == val

7. val += 2

8. send(_, &val, _)

Rule (1)

Hyp: facts = ∅
Concl: stmt 2 matches, facts = {val = 1}
Need to show: {val = 1} ∧ {&val = out} ⇒ out[0..3] = 1
Action: n := 1

Rule (3)

Hyp: stmt 4 matches,
facts = {n = 1, val = 1, in = &recval, in[0..3] 6= n} = F

Branch: Since assumptions ⇒ (recval 6= val), false branch taken
Concl: stmt 7 matches, same facts F as above
Need to show: F ∧ {&val = out} ⇒ out[0..3] = n
Action: none

Rule (2)

Hyp: stmt 4 matches,
facts = {n = 1, val = 1, in = &recval, in[0..3] = n}

Branch: Since assumptions ⇒ (recval = val), true branch taken
Concl: stmt 7 matches, facts are

F = {n = 1, val = 3, in = &recval, in[0..3] = n}
Need to show: F ∧ {&val = out} ⇒ (out[0..3] = in[0..3] + 1)
Fails to hold; issue warning

(a) Control-Flow Graph (b) Algorithm Trace

Figure 3: Static Checking of Example Program

Our simulation algorithm uses a worklist Q of state-
ments, initialized on line 1 of Figure 4. We repeatedly
pick statements from the worklist until it is empty. When
we reach a statement in T on line 6, we stop propaga-
tion along that path. Because the set of possible facts is
large (most likely infinite), simulation might not termi-
nate if the code has a loop. Thus on line 10 we heuris-
tically stop iterating once we have visited a statement
max pass times, where max pass is a predetermined con-
stant bound. Based on our experiments, we set max pass
to 75. We settled on this value empirically by observing
that if we vary the number of iterations, then the over-
all false positive and false negative rates from Pistachio
rarely changed after 75 iterations in our experiments.

In line 5 of the algorithm, we compute the set In of
facts from the predecessors of s in the CFG. If the pre-
decessor was a conditional, then we also add in the ap-
propriate guard based on whether s is on the true or false
branch. Then we apply a transfer function that depends
on what kind of statement s is: Lines 13–15 handle sim-
ple assignments, which kill and add facts as described
earlier, and then add successor statements to the worklist.
Lines 16–24 handle conditionals. Here we use an auto-
matic theorem prover to prune impossible code paths. If
the guard p holds in the current state, then we only add
s1 to the worklist, and if ¬p holds then we only add s2

to the worklist. If we cannot prove either, i.e., we do not
know which path we will take, then we add both s1 and
s2 to the worklist. Finally, lines 25–32 handle function
calls. We compute a renaming map between the actual
and formal parameters of f , and then recursively sim-
ulate f from its entry node to its exit nodes. We start

simulation in state map(Out), which contains the facts in
Out renamed by map. Then the state after the call returns
is the intersection of the states at all possible exits from
the function, with the inverse mapping map−1 applied.

C includes a number of language features not covered
in Figure 4. Pistachio uses CIL [26] as a front-end, which
internally simplifies many C constructs by introducing
temporary variables and translating loops into canonical
form. We unroll loops up to max pass times in an ef-
fort to improve precision. However, as discussed in Sec-
tion 3.2, we attempt to find a fixpoint during unrolling
process and stop if we can do so, i.e., if we can find a
loop invariant. C also includes pointers and a number of
unsafe features, such as type casts and unions. Pistachio
tracks facts about pointers during its simulation, and all
C data is modeled as arrays of bytes with bounds infor-
mation. When there is an indirect assignment through
a pointer, Pistachio only derives a fact if the theorem
prover can show that the write is within bounds, and oth-
erwise kills all existing facts about the array. Note that
even though a buffer overflow may modify other mem-
ory, we do not kill other facts, which is unsound but helps
reduce false positives. Since all C data is represented as
byte arrays, type casts are implicitly handled as well, as
long we can determine at analysis time the allocation size
for each type, which Pistachio could always do in our ex-
periments. In addition, in order to reduce false positives
Pistachio assumes that variables are initialized with their
default values independently of their scope. In the next
sections, we illustrate the use of FactDerivation during
the process of checking the alternating bit protocol from
Figure 2.
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FactDerivation(Out, S, T )
1: Q← S
2: while Q not empty do
3: s← dequeue(Q)
4: visit(s)← visit(s) + 1

5: In← ∩s′∈pred(s)

{
Out(s′) ∪ {C} s′ is “if(C) then s else s2”

Out(s′) ∪ {¬C} s′ is “if(C) then s1 else s”
Out(s′) otherwise

6: if s ∈ T then
7: Out(s)← In
8: continue
9: end if

10: if visit(s) > max pass then
11: continue
12: end if
13: if s is assignment “var=expr” then
14: Out(s)← (In− {facts involving var}) ∪ {var=expr}
15: Q← Q ∪ succ(s)
16: else if s is “if(p) then s1 else s2” then
17: Out(s)← In
18: if Theorem-prover(Out(s)⇒ p) = yes then
19: Q← Q ∪ {s1}
20: else if Theorem-prover(Out(s)⇒ ¬p) = yes then
21: Q← Q ∪ {s2}
22: else
23: Q← Q ∪ {s1, s2}
24: end if
25: else if s is “f(x1, . . . , xn)” then
26: map← mapping between actual and formal parameters
27: start′ ← entry statement of f
28: T ′ ← exit statements of f
29: FactDerivation(map(Out), {start′}, T ′)

30: Out(s)← ∩s′∈T ′map−1(Out(s′))
31: Q← Q ∪ succ(S)
32: end if
33: end while

Figure 4: Fact derivation in Pistachio

3.1 Checking a Single Rule

Given the FactDerivation algorithm, we can now
present our algorithm for checking that the code obeys
a single rule R of the form (PH , H) ⇒ (PC , C, G). As-
sume that we are given a set of statements S that match
PH . Then to check R, we need to simulate the program
forward from the statements in S using FactDerivation.
We check that we can reach statements matching PC

along all paths and that the conclusion C holds at those
statements. Figure 5 gives our formal algorithm Check-
SingleRule for carrying out this process.

The input to CheckSingleRule is a rule R, an ini-
tial set of facts Out, and a set of starting statements S.
For all statements in S, on line 3 we add to their facts
the assumptions H and any facts derived from pattern-
matching S against PH ; we denote this latter set of facts
by PH(s). If there is some path from S along which we
cannot find a match to PC , we report an error on line 5
and consider the rule unsatisfied. Otherwise on line 6
we search forward along all program paths until we first
find the conclusion pattern PC . Then on line 7 we per-
form abstract interpretation using FactDerivation to up-

CheckSingleRule(R, Out, S)
1: Let R be of the form (PH , H)⇒ (PC , C, G)
2: for s ∈ S do
3: Out(s)← Out(s) ∪H ∪ PH (s)
4: end for
5: If there is a path from S on which no statement matches PC , return error
6: Let T be the set of statements that are the first matches to PC on all paths

from statements in S
7: FactDerivation(Out, S, T )
8: if ∀t ∈ T , Theorem-prover((Out(t) ∧ PC(t))⇒ C) = yes then
9: /* R is satisfied */

10: for s′ ∈ T do
11: Remove from Out(s′) facts involving ghost variables modified in G
12: Out(s′)← Out(s′) ∪G
13: end for
14: Remove from Out all the facts involving pattern variables
15: Return rule satisfied
16: else
17: /* R is not satisfied */
18: Return error
19: end if

Figure 5: Algorithm for checking a single rule

date Out. On line 8, we use the theorem prover to check
whether the conclusion C holds at the statements that
match PC . If they do then the rule is satisfied, and lines
11–12 update Out(s′) with facts for ghost variables. We
also remove any facts about pattern variables (in and out
in our examples) from Out (line 14).

We illustrate using CheckSingleRule to check rule (1)
from Figure 2 on the code in Figure 1. The first block
in Figure 3(b) lists the steps taken by the algorithm. We
will discuss the remainder of this figure in Section 3.2.

In rule (1), the hypothesis pattern PH is the start of
the program, and the set of assumptions H is empty.
The conclusion C of this rule is out[0..3] = 1, where
out matches the second argument passed to a call to
send(). Thus to satisfy this rule, we need to show
that out[0..3] = 1 at statement 2 in Figure 1. We begin
by adding H and PH(0), which in this case are empty,
to Out(0), the set of facts at the beginning of the pro-
gram, which is also empty. We trace the program from
this point forward using FactDerivation. In particular,
Out(1) = Out(2) = {val = 1}. At statement 2 we
match the call to send() against PC , and thus we also
have fact &val = out. Then we ask the theorem prover
to show Out(2) ∧ {&val = out} ⇒ C. In this case the
proof succeeds, and so the rule is satisfied, and we set
ghost variable n to 1.

3.2 Checking a Set of Rules

Finally, we develop our algorithm for checking a set of
rules. Consider again the rules in Figure 2. Notice that
rules (2) and (3) both depend on n, which is set in the
conclusion of rules (1) and (2). Thus we need to check
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0. char laddr[17]; int lport;
. . . . . .
1. fmsgrecv(clisock,inmsg,SSH2 MSG SIZE);
2. if(!parse message(MSGTYPE GLOBALREQ,inmsg,len(inmsg),&globreq))
3. return;
. . . . . .
4. if(globreq.msgtype=MSGSUBTYPE TCPIPFORWARD) f
5. strcpy(laddr,getstrfield(globreq.payload,0));
6. lport = getuint32field(globreq.payload,1);
. . . . . .
7. if(!create forwarding(clisock, laddr,lport))
8. return debug error();
9. if((globreq.wantreply==1) && (lport == 0)) f
10. payload.msgid = SSH REQUEST SUCCESS;
11. payload.reason=lport;
12. sz = pack message(MSGTYPE REQSUCCESS,payload,

outmsg,SSH2 MSG SIZE);
13. fmsgsend(clisock,outmsg,sz);
14. g
15.g

Figure 12: Sample buffer overflow

during rule checking. Recall that when Pistachio sees a
write to an array that it cannot prove is in-bounds, then
it kills facts about the array. Thus sometimes when we
investigated why a conclusion was not provable, we dis-
covered it was due to an out-of-bounds write correspond-
ing to a buffer overflow. For example, consider the code
in Figure 12, which is taken from LSH version 0.9.1
(slightly simplified). While checking this code, we found
a violation of the fourth rule in Figure 7, as follows.
At statement 1, Pistachio assumes the hypothesis of this
rule, including that the wantreply flag (corresponding to
in[15]) is set, and that the message is for TCP forward-
ing. Under these assumptions, Pistachio reasons that the
true branch of statement 4 is taken. But then line 5 per-
forms a strcpy into laddr, which is a fixed-sized locally-
allocated array. The function getstrfield() (not shown)
extracts a string out of the received message, but that
string may be more than 17 bytes. Thus at the call to
strcpy, there may be a write outside the bounds of laddr,
and so we kill facts about laddr. Then at statement 7, we
call create forwarding(), which expects laddr to be null-
terminated—and since we do not know whether there is
a null byte within laddr, Pistachio determines that cre-
ate forwarding() might return false, causing us to return
from this code without executing the call to fmsgsend in
statement 13.

In this case, if Pistachio had been able to reason at
statement 5 that laddr was null-terminated, then it would
not have issued a warning. Although the return state-
ment 8 might seem be reachable in that case, looking in-
side of create forwarding(), we find that can only occur
if LSH runs out of ports, and our model for library func-
tions assumes that this never happens. (Even if an ill-
formed address is passed to create forwarding(), it still
creates the forwarding for 0.0.0.0.) On the hand, if cre-

1. fmsgrecv(clisock,inmsg,SSH2 MSG CHANNEL REQUEST);
2. if(!parse message(MSGTYPE CHREQ,inmsg,len(inmsg),&chreq))
3. return;
. . . . . .
4. if(chreq.msgtype==MSGSUBTYPE SHELL) f
. . . . . .

/* fmod was previously set to “rw” */
5. if(!(clish = popen(make clishell(clisock),fmod)))
6. return debug error();
. . . . . .

Figure 13: Sample library call bug

ate forwarding() had relied on the length of laddr, rather
than it being null-terminated, then Pistachio would not
have reported a warning here—even though there still
would be a buffer overflow in that case. Thus the abil-
ity to detect buffer overflows in Pistachio is somewhat
fragile, and it is a side effect of the analysis that they can
be detected at all. Buffer overflows that do not result in
rule violations, or that occur in code we do not analyze,
will go unnoticed.

Library call errors correspond to unsafe use of library
functions. These bugs are generally found the same ways
buffer overflows are, as a side effect of rule checking.
For example, Figure 13 contains code from LSH 0.9.1
that violated the last rule in Figure 7. In this case, we
matched the hypothesis of the rule at statement 1, and
then matched the request type at statement 2, and thus
one possible path leads to the call to popen in state-
ment 5. In this case, our model of popen requires that
the second argument must be either “r” or “w,” or the
call to popen yields an undefined result. Since before
statement 5 fmod was set to “rw,” Pistachio assumes that
popen may return any value, including null, and thus
statement 6 may be executed and return without send-
ing a reply message, thus violating the rule conclusion.
Note that our model of popen always succeeds if valid
arguments are passed, and thus if fmod were “r” or “w”
a rule violation would not have been reported.

In addition to warnings that correspond to bugs, Pis-
tachio also issues a number of false positives. Figure 14
breaks down the causes of false positives found in LSH,
averaged over all versions. The main cause of false pos-
itives is insufficient specification of library calls. This
is primarily due to the fact that library functions some-
times rely on external factors such as system state (e.g.,
whether getenv() returns NULL or not depends on which
environment variables are defined) that cannot be fully
modeled using our rule-based semantics. For such func-
tions, only partial specifications can be devised. The re-
maining false positives are due to limitations of the theo-
rem prover and to loop breaking, where we halt iteration
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Figure 14: Causes for false positives in LSH

of our algorithm after max pass times.
Besides false positives, Pistachio also has false neg-

atives, as measured against the LSH and RCP bug
databases. From our experience, these are generally
caused by either assumptions made when modeling li-
brary calls, or by the fact that the rule sets are not com-
plete. As an example of the first case, we generally
make the simplifying assumption that on open() calls,
there are sufficient file handles available. This caused a
false negative for LSH version 0.1.3, where a misplaced
open() call within a loop lead to the exhaustion of
available handles for certain SSH global requests.

4.3 Security Implications

As can be seen from the previous discussion, many of the
bugs found by Pistachio have obvious security implica-
tions. Even bugs that initially appear benign may intro-
duce security vulnerabilities, depending on what consti-
tutes a vulnerability in a particular circumstance. How-
ever, in order to measure our results we looked through
the bug databases to identify which of the bugs are ei-
ther clearly security-related by their nature or were doc-
umented as security-related. On average, we classified
approximately 30% of the warnings (excluding false pos-
itives) as security-related for LSH and approximately
23% for RCP. Of these, buffer overflows account for ap-
proximately 53% of the security-related bugs. We con-
sider all buffer overflows security-related. Access con-
trol warnings account for 20% of the total. These refer
to the execution of functions for which the user does not
have sufficient privileges. Finally, compatibility prob-
lems account for 18% of the total. These do not directly
violate security, but do impede the use of a secure proto-
col. The remaining security-related bugs did not fall into
any broader categories.

Our classification of bugs as security-related has some

uncertainty, because the bug databases might incorrectly
categorize some non-exploitable bugs as security holes.
Conversely, some bugs that are not documented as be-
ing security-related might be exploitable by a sufficiently
clever attacker. In general, any bug in a network protocol
implementation is undesirable.

4.4 Results for Extended Rule Sets

In a second set of experiments, we were interested in
estimating how easily the rule-based specification could
be extended to catch specific bugs we found in the bug
databases. Our goal was to study how Pistachio could be
used during the development process. In particular, as a
programmer finds bugs in their code, good software en-
gineering practice is to write regression tests to catch the
bug again if it appears in the future. In the same way, us-
ing Pistachio the programmer can write extra “regression
rules” to re-run in the future.

We looked for bugs we missed using the core set of
rules and added slightly over 10% more rules (9 new
rules for LSH and 7 for RCP) to the initial specifications
to cover most of the bugs. We found the rules we needed
to add were typically for features that were strongly rec-
ommended but not required by the specification, because
it turned out that violations of these recommendations
were considered errors. One example is the recommen-
dation that a proper disconnect message be sent by the
SSH server when authentication fails.

Figure 15 shows the effect of the additional rules on
the number of the errors detected. In each table we show
the specific implementation version, the number of bugs
in the database, the total number of warnings from Pis-
tachio and the number of warnings generated from the
10% additional rules. The last two rows in each table in
Figure 15 contain the number of false positives caused
by the additional rules and the number of false negatives
that remain after enriching the specification. We can see
that the additional rules account for under 20% of the to-
tal number of warnings generated by Pistachio. From the
set of new warnings produced by Pistachio after intro-
ducing the additional rules, approximately 18% had se-
curity implications according to our classification from
Section 4.3, mostly related to access control issues and
buffer overflows. Roughly half of the remaining false
negatives are due to terminating iteration after max pass
times, and the other half are due to aspects of the protocol
our new rules still did not cover.

For the extended rules, we also measured how often
we are able to compute a symbolic fixpoint for loops dur-
ing our analysis. Recall that if we stop iteration of our
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Version 0.1.3 0.2.1 0.2.9 0.9.1 1.0.1 1.1.1 1.2.1 1.3.1 1.4.1 1.5.1 1.5.5 2.0.1
Bugs in database 91 83 69 65 81 80 82 82 51 40 31 13

Warnings from Pistachio 133 143 124 112 106 109 111 100 93 83 40 28
From 10% rules 15 20 14 15 15 16 19 18 15 8 7 3

False pos. from 10% 8 8 6 8 7 5 7 4 6 5 3 2
False neg. after 10% 1 0 1 0 2 0 0 0 1 0 1 0

(a) LSH implementations

Version 0.5.4 0.6.4 0.8.4 1.1.4 1.2.3 1.3.2
Bugs in database 51 46 47 51 28 23

Warnings from Pistachio 84 78 67 77 56 45
From 10% rules 11 9 10 7 8 6

False pos. from 10% 6 5 5 4 2 4
False neg. after 10% 1 1 1 0 1 0

(b) RCP implementations

Figure 15: Analysis Results for Extended Rule Sets

algorithm after max pass times then we could introduce
unsoundness, which accounts for approximately 27% of
the false positives, as shown in Figure 14. We found that
when max pass is set to 75, we find a fixpoint before
reaching max pass in 250 out of 271 cases for LSH, and
in 153 out of 164 cases for RCP. This suggests that our
symbolic fixpoint computation is effective in practice.

5 Related Work

Understanding the safety and robustness of network pro-
tocols is recognized as an important research area, and
the last decade has witnessed an emergence of many
techniques for verifying protocols.

We are aware of only a few systems that, like Pis-
tachio, directly check source code rather than abstract
models of protocols. CMC [24] and VeriSoft [15] both
model check C source code by running the code dynam-
ically on hardware, and both have been used to check
communication protocols. These systems execute the
code in a simulated environment in which the model
checker controls the execution and interleaving of pro-
cesses, each of which represents a communication node.
As the code runs, the model checker looks for invalid
states that violate user-specified assertions, which are
similar to the rules in Pistachio. CMC has been success-
fully used to check an implementation of the AODV rout-
ing protocol [24] and the Linux TCP/IP protocol [23].

There are two main drawbacks to these approaches.
First, they potentially suffer from the standard state space
explosion problem of model checking, because the num-
ber of program executions and interleavings is extremely
large. This is typical when model checking is used for
data dependent properties, and both CMC and VeriSoft

use various techniques to limit their search. Second,
these tools find errors only if they actually occur during
execution, which depends on the number of simulated
processes and on what search algorithm is used. Pista-
chio makes different tradeoffs. Because we start from a
set of rules describing the protocol, we need only per-
form abstract interpretation on a single instance of the
protocol rather than simulating multiple communication
nodes, which improves performance. The set of rules can
be refined over time to find known bugs and make sure
that they do not appear again. We search for errors by
program source path rather than directly in the dynamic
execution space, which means that in the best case we
are able to use symbolic information in the dataflow facts
to compute fixpoints for loops, though in the worst case
we unsafely cut off our search after max pass iterations.
Pistachio is also very fast, making it easy to use dur-
ing the development process. On the other hand, Pista-
chio’s rules cannot enforce the general kinds of temporal
properties that model checking can. We believe that ulti-
mately the CMC and VeriSoft approach and the Pistachio
approach are complementary, and both provide increased
assurance of the safety of a protocol implementation.

Other researchers have proposed static analysis sys-
tems that have been applied to protocol source code.
MAGIC [7] extracts a finite model from a C program us-
ing various abstraction techniques and then verifies the
model against the specification of the program. MAGIC
has been successfully used to check an implementation
of the SSL protocol. The SPIN [18] model checker has
been used to trace errors in data communication proto-
cols, concurrent algorithms, and operating systems. It
uses a high level language to specify system descriptions
but also provides direct support for the use of embed-
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ded C code as part of model specifications. However,
due to the state space explosion problem, neither SPIN
nor MAGIC perform well when verifying data-driven
properties of protocols, whereas Pistachio’s rules are de-
signed to include data modeling. Feamster and Balakr-
ishnan [14] define a high-level model of the BGP rout-
ing protocol by abstracting its configuration. They use
this model to build rcc, a static analysis tool that detects
faults in the router configuration. Naumovich et al. [25]
propose the FLAVERS tools, which uses dataflow analy-
sis techniques to verify Ada pseudocode for communica-
tion protocols. Alur and Wang [2] formulate the problem
of verifying a protocol implementation with respect to
its standardized documentation as refinement checking.
Implementation and specification models are manually
extracted from the code and the RFC document and are
compared against each other using reachability analysis.
The method has been successfully applied to two popular
network protocols, PPP and DHCP.

Many systems have been developed for verifying
properties of abstract protocol specifications. In these
systems the specification is written in a specialized lan-
guage that usually hides some implementation details.
These methods can perform powerful reasoning about
protocols, and indeed one of the assumptions behind Pis-
tachio is that the protocols we are checking code against
are already well-understood, perhaps using such tech-
niques. The main difficulty of checking abstract proto-
cols is translating RFCs and other standards documents
into the formalisms and in picking the right level of ab-
straction. Murϕ is a system for checking protocols in
which abstract rules can be extracted from actual C code
[20]. The main differences between our approach and
the Murϕ system lies in how the rules are interpreted: in
Murϕ the rules are an abstraction of the system and are
derived automatically, whereas in Pistachio rules spec-
ify the actual properties to be checked in the code. Up-
paal [6] models systems (including network protocols) as
timed automata, in which transitions between states are
guarded by temporal conditions. This type of automata is
very useful in checking security protocols that use time
challenges and has been used extensively in the literature
to that extent [28, 12]. In [12], Uppaal is used to model
check the TLS handshake protocol. CTL model checking
can also be used to check network protocols. In [9], an
extension of the CTL semantics is used to model AODV.

Recently there has been significant research effort
on developing static analysis tools for finding bugs in
software. We list a few examples: SLAM [3] and
BLAST [17] are model checking systems that have been
used to find errors in device drivers. MOPS [8] uses

model checking to check for security property violations,
such as TOCTTOU bugs and improper usage of setuid.
Metal [13] uses data flow analysis and has been used to
find many errors in operating system code. ESP [11] uses
data flow analysis and symbolic execution, and has been
used to check sequences of I/O operations in gcc. All of
these systems have been effective in practice, but do not
reason about network protocol implementations, and it is
unclear whether they can effectively check the kinds of
data-dependent rules used by Pistachio.

Dynamic analysis can also be used to trace program
executions, although we have not seen this technique
used to check correctness of implementations. Gopalakr-
ishna et al. [16] define an Inlined Automaton Model
(IAM) that is flow- and context-sensitive and can be de-
rived from source code using static analysis. The model
is then used for online monitoring for intrusion detection.

Another approach to finding bugs in network protocols
is online testing. Protocol fuzzers [27] are popular tools
that look for vulnerabilities by feeding unexpected and
possibly invalid data to a protocol stack. Because fuzzers
can find hard-to-anticipate bugs, they can detect vulner-
abilities that a Pistachio user might not think to write a
rule for. On the other hand, the inherent randomness of
fuzzers makes them hard to predict, and sometimes find-
ing even a single bug with fuzzing may take a long time.
Pistachio quickly checks for many different bugs based
on a specification, and its determinism makes it easier to
integrate in the software development process.

Our specification rules are similar to precondi-
tion/postcondition semantics usually found in software
specification systems or design-by-contract systems like
JML [19]. Similar constructs in other verification sys-
tems also include BLAST’s event specifications [17].

6 Conclusion

We have defined a rule-based method for the specifica-
tion of network protocols which closely mimics proto-
col descriptions in RFC or similar documents. We have
then shown how static analysis techniques can be em-
ployed in checking protocol implementations against the
rule-based specification and provided details about our
experimental prototype, Pistachio. Our experimental re-
sults show that Pistachio is very fast and is able to detect
a number of security-related errors in implementations
of the SSH2 and RCP protocols, while maintaining low
rates of false positives and negatives.
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