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Abstract puters, to do e-banking money transfer, etc. A weakness

in these hardware devices will jeopardize the security of

Computer keyboards are often used to transmit con den:,jmy password-based authentication system.

tial data such as passwords. Since they contain elec- Compromising electromagnetic emanation problems

tronic components, keyboards eventually emit elecuo'appeared already at the end of th@" century. Be-

mag_netlc Waves. These emanations could re\{eal S€NSause of the extensive use of telephones, wire networks
tive information such as keystrokes. The technique genp..,me extremely dense. People could sometimes hear

erally used to detect compromising emanations is basegy, e, ¢onyersations on their phone line due to undesired

on a W'de'b‘?‘”d receiver, tuned on a SPec c_frequen_cy.coup"ng between parallel wires. This unattended phe-
H_owever, this method may no_t be opt|rr_1al SINCE & SI9-n5menon, calledtrosstalk may be easily canceled by
ni cant amount of information is lost during the signal twisting the cables.

acquisition. Our approach is to acquire the raw signal A description of some early exploitations of compro-
directly from the antenna and to process the entire cap- ising emanations has been recently declassi ed by the
tured electromagnetic spectrum. Thanks to this methooﬁ

i ) . ational Security Agency [26]. During World War I,
we detected four different kinds of compromising eIeC'the American Army used teletypewriter communications

tromagnetic emanations generated by wired and wireles ncrypted with Bell 131-B2 mixing devices. In a Bell

keyboards. These emissions lead to a full or a partia aboratory, a researcher noticed, quite by accident, that

recovery of the keystrokes. We implemented these sideéach time the machine stepped, a spike appeared on an

channel attacks and our best practical attack fully recov'oscilloscope in a distant part of the lab. To prove the vul-

0, iS-
tered 95 /OtOf ;r(;e kei/strokes Oftﬁ PS/ 2h keylli oar\(ljvatta Otl'snerability of the device, Bell engineers captured the com-
1a2n3ifup ct)k tr)‘ne er’ edveln b rour?t bWta S: 280163 e%ﬂromising emanations emitted by a Bell 131-B2, placed
2005; ?Drg/nz SéBoar. rlno € Sd T)ugt eTvk\]/een I ar|1 a building across the street and about 25 meters away.

( ’  wireless and laptop). They are all vu ‘They were able to recover 75% of the plaintext.
nerable to at least one of the four attacks. We conclude . .
During the Vietnam war, a sensor call&tck Crow
that most of modern computer keyboards generate com-_ . ;
- . . carried aboard C-130 gunships was able to detect the
promising emanations (mainly because of the manufac- : : L
; . electromagnetic emanations produced by the ignition
turer cost pressures in the design). Hence, they are nat S . .
. . . System of trucks on the Ho Chi Minh trail, from a dis-
safe to transmit con dential information.

tance up to 10 miles [25, 11].

1 Introduction 1.1 Related Work

Today, most of the practical attacks on computers exploiicademic research on compromising electromagnetic
software vulnerabilities. New security weaknesses aremanations started in the mid 1980's and there has been
disclosed every day, but patches are commonly deliveredigni cant recent progresses [28, 1]. The threat related
within a few days. When a vulnerability is based on hard-to compromising emanations has been constantly con-
ware, there is generally no software update to avoid thermed by practical attacks such as Cathode Ray Tubes
exposure: the device must be changed. (CRT) displays image recovery [34], Liquid Crystal Dis-
Computer keyboards are often used to transmit sensplay (LCD) image recovery [20], secret key disclo-
tive information such as passwords, e.g. to log into com-sure [16], video displays risks [18, 33] or radiations from



FPGAs [24]. The Study of Four Different Sources of Informa-
Compromising electromagnetic emanations of serialtion Leakage from Keyboards. To determine if key-
port cables have been already discussed by Smubkoards generate compromising emanations, we mea-
ders [30] in 1990. PS/2 keyboards still use bi-directionalsured the electromagnetic radiations emitted when a key
serial communication to transmit the pressed key code tis pressed. Due to our improved acquisition method,
the computer. Hence, some direct compromising electrowe discovered several direct and indirect compromising
magnetic emanations might appear. However, the chaemanations which leak information on the keystrokes.
acteristics of the serial line changed since the 90's. Thélhe rst technique looks at the emanations of the falling
voltage is not 15 volts anymore and the transition timesedges (i.e. the transition from a high logic state to a low
of the signals are much longer (from picoseconds to midogic state) from the bi-directional serial cable used & th
croseconds). PS/2 protocol. It can be used to reveal keystrokes with
Since keyboards are often the rst input device of aabout 1 bit of uncertainty. The second approach uses the
computer system, they have been intensively studiedsame source, but consider the rising and the falling edges
For instance, the exploitation of visual compromising of the signal to recover the keystrokes with 0 bits of un-
information leaks such as optical re ections [5] which certainty. The third approachis focused on the harmonics
could be applied to keyboards, the analysis of surveilemitted by the keyboard to recover the keystrokes with
lance video sequences [6] which can be used by an af bits of uncertainty. The last approach considers the
tacker to recover the keystrokes (even with a simple weemanations emitted from the matrix scan routine (used
bcam) or the use of the blinking LEDs of the keyboardby PS/2, USB and Wireless keyboards) and yields about
as a covert channel [21]. Acoustic compromising emanaz2.5 bits of uncertainty per keystroke. This compromis-
tions from keyboards have been studied as well. Asonoing emanation has been previously posited by Kuhn and
and Agrawal [4] discovered that each keystroke produceénderson [3], although that work provided no detailed
a unique sound when it is pressed or released and thegnalysis.
presented a method to recover typed keystrokes with ghe Implementation and the Analysis of Four
microphone. This attack was later improved, see [38, 7]Keystroke Recovery Techniques in Four Different
Even passive timing analysis may be used to recovescenarios.We tested 12 different keyboard models, with
keystrokes. Song et al. highlighted that the keystrokeps/2 USB connectors and wireless communication in
timing data measured in older SSH implementations [32ljifferent setups: a semi-anechoic chamber, a small of-
may be used to recover encrypted passwords. A risk ofce, an adjacent of ce and a at in a building. We
compromising emission from keyboards has been postugemonstrate that these keyboards are all vulnerable to at
lated by Kuhn and Anderson [20, 17, 2]. They also pro-|east one of the four keystroke recovery techniques in all
posed countermeasures (see US patent [3]). Some undfcenarios. The best attack successfully recovers 95% of
cial documents onTEMPEST[37] often designate key-  the keystrokes at a distance up to 20 meters, even through
boards as potential information leaking devices. How-wg|ls, Because each keyboard has a specigerprint
ever, we did not nd any experiment or evidence proving hased on the clock frequency inconsistencies, we can de-
or I’efuting the praCtical feaSIblllty to I’emotely eaveq]ﬂro termine the source keyboard of a Compromising emana-

keystrokes, especially on modern keyboards. tion, even if multiple keyboards from the same model are
used at the same time. First, we did the measurements

1.2 Our Contribution in a semi-anechoic electromagnetic chamber to isolate
the device from external noise. Then we con rmed that

This paper makes the following main contributions: these compromising emanations are exploitable in real

A Full Spectrum Acquisition Method. To detect com-  situations.

promising electromagnetic emanations a receiver tuned We conclude that most of modern computer keyboards
on a speci ¢ frequency is generally used. It brings thegenerate compromising emanations (mainly because of
signal in base band with a limited bandwidth. Therefore the manufacturer cost pressures in the design). Hence
the signal can be demodulated in amplitude (AM) or fre-they are not safe to transmit con dential information.
guency (FM). This method might not be optimal. Indeed,

the §igna| does not cqntain th_e mgximal entropy since A 3 Structure of the Paper

signi cant amount of information is lost. We propose

another approach. We acquire the raw signal directlySection 2 describes some basics on compromising elec-
from the antenna and analyze the entire captured electraromagnetic emanations. In Section 3 we present our
magnetic spectrum with Short Time Fourier Transformacquisition method based on Short Time Fourier Trans-
(also known adVaterfal)) to distill potential compromis- form. In Section 4 we present four different setups used
ing emanations. for the measurements, from a semi-anechoic chamber to



real environments. In Section 5 we give the completethe wire transmitting sensitive data, they are called direc
procedure used to detect the compromising electromagemanations.

netic emanations. Then, we detail the four different techyqirect Emanations Electromagnetic emanations may
niques. In Section 6, we give the results of our measurej, e ract with active electronic components which induce
ments in different setups. In Section 7, we describe SOM@e\y types of radiations. These unintended emanations
countermeasures to avoid these attacks. In Section 8, nitest themselves as modulations or inter-modulations
we give some extensions and improvements. Finally We&phase, amplitude or frequency) or as carrier signals

conclude. e.g. clock and its harmonics. Non-linear coupling be-
tween carrier signals and sensitive data signals, crésstal
ground pollution or power supply DC pollution may gen-
erate compromising modulated signals. These indirect

Electromagnetic compatibility (EMC) is the analysis of ema_nauons may have better propagation than direct em-
anations. Hence, they may be captured at a larger range.

electromagnetic interferences (EMI) or Radio Frequencyl_he prediction of these emanations is extremely dif -

Interferences (RFI) related to electric devices. EMC ) ) .

aims at reducing unintentional generation propagatior%:u“' They are generally discovered during compliance
X ; .' . tests such as FCC [15], CISPR [10], MIL-STD-461 [22],

and reception of electromagnetic energy in electric SySNACSIM 5000 1371 et

tems. EMC de nes two kinds of unwanted emissions: i [37], etc.

conductive coupling and radiative coupling. Conductive

coupling requires physical support such as electric wire®  Electromagnetic Signal Acquisition

to transmit interferences through the system. Radiative

coupling occurs when a part of the internal circuit actsTwo techniques are generally used to discover compro-

as an antenna and transmits undesired electromagnetigising electromagnetic emanations.

waves. EMC generally distinguishes two types of elec-

tromagnetic emissions depending on the kind of the ra-

diation source: differential-mode and common-mode. 3.1  Standard Techniques

foralgzrs;t::?)ln%%ieenrtzd:c?rtilr?tr; dliirgﬁir:?rr:(t:iz %bf:g;ﬁ_ method ponsists in usir)g a spectral analyzer to Qetect

bles, etc. These loops élct as small circular a’ntennas a Y gna} carriers. Su_ch a s_lgn_al can be_ caught only if the
o . I uration of the carrier is signi cant. This makes compro-

eventually radiate. These radiations are generally lo ising emanations composed of peaks dif cult to detect

and do not disturb the whole system. Differential-modewi,[h spectral analyzers

signals are not easily in uenced by external radiations. .

. ; . Another method is based on a wide-band receiver
Moreover they can be easily avoided by shielding the . . .
system tuned on a speci ¢ frequency. Signal detection process

c de radiation is th It of undesired i consists in scanning the whole frequency range of the re-
¢ o:”nmlctm—mc(; era.|at;]on IS (.atrers]_uho un”eswe 'N"ceiver and to demodulate the signal according to its am-
rernal voltage drops In the circuit which usually appear, i, e modulation (AM) or frequency modulation (FM).
in the ground loop. Indeed, ground loop currents are du

o th bal d nat fordi ¢ i q hen an interesting frequency is discovered, narrow-
0 the unbalanced nhature ot ordinary ransmitting and ey, 4 5 ytennas and some lters are used to improve the

cewmtgI (I:|rCU|ts.t Thus,texternal ca_\tblgsblncluded_|nt theajignal-to-Noise Ratio (SNR) of the compromising em-
ground loop act as antennas excited by some INeMay, oi5ng - |n practice, wide-band receivers such as R-

ally created by the system, itis generally harder to detecr1250 [19] and R-1550 [12] from Dynamic Sciences In-

d trol de radiati than diff " Ifernational, Inc. are used, see [17, 1]. Indeed, these
and control common-mode radiations than diterential- o cojvers are compliant with secret requirements for the

mode radiations. NACSIM-5000 [37] also known aSEMPEST These de-
From the attacker's point of view there are two types,jses are quite expensive and unfortunately not owned
qf compromising emanations: direct and mdwectemanaby our lab. Hence, we used a cheaper and open-source
tions. solution based on the USRP (Universal Software Radio
Direct Emanations. In digital devices, data is encoded Peripheral) [14] and the GNU Radio project [35]. The
with logic states, generally described by short burst ofUSRP is a device which allows you to create a software
square waves with sharp rising and falling edges. Duringadio using any computer with USB port. With differ-
the transition time between two states, electromagnetient daughterboards, the USRP is able to scan from DC
waves are eventually emitted at a maximum frequencyo 2.9 GHz with a sample rate of 64 MS/s at a resolution
related to the duration of the rise/fall time. Becauseof 12 bits. The full range on the ADC is 2 volts peak
these compromising radiations are provided straight byo peak and the input is 50 ohms differential. The GNU

2 Electromagnetic Emanations



Radio project is a powerful software library used by theany demodulation. Moreover, all compromising electro-

USRP to process various modulations (AM, FM, PSK, magnetic emanations up to a frequency of 2.5 GHz are
FSK, etc.) and signal processing constructs (optimizeadaptured. Thus, with this technique, we are able to high-
Iters, FFT, etc.). Thus, the USRP and the GNU Radio light compromising emanations quickly and easily. This

project may act as a wide-band receiver and a spectraolution is ideal for very short data burst transmissions
analyzer with software-based FFT computation. used by computer keyboards.

3.2 Novel Techniques 4 Experimental Setup

Some direct and indirect electromagnetic emanationg.,, objective of this experiment is to observe the ex-
may stay undetected with standard techniques, espe<:|<';\l|):()tence of compromising emanations of computer key-

if the signal is composed of irregular peaks or erratlcboardswhenakey is pressed. Obviously electromagnetic

frequency carriers. Indeed, spectral analyzers need Si%’manations depend on the environment. We de ned four
ni cantly static carrier signals. Similarly, the scanning %r'fferent setups
o .

process of wide-band receivers is not instantaneous a
needs a lot of time to cover the whole frequency rangeSetup 1: The Semi-Anechoic ChambeiWe used a pro-
Moreover the demodulation process may hide some inf€ssional semi-anechoic chamber (77 meters). Our
teresting compromising emanations. aim was not to cancel signal echos but to avoid external
In this paper, we use a different method to de-€lectromagnetic pollution (Faraday cage). The antenna
tect compromising electromagnetic emanations of keyas placed up to 5 meters from the keyboard connected
boards. First, we obtain the raw signal directly from the!® & computer (the maximum distance according to the
antennainstead of a Itered and demodulated signal witfChO isolation of the room). The tested keyboard was on
limited bandwidth. Then, we compute the Short Time & One meter high table and the computer (PC tower) was
Fourier Transform (STFT), which gives a 3D signal with on the ground.
time, frequency and amplitude. Setup 2: The Of ce. To give evidence of the feasibility
Modern analog-to-digital converters (ADC) provide of the attacks with background noise, we measured the
very high sampling rates (Giga samples per second). IEompromising emanations of the keyboards in a small
we connect an ADC directly to a wide-band antenna, weofce (3 5 meters) with two powered computers and
can import the raw sampled signal to a computer and wehree LCD displays. The electromagnetic background
can use software radio libraries to instantly highlight po-noise was quite important with a cluster of 40 comput-
tentially compromising emanations. The STFT compu-ers 10 meters away from the of ce, more than 60 pow-
tation of the raw signal reveals the carriers and the peaksred computers on the same oor and a 802.11n wireless
even if they are present only for a short time. router at less than 3 meters away from the of ce. The
Unfortunately there is no solution to transfer the highantenna was in the of ce and moved back through the
amount of data to a computer in real time. The dataopened door up to 10 meters away from the keyboard in
rate is too high for USB 2.0, IEEE 1394, Gigabit Eth- order to determine the maximum range.
ernet or Serial ATA (SATA) interfaces. However, with Setup 3: The Adjacent Of ce. This setup is similar to

some smart triggers, we can sample only the (small) inyhe of ce setup but we measured the compromising ema-
teresting part of the signal and we store it in a fast acytions of the keyboards from an adjacent of ce through

cess memory. Oscillqscopes provide triggered analogs \all of 15 cm composed of wood and plaster.
to-digital converters with fast memory. We used a Tek-
tronix TDS5104 with 1 Mpt memory and a sample rate
of 5 GS/s. It can acquire electromagnetic emanations up” "~"" h ]
to 2.5 GHz according to the Nyquist theorem. More- Mid-size city. The keyboard was in the fth oor. We

over, this oscilloscope has antialiasing lters and Sup_performed measurements with the antenna placed on the

ports IEEE 488 General Purpose Interface Bus (GPIBS@me 0or rst. Then, we moved the antenna as far as
communications. We developed a tool to de ne someth® basement (up to 20 meter from the keyboard).

speci c triggers (essentially peak detectors) and to ex-Antennas. Since the compromising emanations were
port the acquired data to a computer under GNU/Linuxfound on frequency bands between 25 MHz and 300
over Ethernet. Thus the signal can be processed with thelHz, we used a biconical antenna (50 Ohms VHA
GNU Radio software library and some powerful tools 9103 Dipol Balun) to improve the Signal-to-Noise Ratio
such as Baudline [29] or the GNU project Octave [13]. (SNR). We also tested if these compromising emanations
The advantage of this method is to process the raw sigean be captured with a smaller antenna such as a simple

nal, which is directly sampled from the antenna withoutloop made of a wire of copper (one meter long).

Setup 4: The Building. This setup takes place in a at
ﬁvhich is in a building of ve oors in the center of a



Keyboards. We picked 12 different keyboard models scan coddo the computer. In the default scan codé set
present in our lab: 7 PS/2 keyboards (Keyboard Al-most of the keys are one-byte long encoded. Some ex-
A7), 2 USB keyboards (Keyboard B1-B2), 2 Laptop key- tended keys are two or more bytes long. These codes
boards (Keyboard C1-C2) and 1 wireless keyboard (Key<an be identi ed by the fact that their rst byte BXEO.
board D1). They were all bought between 2001 andThe protocol used to transmit these scan codes is a bi-
2008. We also collected measurements with the keydirectional serial communication, based on four wires:
board connected to a laptop with battery to avoid pos-Vcc (5 volts), ground, data and clock. For each byte of
sible conductive coupling through the power supply. Forthe scan code, the keyboard pulls down the clock sig-
obvious security reasons, we do not give the brand nameal at a frequency between 10 KHz and 16.7 KHz for
and the model of the tested keyboards. 11 clock cycles. When the clock is low, the state of the
signal data is read by the computer. The 11 bits sent
) ] o ) correspond to a start bit (0), 8 bits for the scan code of
5 Discovering and Exploiting Emanations  the pressed key (least signi cant bit rst), an odd parity
check bit on the byte of the scan code (the bit is set if
To discover compromising emanations, we placed Keythere is an even number of 1's), and nally a stop bit (1).
board Al in the semi-anechoic chamber and we used thgjgure 3 represents both data and clock signals when the

biconical antenna. A diagram of the experiment is de+ey E is pressed. Note that the scan code is binded to
picted in Figure 1. We acquired the raw signal with the

oscilloscope as explained above. Since the memory of
the oscilloscope is limited, we have to precisely trigger <
data acquisition. First, we used the earliest falling edge
of the data signal sent when a key is pressed . We phys-
ically connected a probe on the data wire of the cable
between the keyboard and the computer.

Figure 2 gives the STFT of the captured raw signal 2
when the keyE is pressed on an American keyboard.
With only one capture we are able to represent the entire
spectrum along the full acquisition time. In addition, we < | .
have a visual description of all electromagnetic emana-£ "'"""""+"+' '
tions. In particular we clearly see some carriers (vertical
lines) and broadband impulses (horizontal lines). The ' Time in [ms]
three rst techniques are based on these compromising
emanations and are detailed in the following sections. Figure 3: Data, clock and the compromising emanation

Our objective is to use an electromagnetic trigger,captured (semi-anechoic chamber, Keyboard Al) with
since we normally do not have access to the data wirethe loop antenna at 5 meters (a wire of copper, one me-
The discovered broadband impulses (horizontal linesjer long) when the kef (0x24) is pressed. Data signal
can be used as a trigger. Thus, with only an antennsgends the messag@00100100 1 1.
we are able to trigger the acquisition of the compromis-
ing electromagnetic emanations. More details are givera physical button on the keyboard, it does not represent
below. the character printed on that key. For instance, the scan

Some keyboards do not emit electromagnetic emanasode ofE is 0x24 if we consider the American layout
tions when a key is pressed. But with a different triggerkeyboard.
model, based on peak detector as well, we discovered an- Logic states given by data and clock signals in the key-
other kind of emission, continuously generated (even ifooard are usually generated by an open collector coupled
no key is pressed). This is the last technique, detailed iio a pull-up resistor. The particularity of this system is
Section 5.4, that the duration of the rising edge is signi cantly longer

(2 s) than the duration of the falling edge (200 ns).

. . . Thus, the compromising emanation of a falling edge

5.1 The Falling Edge Transition Technique  ghould be much more powerful (and with a higher max-
imum frequency) than the rising edge. This property is
known and has been already noticed by Kuhn [17, p.35].
Clock and data signals are identically generated. Hence,
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To understand how direct compromising emanation
may be generated by keyboards, we need to brie y de
scribe the PS/2 communication protocol. According

to [9], when a key is pressed, r_eleased_or held down, 1There are three different scan code sets, but the second oami
the keyboard sends a packet of information known as anonly used by default.
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Figure 1: Diagram of our equipment for the experiments.
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Figure 2: Short Time Fourier Transform (STFT) of the raw sigdepicted in Figure 6 (Kaiser windowing of 40,
65536 points)

the compromising emanation detected is the combination A oAa
of both signals. However (see Figure 3), the edges ofthe «f
data and the clock lines are not superposed. Thus, the%
can be easily separated to obtain independent signals.
Since the falling edges of clock signal will always be
at the same place, contrary to the falling edges of data
signal, we can use them to improve our trigger model. — : : p—
Indeed we consider the detection of a signal based on 11 *
equidistant falling edges. ’
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Indirect Emanations. If we compare the data signaland -
the compromising emanation (see Figure 4) we clearly -
see that the electromagnetic signal is not directly related o 01 02 % me g 05 07 08

to the falling edge, as described by Smulders. Indeed, the

durations are not equivalent. Thus, the peaks acquired beigure 4: A faling edge of the data signal (upper
our antenna seem to be indirectly generated by the fallin raph) and the electromagnetic emanation of the key-
edges of the combination of clock and data signals. The%Oard (lower graph). The compromising emission is not

are probaply ggnerated by a peak of current when. th%iirectly generated by the data signal such as described by
transistor is switched. Nevertheless, these emanation mulders in [30]

represented by 14 peaks, 11 for the clock signal and 3
for the data signal (see the horizontal lines in Figure 2 or

the peaks.in Figure 3) partially dgscribe the logic state Ofshare the same trace if we consider only falling edges.
the data signal and can be exploited. We de ne the falling edge trace as “2' when both data and
Collisions. Because only the falling edges are detectedclock peaks are detected and "1' when only a clock peak
eventually collisions occur during the keystroke recov-is captured. The letters (see lower graph in Figure 3)
ery process. For instance, bdth(0x24) andG (0x34) andG may be described by the strirdd 112112111 .




In Figure 5 we grouped every one byte-long scan codegovery process can be improved by selecting only words
according to their shared falling edge-based traces. contained in a dictionary.

Feature Extraction. The recovery procedure is rstly

21111%018111 fno(f:_lslg_lﬁys based on a tri.gger_model, able to detect 11 equidistant
21111111121 <Release key> peaks transmitted in less than 1 ms. Then, we com-
21111111211 F11 KP KPO SL pute the number of peaks, using a peak-detection algo-
21111112111 8 u rithm and the GNU Radio library. The feature extraction
21111121111 2 a is based on the number of peaks correlated to the most
21111121211 Caps_Lock probable value of the table depicted in Figure 5. The
21111211111 Fa4 -~ main limitation of the recovery procedure is the ability
21111211211 -5 KP7 to trigger this kind of signal.
21111212111 5t
21112111111 F12 F2 F3 ) N _
21112111121 Alt+SysRq 5.2 The Generalized Transition Technique
21112111211 9 Bksp Esc KP6 NL o . . L .
21112112111 36eg The previously described attgck is I|r_n|t§d to a_pqrtlgl re-
21112121111 1 CTRLL covery of the keystrokes. This is a signi cant limitation.
21112121211 [ We know that between two '2' traces, there is exactly one
21121111111 F5 F7 data rising edge. If we are able to detect this transition
21121111211 KP- KP2 KP3 KP5 i k we can fully recover the keystrokes.
21121112111 bdhjmx To highlight potential compromising emanations on
21121121111 SHIFTL s y the data rising edge, we use a software band-pass lter to
21121121211 " ENTER ] isolate the frequencies of the broadband impulses (e.g.
21121211111 F6 F8 105 MHz to 165 MHz of the raw signal in Figure 2).
21121211211 / KP4 | . :

Figure 7 corresponds to the Itered version of the raw
21121212111 fv . S P
21211111111 Fo time-domain signal represented in Figure 6. We remark
21211111211 , KP+ KP. KP9 . ‘ ‘
21211112111 7 C n Keyboard Al in Setup 1 at 5 meters
21211121111 At L w 6
21211121211 SHIFT_R \ .
21211211111 F10 Tab
21211211211 . KP1p g 2
21211212111 Space r =
21212111111 F1 = °
21212111211 0 KP8 S,
21212112111 4y
21212121111 q “
21212121211 = .

Figure 5: The one byte-long scan codes classi cation, -; ” ” o o 1
according to the falling edges trace for an American key- Time in [ms]

board layout.
Figure 6: Raw signal (Keyboard Al, Setup 1 at 5 meters

Even if collisions appear, falling edge traces may bewith the biconical antenna) when the kiyis pressed.
used to reduce the subset of possible transmitted scan
codes. Indeed, the average number of potential charathat the Itering process signi cantly improves the SNR.
ters for a falling edge trace is 2.4222 (2.0556 if we con-Thus, the peak detection algorithm is much more ef -
sider only alpha-numeric characters and a uniform dis<ient.
tribution). For example, an attacker who captured the Furthermore, we notice that the energy of the peaks
falling edge-based trace of the wardssword obtains  of the clock falling edges is not constant. Empirically,
asubsetoB 2 3326 2 6 =7776potential words, ac- clock peaks have more energy when the state of data sig-
cording to Figure 5. Thus, if the objective of the attackernal is high. Indeed, the data signal pull-up resistor is
is to recover a secret password, he has signi cantly reopen. When the clock signal is pulled down, the sur-
duced the test space (the initial set3®  2*! is low-  plus of energy creates a stronger peak. Hence, the peaks
ered t02*3). Moreover, if the eavesdropped information generated by the falling edge of the clock signal intrinsi-
concerns an e-mail or a text in English, the plaintext re-cally encode the logic state of the data signal. Because



Keyboard AL in Setup 1 415 meters tentional emanations such as radiations emitted by the
8 clock, non-linear elements, crosstalk, ground pollution,

7 etc. Determining theoretically the reasons of these com-
promising radiations is a very complex task. Thus, we
can only sketch some probable causes. The source of
® these harmonics corresponds to a carrier of approxi-
4 mately 4 MHz which is very likely the internal clock of
the microcontroller inside the keyboard. Interestindly, i
we correlate these harmonics with both clock and data
signals, we clearly see modulated signals (in amplitude

Voltage in [mV]

! and frequency) which fully describe the state of both
oL i L i - 1 clock and data signals, see Figure 8. This means that
' ~ Tmeinims] the scan code can be completely recovered from these
harmonics.
Figure 7: Band-pass (105-165MHz) ltered signal of
. 121 124 127 [MHz] 0 5 [V] 0 5 [V]
Figure 6. ! ! ! ! 1 I 1
7 1

there is exactly one rising edge between two falling edge
traces of '2', we simply consider the highest clock peak
as the rising edge data transition. For example in Fig-
ure 7, the rising edge data transitions are respectively at

peaks 5 and 9. Thus, the complete data signabik0 :I
0100 which corresponds tBx24 (E). Thus, we manage

to completely recover the keystrokes. Note that the band®”
pass Iterimprovesthe previous attack as well. However,

the computation cost prevents real time keystroke recov- :I
ery without hardware accelerated lters.

Time in [ms]

Feature Extraction. The recovery procedure is rstly
based on the same trigger model described previously

(11 equidistant peaks detected in less than 1 ms). Thenl,— _\
we lter the signal to consider only the frequency bands
containing the peak impulses. The feature extraction is
based on the detected peaks. First, we de ne the thresh=igure 8: The amplitude and frequency modulations of
old between a high peak and a low peak thanks to théhe harmonic at 124 MHz correlated to both data and
two rst peaks. Indeed, because we know that data andlock signals (Keyboard Al, semi-anechoic chamber at
clock are pulled down, the rst one corresponds to a stateb meters).

where clock is high and data is low and the second one

describes the state where both signals are low. Then, we Note that even if some strong electromagnetic interfer-

dgtermine the potential (anq colliding) keystrokes with gpyces emerge, the attacker may choose non-jammed har-
Figure 5. In our example, it corresponds to the keYsmonics to obtain a clear signal. It is even possible to su-
3,6,E,G. Then, we sele_ct some plts which differenti- perpose them to improve the SNR. Compared to the pre-
ate these keys. According to their scan c83®x26,  yjous techniques, the carrier-based modulation is much
6=0x36, E=0x24, G=0x34 we check the state of the more interesting for distant reception. Indeed, AM and
peaks 4 and 8 in Figure 7, which correspond to respecg\ transmissions are generally less disrupted by noise
tively the second and the fth bit of the scan codes. Be-anq opstacles such as walls, oors, etc. Moreover this
cause they are both low, we conclude that the transmitte%chnique is able to fully recover the keystrokes. These
key isE. indirect emanations — which have no formal explanation,
but are probably based on crosstalk with the ground, the
internal clock of the microcontroller, data and clock sig-
nals — let the attacker recover the keystrokes of a key-
Figure 2 highlights some carriers with harmonics (verti- board.

cal lines between 116 MHz and 147 MHz). These com- This experiment shows that cheap devices such as key-
promising electromagnetic emissions come from unin-boards may radiate indirect emanations, which are much

5.3 The Modulation Technique



more compromising than direct emanations. Even if thgusing the address bus and the strobe signal). The detec-
SNR is smaller, the use of a frequency modulation sig-tor measures the states of the 8 rows. Note that a row
ni cantly improves the eavesdropping range. Moreover,is connected to 24 keys, but only one may be active, the
the attacker may avoid some noisy frequency bands bgne selected by the driver. Suppose we pressed the key
selecting only the clearest harmonics. Furthermore, indieorresponding to column 3 and row 5. The controller
rect emanations completely describe both clock and datpulses columns::, 22, 23, 24, 1, 2 with no key event.
signals. Now, the controller pulses column 3. Row 5, which cor-

Feature Extraction. The feature extraction is based reésponds to the pressed key, is detected. The keyboard
on the demodulation in frequency and amplitude of theStarts a subroutine to transmit the scan code_of the key
captured signal centered on the strongest harmonic. IFf the computer. This subroutine takes some time. Thus,
our example and according to Figure 8 the carrier corthe next column pulse sent by the scan routine is delayed.
responds to 124 MHz. We used the GNU Radio library Columns in the matrix are long leads since they con-
to demodulate the signal. However, we still need to usé'ect generally 8 keys. According to [31], these columns
the trigger model based on peak detector since the menf'€ continuously pulsed one-by-one for at least.3

ory of the oscilloscope is limited. Another option is to Thus, these leads may act as an antenna and generate
directly capture the signal with the USRP. Indeed, theelectromagnetic emanations. If an attacker is able to cap-
lower but continuous sampling rate of the USRP is suf-ture these emanations, he can easily recover the column
cient to recover the keystrokes. Unfortunately, the sen-Of the pressed key. Indeed, the following pulse will be
sitivity of the USRP is weaker than the oscilloscope anddelayed.

the eavesdropping range is limited to less than 2 meters To gure out if these emanations can be captured, we
in the semi-anechoic chamber. picked Keyboard A6 and acquired the signal being one

meter from the keyboard in the semi-anechoic chamber
. . with a simple one meter long wire of copper as antenna.
5.4 The Matrix Scan Technique Figure 9 gives the repeated peak burst continuously emit-

The techniques described above are related to the use #id by the keyboard. Figure 10 shows the zoomed com-
PS/2 and some laptop keyboards. However, new keyPromising emanations when the k&resp. keyH is
boards tend to use USB or wireless communication. IrfPressed.
this section, we present another compromising emana-
tion which concerns all keyboard types: PS/2, USB,
Notebooks and even wireless keyboards. This attack was s
previously postulated by Kuhn and Anderson [20] but no
practical data has appeared so far in the open literature.
Almost all keyboards share the same pressed key des °
tection routine. A major technical constraint is to con-
sider a key as pressed if the button is pushed for 10 msg
see US Patent [31]. Thus every pressed key should be
detected within this time delay. From the manufacturer's ..o
point of view, there is another main constraint: the cost
of the device. A naive solution to detect pressed keys is
to poll each key in a row. This solution is clearly not op- =

20

Key‘ oard A7 in Setup 1 ‘al 1 meter

ge in i
o

0 2 4 6 8 10

timal since it requires a large scan loop routine and thus Time in ms]
longer delays. Moreover important leads (i.e. one circuit_ _ o _
for each key) increase the cost Of the device. F|gure 9:A |arge view of Compr0m|5|ng emanations ex-

A smart solution [31] is to arrange the keys imatrix. ~ Ploited by the Matrix Scan Technique, (Keyboard A7,
The keyboard controller, often a 8-bit processor, parse§e€Mi-anechoic chamber at 1 meter).
columns one-by-one and recovers the state of 8 keys at
once. Thismatrix scanprocess can be described as 192 The key matrix arrangement may vary, depending on
keys (some keys may not be used, for instance moderthe manufacturer and the keyboard model. We disman-
keyboards use 104/105 keys) arranged in 24 columns arited a keyboard and analyzed the key circuit layout to
8 rows. Columns are connected to a driver chip whileretrieve the matrix key speci cations. The right part of
rows are connected to a detector chip. Keys are placethe keyboard layout is depicted on Figure 11. We clearly
at the intersection of columns and rows. Each key is andentify a column (black) and fours rows.
analog switch between a column and a row. The key- Figure 12 represents the groups of alphanumeric scan
board controller pulses each column through the drivecodes according to their indirect compromising emana-
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Figure 10: The matrix scan emanations for the let@rs
andH (Keyboard A6, Setup 1 at 1 meter).

tions (or column number) for Keyboard A6. We describe
each electromagnetic signal as a number corresponding
to the delayed peak. For example, in Figure 10, the key
C is described as 12 and the kidyas 7.

Even if this signal does not fully describe the pressed
key, it still gives partial information on the transmitted
scan code, i.e. the column number. So, as described in
the Falling Edge Transition Technique, collisions occurs
between key codes. Note that this attack is less ef cient
than the rst one since it has (for this speci ¢ keyboard)
in average 5.14286 potential key codes for a keystroke
(alpha-numeric only). However, an exhaustive search on
the subset is still a major improvement.

Note that the matrix scan routine loops continuously.
When no key is pressed, we still have a signal composed
of multiple equidistant peaks. These emanations may be

used to remotely detect the presence of powered compuEIgure 11: Scan matrix p_olls columns one-by-one. We
ers are able to deduce on which column the pressed key be-

I?ngs to. On this keyboard, there will be a collision

Concerning wireless keyboards, the wireless data bur%etween keystroke®, U, J, M, and others non alpha-

transmission can be used as an eIectromagneﬂc mgg%rumeric keys such 486, F7, b, and thedot.
to detect exactly when a key is pressed, while the ma-

trix scan emanations are used to determine the column

it belongs to. Moreover the ground between the key- Pea‘; trace 3 7Pgs?b'|§ T\leya v
board ano_l t_he computer is obyiously noF shared, thus the 8 4A5BEGRTYV
compromising electromagnetic emanations are stronger 9 Backspace ENTER
than those emitted by wired keyboards. Note that we do 10 9L O

not consider the security of the wireless communication 11 0P
protocol. Some wireless keyboards use a weakly or not 12 38CDEIK
encrypted channel to communicate with the computer, 13 125WXZ
see [8, 23]. 14 SPACE A Q

Feature Extraction. To partially recover keystrokes, we Figure 12: The alpha-numeric key classi cation accord-
continuously monitor the compromising emanations ofing to the key scanning routing compromising emana-

the matrix scan routine with a specic trigger model. tjons (Keyboard A6 with American layout).
According to Figure 12 the six rst peaks are always

present, as well as the last three peaks. Indeed, these
peaks are never missing (or delayed). Thus, we use this

10



xed pattern to de ne a trigger model. Moreover, the 6 Evaluation in Different Environments

matrix scan continuously radiates compromising emana-

tions since the key is pressed. When a keystroke subsetWhile we have demonstrated techniques that should be
detected, we acquire multiple samples until another patable to extract information from keyboard emanations,
tern is detected. Therefore, we pick the most often capwe have not studied how they are affected by different
tured pattern. environments. In this section we study the accuracy of
our approaches in all the environments described. Our
. . . analysis indicates that keyboard emanations are indeed
5.5 Distinguishing Keystrokes from Multi- problematic in practical scenarios,

ple Keyboards Evaluating the emission risks of these attacks is not

The falling edge-based traces are distinguishable de2" €@y task. Indeed, these results highly depend on
pending on the keyboard model. Indeed, according tgh€ antenna, the trigger model, pass-band lters, peak
the frequency of the peaks, the clock frequency incondetection, etc. Moreover, we used trivial ltering pro-
sistencies, the duration between clock and data falling€SS€S and basic signal processing techniques. These
edges, we are able to deduce a spechgerprint for meth_ods could be signi cantly improved using beam-
every keyboard. When multiple keyboards are radiating®Ming, smart antennas, better lters and complex trig-
at the same time, we are able to identify and differenti-98rs- In addition, measurements in real environments
ate them. For example, we measured a clock frequenc?m the seml-ane_ch0|c chamber were sub_je_ct to massive
of 12.751 KHz when a key was pressed on a keyboar&ha”ge' dependmg on the electromagnetic mterfer_ences.
and the clock frequency was 13.752 KHz when a keyF|gure 13 gives the list of vuInerapIe keyboar_ds in all
was pressed on another keyboard. Thus, when an en$€tuPs, according to the four techniques previously de-
anation is captured, we measure the time between tw§CfiPed. Note that all the tested keyboards (PS/2, USB,
falling edges of the clock and then we deduce if the scafViréless and laptop) are vulnerable to atleast one of these
code comes from rst or the second keyboard. In prac-attad_‘s- Flrst,_ we present the measurements in Setup 1
tice, we were able to differentiate all the keyboards we(Sémi-anechoic chamber) to guarantee some stable re-
tested, even if the brand and the model were equivalentSUlts:

This method can be applied to the Falling Edge Tran

sition Technique, the Generalized Transition Techniqu Keyboard | Type | FETT | GTT | MT | MST |
and the Modulation Technique since they rely on the 2; Egg i i X i
same kind of signal. The distinguishing process for A3 PS/2 X X X X
the Modulation Technique can even be improved by us{ a4 PS/2 X X X

ing the clock frequency inconsistencies of the micro-| g PS/2 X X X
controller as another identier. For the Matrix Scan | ag PSs/2 X X X
Technique, the compromising electromagnetic emanal A7 PS/2 X X
tion burst emitted every 2.5 ms (see Figure 9) can bg B1 UsSB X
used as a synchronization signal to identify a specic| B2 USB X
keyboard emission among multiple keyboards. Addition-| C1 LT X X X
ally, the duration between the scan peaks is different, de} €2 LT X
pending on the keyboard model. Thus, it may be used P1 Wi X

to identify the source keyboard. However, the continu-
ous emission signi cantly deteriorates the identi cation according to the Falling Edge Transition Technique

Process. (FETT), the Generalized Transition Technique (GTT),

Another physical element can be used to distinguisr}he Modulation Technique (MT) and the Matrix Scan
keystrokes from multiple keyboards. For the three rst 'I('jechnique (MST)

techniques, the broadband impulse range is determine
by the length of the keyboard cable, which forms a reso-

nant dipole. Thus, we can use this particularity to iden-

tify the source of a compromising emanation. Aninter-g 1 Results in the Semi-Anechoic Chamber
esting remark is that the length of the wire connecting

the computer to the keyboard is shorter in notebooksWe consider an attack as successful when we are able
The frequency band of the compromising emanation ido correctly recover more than 95% of more than 500
higher and the SNR smaller. The Matrix Scan Techniquekeystrokes. The Falling Edge Transition Technique, the
emanates at a higher frequency since the leads of the kegzeneralized Transition Technique and the Modulation
board layout, acting as an antenna, are shorter. Technique are successful in the semi-anechoic chamber

Figure 13: The vulnerability of the tested keyboards
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for all vulnerable keyboards. This means that we can Maximum Distante —e—s
recover the keystrokes (fully or partially) to at least 5 2
meters (the maximum distance inside the semi-anechoic
chamber). However, the Matrix Scan Technique is lim-
ited to a range of 2 to 5 meters, depending on the key-
board. Figure 14 represents the probability of success
of the Matrix Scan Technique according to the distance
between the tested keyboard and the antenna.

15

10

Distance in [m]

e T~
0.9
% 08 \ 0 FETT GTT MT MST
g \ Figure 15: The theoretically estimated maximum dis-
5 0 )\ tance range to successfully recover 95% of the keystroke
g os according the four techniques in the semi-anechoic
2 . \ chamber, from the less vulnerable to the most vulnera-
\ ble keyboard.
ﬁ 03
0.2 \
NS inera Koot = P S

0.1

0 1 2 3 4 5
Distance [m]

Figure 14: The success probability of the Matrix Scan
Technique in the semi-anechoic chamber according to
the distance.

Power in [dB]

We notice that the transition between a successful and
a missed attack is fast. Indeed, The correctness of the
recovery process is based on the trigger of the oscillo- e
scope. If a peak is not detected, the captured signal is L e ®
incomplete and the recovered keystroke is wrong. Thus,

undera SNR of 6 dB there is nearl_y no chanceto SUCCES$=iqy e 16: Signal-to-Noise ratio of the peaks [V]/ RMS

fully detect the peaks. The SNR IS computgq accordm%f the noise [V] for the Falling Edge Transition Tech-

to the average value of the peaks in volts divided by the, ;e and the Generalized Transition Technique (upper

RMS of the noise in volts. graph). SNR [dB] of the compromising carrier of the
Considering 6 dB of SNR as a minimum, we are ableModulation Technique (middle graph). SNR of the peaks

to estimate the theoretical maximum distance to sucfV]/ RMS of the noise [V] for Matrix Scan Technique

cessfully recover the keystrokes for all techniques in thglower graph).

semi-anechoic chamber. Figure 15 gives the estimated

maximum distance range according to the weakest an

the strongest keyboard.

In Figure 16 the upper graph gives the SNR of theThe second phase is to test these techniques in some
Falling Edge Transition Technique and the GeneralizedPractical environments. The main difference is the
Transition Technique on Keyboard Al from 1 meter to Presence of a strong electromagnetic background noise.
5 meters. The middle graph details the SNR (in dB) ofHHowever, all the techniques remain applicable.
the strongest frequency carrier of the Modulation Tech-Setup 2: The Of ce. Figure 17 gives the probability of
nigue for the same keyboard. Thus, we can estimate theuccess of the Generalized Transition Technique on Key-
maximum range of these attacks according to their SNRboard A1 measured in the of ce according to the distance
The lower graph gives the SNR of the Matrix Scan Tech-between the antenna and the keyboard. We notice that the
nigue for the same keyboard. All the measurements wersharp transition is present as well when the SNR of the
collected in the semi-anechoic chamber. peaks falls under 6 dB. The maximum range of this at-

BREe
NONEOORN®
T T T

8.2 Results in Practical Environments
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tack is between 3 and 7.5 meters depending on the testegetup 3: The Adjacent Of ce. Results on this setup
keyboard. Note that these values were unstable due toae basically the same as the previous setup (the of ce),
changing background noise. They correspond to an avexcept that the wall made of plaster and wood removes 3
erage on multiple measurements. dB to the SNR.

. Setup 4: The Building. We notice some unexpected re-

o W*"‘\ \/_,\__\ sults in this setup. Indeed, we are able to capture the sig-
%% 0’8 \ nal and successfully recover the keystroke with a proba-
g '\ \ bility higher than 95% 20 meters away from the keyboard
j o \ \ (i.e. the largest distance inside the building). Sometimes
g % \ the environment can be extremely favorable to the eaves-
§ 0s \ \ dropping process. For example, metallic structures such
5 o4 as pipes or electric wires may act as antennas and sig-
% s \ \ ni cantly improve the eavesdropping range. In this case,
s . \ \ the compromising emanations are carried by the shared
o \ \ ground of the electric line. Thus, the range is de ned by
' b33 aneral keybomrs —— N L the distance between the keyboard and the shared ground
%o 2 4 B 8 10 and the distance between the shared ground and the an-

Distance [m]

tenna. Note that the Matrix Scan Technique is easily dis-
Figure 17: The success probability of the GeneralizedUPted by a noisy shared ground, since the trigger model
Is more complicated and the emanations weaker. For

Transition Technique in the of ce, according to the dis- > g
tance between the keyboard and the antenna (biconicaljh's technllq.ue, wewere only able to successfully capture
compromising emanations when the keyboard is at less
than one meter away from the shared ground. This setup
The Modulation Technique is based on a signal caris interesting because it corresponds to a practical sce-
rier. The SNR of this carrier should determine the rang%ario Where the eavesdropper is p|aced in the basement
of the attack. However, we obtained better results withgf 5 building and tries to recover the keystrokes of a key-
the same trigger model used in the Falling Edge Transihoard at the fth oor. Unfortunately, it was impossible
tion TeChniqUe a.nd the Generalized Tl’anSition Techniqu% provide stable measurements since they h|gh|y depend
than one based on the carrier signal only. on the environment. We noticed that the main (metallic)
Because the Matrix Scan Technique is related to thevater pipe of the building acts as an antenna as well and
detection of the peaks, we noticed the same attenuatiocan be used in place of the shared ground. Furthermore,
when the SNR falls under 6 dB. Figure 18 gives the max-this antennas less polluted by electronic devices.
imum range for the four techniques measured in the of-
ce. Perfect Trigger. We tried the same experimentin the of-
ce, butthe background noise was too strong. Indeed, we
were not able to successfully detect the compromising
emissions. However, with a probe physically connected

T
Maximum Distance set=—t

10 to the data wire, we correctly triggered the emanations.
Indeed, the electromagnetic compromising emissions are
8 present in the shared ground. The limitation concerns

only the trigger. All the techniques were applicable on
the whole oor (about 20 meters) with the keyboard one
meter away from the shared ground.

Distance in [m]
o

Obviously, you can directly connect the oscilloscope
to the shared ground of the building to eavesdrop the
keystrokes. Note that an old PC tower used to supply
tested keyboards carries the compromising emanations
FeTt et mr wsT directly through the shared ground. But, this is out of

the scope of this paper since we focused our research on

Figure 18: Maximum distance ranges, from the least vulglectromagnetic emanations only. To avoid such conduc-
nerable keyboard to the most vulnerable keyboard, tQjve Coup]ing through power Supp|y, we performed our

successfully recover 95% of the keystroke according taneasurements with the keyboards connected to a battery
the techniques (in the of ce with the biconical antenna). powered laptop.
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7 Countermeasures section, we detail some extensions and remarks.
The main limitation of these attacks concerns the trig-

In this Section, we suggest some possible countermeayer of the data acquisition. This can be improved with an
sures to protect keyboards against the four attacks.  independent process, using speci ¢ lters between the

The rst solution to avoid the compromising emana- antenna and the ADC. Additionally, other compromising
tions seems trivial. We should shield the keyboard toemanations such as the sound of the pressed key could be
signi cantly reduce all electromagnetic radiations. Many used as trigger. Furthermore, modern techniques such as
elements inside the keyboard may generate emanationseamforming could signi cantly improve the noise |-
the internal electronic components of the keyboard, theering.
communication cable, and the components of the moth- Another improvement would be to simultaneously
erboard inside the computer. Thus, to eliminate thesgeverage multiple techniques. For keyboards that are vul-
emanations, we have to shield the whole keyboard, th@erable to more than one technique, we could correlate
cable, and a part of the motherboard of the computer. Wehe results of the different techniques to reduce uncer-
discussed with a manufacturer and he pointed out that th&iinty in our guesses.
price to shield the entire keyboard will at least double the Another extension would be to accelerate these attacks
price of the device. This solution may not be applica-with dedicated hardware. Indeed, the acquisition time
ble for cost reasons. One can nd on the market somgi.e. the transfer of the data to a computer), the lter-
keyboards which respect the NATO SDIP-27 standarding and decoding processes take time (about two seconds
All these documents remain classi ed and no informa-per keystroke). With dedicated system and hardware-
tion is available on the actual emission limit or detailedbased computation such as FPGAs, the acquisition, |-
measurement procedures. Another solution is to proteakring and decoding processes can obviously be instan-
the room where vulnerable keyboards are used. For exaneous (e.g. less than the minimum time between two
ample, the room can be shielded or a secure physicadeystrokes). However, the keystrokes distinguishing pro-
perimeter can be de ned around the room, for instancecess when multiple keyboards are radiating is still dif -
100 meters. Attacks 1, 2 and 3 are directly related to theult to implement especially for the Matrix Scan Tech-
PS/2 protocol. One solution to avoid unintended infor-nique, since the acquisition process should be continu-
mation leaks is to encrypt the bi-directional serial com-ous.
munication, see [3]. In modern keyboards, one chip con- We spend time experimenting with different types of
tains the controller, the driver, the detector, and the comantennas and analog-to-digital converters. In partigular
munication interface. So, the encryption may be com+we used the USRP and the GNU Radio library to avoid
puted in this chip and no direct compromising emana-he need of an oscilloscope and to obtain a portable ver-
tions related to the serial communication will appear. At-sion of the Modulation Technique. Indeed, we can hide
tack 4 is related to the scan matrix loop. A solution couldthe USRP with battery and a laptop in a bag, the antenna
be to design a new scanning process algorithm. Even itan be replaced by a simple wire of copper (one meter
keyboards still use scan matrix loop routine, there existsong) which is taped on the attacker's body hidden under
some applicable solutions. As described by Andersomis clothes. With this transportable setup, we are able to
and Kuhn [3], the loop routine can be randomized. Actu-recover keystrokes from vulnerable keyboards stealthily.
ally columns are scanned in the incremental order 1, 2, 3However the eavesdropping range is less than two me-
:11, 23, 24, but it seems possible to change the order rarners.
domly. Moreover, we can add some random delays dur-
ing the scanning loop process to obfuscate the executio
of the subroutine. Both solutions do not avoid electro-
magnetic emanations, but makes the keys?rokes recoveNie have provided evidence that modern keyboards ra-
process theoretically impossible. Paavilainen [27] alsod. te compromising electromadnetic emanations. The
proposed a solution. It consists in high-frequency lter- a P g meg '
ing matrix signals before they are fed into the keyboard four techplques presented in this paper prove that these

T T o . inexpensive devices are generally not suf ciently pro-
This will signi cantly limits compromising electromag-

. : tected against compromising emanations. Additionally,
netic emanations. . .
we show that these emanations can be captured with rel-
atively inexpensive equipment and keystrokes are recov-
8 Extensions ered not only in the semi-anechoic chamber but in some
practical environments as well.
Our study has shown that electromagnetic emanations of The consequences of these attacks is that compromis-
modern wired and wireless keyboards may be exploitedng electromagnetic emanations of keyboards still rep-
from a distance to passively recover keystrokes. In thigesent a security risk. PS/2, USB laptop and wireless

8 Conclusion
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keyboards are vulnerable. Moreover, there is no soft- [2] ANDERSON R. J.,AND KUHN, M. G. Soft Tem-
ware patch to avoid these attacks. We have to replace the  pest— An Opportunity for NATOProtecting NATO
hardware to obtain safe devices. Due to cost pressure in  Information Systems in the 21st Century, Washing-
the design, manufacturers may not systematically protect  ton, DC, Oct 25-26§1999).

keyboards. However, some (expensive) secure keyboardT3

already exist but they are mainly bought by military or- ]
ganizations or governments.

The discovery of these attacks was directly related to
our method based on the analysis of the entire spectrum
and the computation of Short Time Fourier Transform. [4] Asonoy, D., AND AGRAWAL, R. Keyboard
This technique has some pros such as the human-based Acoustic Emanations. ItFEEE Symposium on Se-
visual detection of compromising emanations, the large curity and Privacy(2004), IEEE Computer Society,
spectrum bandwidth, the use of the raw signal without pp. 3—-11.

RF front-ends and the post-demodulation using software .
libraries. The cons are the limited memory and the dif - [5] BACKES, M., DURMUTH, M., AND UNRUH, D.

culty to obtain ef cient triggers. However, for short data Compromising re ections-or-how to read lcd mon-
bursts, this solution seems relevant. itors around the corner. IMEEE Symposium on Se-

Future works should consider similar devices, suchas ~ Cufity and Privacy(2008), P. McDaniel and A. Ru-
keypads used in cash dispensers (ATM), mobile phone  Pin: Eds., IEEE Computer Society, pp. 158-169.
keypads, digicodes, printers, wireless routers etc. An-[g] BaLzaROTTI, D., COVA, M., AND VIGNA, G.
other major point is to avoid the use of a peak detec- Clearshot: Eavesdropping on keyboard input from
tion algorithm since it is the main limitation of these at- video. InIEEE Symposium on Security and Pri-

tacks. The algorithms of the feature extractions could vacy(2008), P. McDaniel and A. Rubin, Eds., IEEE
be improved as well. The correlation of these attacks Computer Society, pp. 170-183.

with non-electromagnetic compromising emanation at-
tacks such as optical, acoustic or time attacks could sig-[7] BERGER Y., WooL, A., AND YEREDOR A.

ANDERSON R. J.,AND KUHN, M. G. Lost Cost
Countermeasures Against Compromising Electro-
magnetic Computer Emanations. United States
Patent US 6,721,324 B1, 2004.

ni cantly improve the keystroke recovery process. Dictionary attacks using keyboard acoustic ema-
We discussed with a few agencies interested by our ~ nations. INACM Conference on Computer and
videos [36]. They con rmed that this kind of attack Communications Securi2006), A. Juels, R. N.

has been practically done since the 1980's on old com- ~ Wright, and S. D. C. di Vimercati, Eds., ACM,
puter keyboards, with sharp transitions and high volt- ~ PP. 245-254.

ages. However, they were not aware on the feasibility (8]
of these attacks on modern keyboards. Some of these
attacks were not known to them.

BRANDT, A. Privacy Watch: Wire-
less Keyboards that Blab, January 2003.
http://www.pcworld.com/article/108712/

privacy watchwirelesskeyboardsthatblab.html.
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