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Figure 6: Memory consistency checker: a state machine
is associated with every bit of guest memory and regis-
ters, and finds uses of garbage data and dangling point-

€r18s.

as Valgrind and Purify can only be applied to user-level
code. They cannot be applied to OS or VMM code, even
though such code is critical to reliability and safety. In
contrast, analyses implemented in Aftersight can be ap-
plied to all software running in the virtual machine, in-
cluding the operating system or even another VMM run-

ning inside VMware Workstation.

We have used this tool to find serious bugs in large,
complex systems, including kernel code such as VMware
ESX Server and Linux. The rest of this section describes

bugs we found with this analysis.
ESX Server

during development.

For example, in one bug the ESX Server kernel has a
utility data structure for recording statistics whose use is
sprinkled throughout the code. It takes an array of values

as argument, and stores it:

Histogram New(..., const uint32 numBuckets,
const Histogram Datatypesx
const bucketLimits) {

histo = Heap_ Alloc (heap,
sizeof (struct Histogram) +
bucketCountsSz) ;
if (histo != NULL) {
histo->numBuckets = numBuckets;

histo->limits.arbitrary.bucketLimits =

write, source
uninitialized

We used our analysis tool in the develop-
ment of VMware ESX Server [30] by running ESX in-
side a VM hosted by VMware Workstation. We found 10
type safety errors, over half of which were classified as
critical or show-stopper bugs, and were able to fix them

This array of values is used when manipulations to the
statistics occur. Unfortunately, the structure is allocated
on the heap, and some callers initialize it with an array
from the stack:

SCSIAllocStats (Heap_ID heap,
ScsiStats xstats) {

Histogram_ Datatype limits[...];
stats->cmdSizeHisto =
Histogram New(..., limits);

Under certain circumstances, this would cause a crash,
but the tool was able to diagnose the problem without re-
producing the crash by noticing that using the data struc-
ture caused references to data located in popped off stack
frames.

Linux We also applied our analysis tool to the Linux
kernel by running it as the guest kernel in a VM. Our
tool diagnosed a long-overlooked type safety error in an
old part of the core Linux kernel. Its UDP stack makes
use of uninitialized stack garbage on reception of UDP
packets through recvfrom. Whenever recvfrom is
called, a msg structure containing a field msg_flags
would be allocated on the stack, but never initialized:

/+ from net/socket.c x/
asmlinkage long sys_recvfrom(...) {

struct msghdr msg;

msg.msg_control = NULL;

msg.msg_controllen = 0;

msg.msg_iovlen = 1;

msg.msg_iov = &iov;

iov.iov_len = sgize;

iov.iov_base = ubuf;

msg.msg_name = address;

msg.msg_namelen = MAX_ SOCK_ADDR;

if (sock->file->f_ flags & O_NONBLOCK)
flags \= MSG_DONTWAIT;

err = sock_recvmsg (sock, &msg, size, flags);

Following the call stack down through sock_ -
recvmsg, this structure is passed to udp_recvmsg,
which uses msg_flags:

Backtrace:

#0 udp_recvmsg
(1inux-2.6.20.1/net/ipv4/udp.c:843)

#1 sock_common_recvmsg

(linux-2.6.20.1/net/core/sock.c:1617)

#2 sock_recvmsg
(linux-2.6.20.1/net/socket.c:630)

#3 sys_recvfrom
(linux-2.6.20.1/net/socket.c:1608)

bucketLimits; #4 sys_socketcall
} (1inux-2.6.20.1/net/socket.c:2007)
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#5 syscall_call
(linux-2.6.20.1/arch/i386/kernel/entry.S:0)

/% net/ipv4/udp.c */
int udp_recvmsg(..., struct msghdr *msg, ...)

{

if (.. && msg->msg_flags&MSG_TRUNC)) {

In this case, the test on msg_flags gated a check-
sum computation, so although no crash would result
from this erroneous use of msg_ flags, it would cause
random, unnecessary extra computation to occur on re-
ception of UDP packets.

We discovered this bug in Linux 2.6.20.1 and reported
it to kernel developers, who fixed it in the next major
release. This bug existed in the code for many years (all
prior versions of 2.6 and all versions of 2.4 we checked
back to 2002).

Putty We also tested a common Windows SSH client
called Putty. Our tool found one memory leak that was
invoked whenever a menu item was selected. We are cur-
rently investigating other user programs as well.

7 Future work

There are many interesting open questions about how
to optimize and synchronize record and analysis.

Workload memoization Memoizing state generated
by native hardware during record can avoid the need for
re-computation during analysis, and this can be used to
accelerate analysis. We use this kind of memoization
when simulating SMM (system management) mode [13].
Our CPU simulator does not implement x86’s SMM
mode because the version of QEMU we started with did
not support it. However, the VMware VMM is more
faithful about this part of the architecture, and some
target workloads do contain execution in SMM. After-
sight memoizes SMM to maintain compatibility for these
workloads. In its relogging step, Aftersight records the
changes to memory made in SMM (some of which may
be used outside SMM, for example by the guest BIOS
code). During replay, the analysis infrastructure repro-
duces these effects at the proper time, thus avoiding the
need to simulate SMM code.

In addition to helping compatibility, memoization can
also be used to accelerate replay. For example, consider
an analysis where we are only interested in the execu-
tion of a specific user process. With memoization, we
could use relogging to summarize the execution of all
other code in the system into their effects on memory and
registers. In essence, this turns the execution of the OS
and other processes into the equivalent of a single DMA
operation. This would allow subsequent replay and anal-
yses to ignore writes to pages not mapped into the current

process, context switches to other processes, and most
kernel activity. Focusing on one process would also al-
low us to accelerate the simulator by not emulating the
hardware MMU. Instead we could simply use mmap or
its equivalent to set up the address space for the process
and allow memory accesses to run natively.

Feedback modes Simultaneous record and analysis
mode can use different types of feedback loops to syn-
chronize. We discussed the tradeoffs between two basic
approaches, blocking and lazy feedback modes, in Sec-
tion 4. However, one limitation of these approaches is
that they fail to take into account the semantics of the
OS, application, or analysis.

If we add more intelligence to our synchronization
strategy we can take advantage of natural join points
that occur. For example, when analyzing a web server
for security, we can impose a synchronization restriction
that the analysis VM must be in-synch with the primary
whenever the primary initiates an outgoing TCP con-
nection (delaying the primary, if necessary, to guarantee
the synchronization), assuming we expect such events to
be important but relatively rare. Synchronizing on such
an event provides a hard guarantee that can prevent the
spread of an attack, yet maximizes the amount of time
the analysis machine has to catch up with the primary.

8 Related work

Replay facilities in a VMM have been discussed by a
number of researchers [4, 9, 35] and used for a variety of
purposes. For example, Bressoud and Schneider log non-
determinism to support re-execution of a whole machine
(OSes and applications) and use this to tolerate fail-stop
faults on HP PA-RISC [4]. ReVirt [9] uses VM replay
on x86 systems to enable ex post facto analysis for com-
puter forensics. Aftersight uses VM replay for another
purpose, which is to enable heavyweight dynamic anal-
ysis to be used on realistic workloads without perturb-
ing them. Aftersight is also more flexible than these past
VM replay systems because it allows analyses to run in
a different environment from the primary, such as a sim-
ulator. Aftersight also leverages the fact that replicas can
run faster than the primary to make online analysis more
practical.

Researchers have suggested using replay implemented
at the virtual-machine level or in hardware to conduct
various types of offline analyses, such as computer foren-
sics [9, 14], debugging [15, 16, 34], and architectural
simulation [35]. Aftersight makes more types of analysis
practical by allowing the analysis to run in a simulator,
which reduces the cost of context switching between the
replaying virtual machine and the analysis code. Anal-
yses like taint analysis, which require frequent switches,
are impractical without this capability. Aftersight also
extends the use of VM replay to both online and offline
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analysis.

Other researchers have sought to run analyses online
and in parallel with the original program via software or
hardware support. Patil and Fischer proposed running an
instrumented “shadow process” in parallel with the orig-
inal program [21] and used this approach to implement
memory safety checks. Speck [19] and SuperPin [31]
fork multiple analysis processes from an uninstrumented
process, using record/replay to synchronize the analysis
processes. Whereas these past approaches can only ana-
lyze an application process, Aftersight expands the scope
of decoupled analysis to include the operating system
and all applications running on a machine. Aftersight
also uses a more complete replay system that handles
asynchronous interrupts.

Oplinger and Lam leverage proposed hardware sup-
port for thread-level speculation (TLS) to enable the
original program to run in parallel with monitoring
code [20]. They depend on proposed hardware support
for TLS to detect data dependencies and rollback the
original program if it causes a conflict. Similarly, Zhou,
et al. use proposed hardware support for TLS to run
memory-monitoring functions in parallel with the orig-
inal program [36]. In contrast to this prior work, Af-
tersight requires no hardware support and works on to-
day’s commodity processors. Without support for TLS,
current processors cannot quickly fork a new thread. In-
stead, Aftersight uses virtual-machine replay to contin-
uously mirror the dynamic state of the original program
on the analysis machines, thereby making it possible for
them to analyze this state on spare processors or cores.
Aftersight also includes new optimizations to accelerate
the analysis machines by leveraging information gener-
ated by the original program.

A recent workshop paper briefly describes a similar
approach to executing analyses in parallel with the orig-
inal program [6]. As with TLS, their system requires
hardware support to mirror the dynamic state of the
original program onto spare processors by logging de-
tailed data from each instruction, including the instruc-
tion counter, type, and input/output identifiers. The large
volume of log data slows performance down by 4-10x.
In contrast, Aftersight requires no hardware support, and
runs with low overhead.

Other research has looked at combining simulators
and hypervisors. For example, Ho, et al. [12] allowed
switching back and forth between QEMU and Xen, and
SimOS allows users to switch between direct execution
and detailed simulation [22]. Aftersight differs from
these systems by decoupling the analyses from the main
workload and allowing both modes to run at the same
time. This takes advantage of parallelism in processor
cores and eliminates the user-visible overheads of analy-
sis.

Besides decoupled analysis, there are a variety of other
ways to reduce the overhead of heavyweight analysis.
For example, sampling reduces analysis overhead [7] but
can miss relevant events and only works for specific anal-
yses. Hardware solutions [29] can also reduce the per-
turbation to the main workload causes by analysis, but
requiring custom hardware makes this approach less at-
tractive.

9 Conclusions

Dynamic program analysis has a wide range of com-
pelling uses. Unfortunately, powerful analyses typically
add substantial overhead which perturbs the workload, so
the vast majority of program execution takes place with
very little checking. This means that many critical soft-
ware flaws remain overlooked, when they could be de-
tected during testing, quality assurance, and deployment.
Similarly, in operational settings, the high overhead of
analysis deters the use of many potentially promising
techniques for intrusion detection and prevention.

We have presented Aftersight, a system that helps
overcome these limitations by decoupling dynamic pro-
gram analysis from execution through virtual machine
replay. This allows analysis to be carried out on
the replayed execution, independent of the main work-
load. This mechanism allows several choices along
the safety/performance spectrum, such as synchronous
safety, best-effort safety, and offline analysis. Syn-
chronous safety achieves performance comparable to in-
line analysis, while best-effort safety and offline anal-
ysis make it possible to apply slow, expensive analy-
sis techniques on realistic production workloads without
perturbing their performance.

We discussed how Aftersight supports the use of dif-
ferent record and replay platforms and the benefits of
allowing each to be independently optimized based on
their need for performance or extensibility. We presented
our prototype of Aftersight, and evaluated it with several
online and offline analyses.

Dynamic program analysis is a promising technique
for solving many problems. However, without a means
of overcoming its performance costs, it will continue to
see limited use. In light of the ubiquitous adoption of vir-
tualization technology, we believe decoupled analysis, as
demonstrated by Aftersight, offers a promising approach
to enabling the use of this technique in a much broader
set of applications.
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