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Abstract vices [9]. Backing this survey up, Facebook, the OSN

. . . with the largest number of users recently announced [2]
Mobile Online Social Networks (mOSNs) have recently yy,,; quarter of their users visit their OSN site via a mo-

grown in popularity. With the ubiquitous use of mo- hjje gevice every month. Another survey reported that
bile devices and a rapid shift of technology and acces$asic on the mobile Web doubled in 2009 [11].
to OSNs, itis important to exa.m‘”e the impact of mobile All of these factors have resulted in a dramatic growth
OOfSWN; l;rt?t(r)nsetli)drlvac;i)\/lzianlcér;?(:t.evzigr::eseonrtt ?)rt]a;(hoenglrmfn traffic to mobile OSNs and parts of traditional OSNs
y y P y 9 | rep with content tailored for mobile devices. A traditional
rent status of known leakages. We find that all mOSN eb site for access from desk/laptop continues to be
in our study exhibit some leakage of private informationim ortant for MOSNs. Access to mobile OSNS comes
to third parties. Novel concerns include combination of. P '

new features uniaue to mobile access with the leakage i|n different forms including mobile-specific interfaces
d . ) 9€Mnd content. There has been a tremendous growth in
OSNs that we had examined earlier.

“apps” (applications) for mobile devices and many are

available for customized interaction with mOSNs. Some
1 Introduction OSNs, most notably Facebook and Twitter, provide APIs

for connections to their site. These programmatic inter-
The growth in Online Social Networks (OSNs) contin- faces were not designed specifically for mobile devices
ues unabated with around 10% of the world’s populationPut they are used by mOSNs to share the activities of a
currently on one of hundreds of OSNs. A handful are ex-mOSN user with other OSNs.
tremely popular with hundreds of millions of users. Sep- Earlier [6, 7] we characterized privacy in OSNs and
arately there has been an explosion of popularity of mo-ighlighted various vectors of privacy leakage in popular
bile devices with nearly 3 billion users (nearly half of the OSNs. Here, we examine privacy leakage in interactions
world’s population) who have cell phones. Increasingly,with mobile OSNs and include some special-purpose so-
mobile devices have become smarter: they go well becial networks (such as Flickr, Yelp) that we did not study
yond voice communication and play music and videosgearlier. We examine two different kinds of mOSNs in
access the Internet over WiFi and their own communicaour work: popular OSNs such as Facebook and MySpace
tion networks. Not surprisingly, an increasing fraction of that have evolved to allow access from mobile devices, as
accesses to OSNs are now via mobile devices. well as the new mOSNSs, such as Foursquare and Loopt,

Correspondingly there has been a growth in meo+  designed specifically to be accessed by mobile devices.

bile OSNs (mOSNSs) that primarily cater to ‘mobile’ There is evidence that Facebook and MySpace have re-
users, who access them largely via mobile devices. Sucheived most of the accesses from mobile devices [12]
convergence is due to the natural movement from thavith growth in mobile access to Twitter as well.
connections over telephone between friends to linkage In our work, we enumerate privacy issues that are new
over OSNs. Mobile devices provide ubiquitous access tan mobile OSNs. These typically arise due to new fea-
the Web. Many existing OSNs have created content antures that are first order in mobile OSNs. For exam-
access mechanisms tailored to mobile users to accoumple, the contextual information of a user, expressed in
for the limited bandwidth, latency, and screen sizes ofthe form of presence on a mOSN and geographical loca-
the devices. A recent survey showed that nearly a quartion is a feature that is widespread in the mobile environ-
ter of mobile users in UK visited an OSN via mobile de- ment. The ability to factor in the user’s location allows



more tailoring than is possible through access via wiredhat aggregate information for advertising and analytics.
and WiFi networks [8]. Location has been described as
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The use of mobile OSNs is relatively new and we ex- f// - Traditional Browser #ES 0

amine privacy issues in using them. However, we stress

that our work is not about examining all mobile accesses Figure 1: Interfaces and Interconnections for mOSNs
such as using a cell phone to access a bank account which

may also involve leakage of private information. One

reason to examine general mobile privapy is that user's Figure 1 shows that mOSNs may have up to four types
may carry over notions of expected privacy from the of interfaces, which are simply portals to the content of
use of mobile devices to any new applications such aghe mOSNs. First, a mOSN must minimally support
mMOSNSs. European regulators have warned of higher prig mobile Web site serving content adapted to the con-
vacy losses as a result of searching the Internet via cellsiraints of a mobile device browser. Second, it may sup-
phones [4]. The primary additional private information port a traditional (full) Web site accessible via a tradi-
being lost was user's location information. A study ex- tional browser as a matter of convenience for the desk-
amining privacy and security done in 2008 also warnedop user and to simplify the upload of (often, large) con-
about leakage of temporal and geographical informationent. Third, it may support access via mOSN-specific ap-
in the mobile context [3]. _ plications created specifically for a device using a well-
~ The rest of the paper is organized as follows: Sec-efined API. The API allows the mOSN user interface
tion 2 examines the various interfaces for interacting withtg be customized for the device. Device-specific mobile
mOSNSs along Wlth the external interactions emanatin%ppncations need not access the same server as the mo-
from mOSNSs. Section 3 enumerates the taxonomy of pripjile Web site. Finally, it may allow connections with an
vacy issues in mobile OSNs and our reasons for studyinghsN that provides an API Connect feature (e.g. Face-
them. Section 4 presents our detailed study of MOSN$,0ok and Twitter) for sharing content, such as updates
with the results appearing in Section 5. We summarizeyith the OSN. Figure 1 shows two mOSNSs, each with a

our results with a look at future work in Section 6. mobile and full Web site interface as well as an intercon-
nection with an OSN supporting a Connect API. In addi-
2 Interfaces and I nterconnections tion, applications on different devices exist for nOSN1.

Note the distinction between a device and an interface.
The growth of mOSNs has been fueled by the desire taA device such as a smart phone could be used to access
bring social networking to mobile devices while retain- the mobile or full web site via a mobile browser as well
ing access to traditional social networking sites. Thisas a device-specific application tailored for a mOSN. A
growth has been two pronged: traditional OSNs havedesktop user would likely use a traditional browser to
created mobile Web sites and mobile applications foraccess the full Web site, but could modify the User-Agent
users to access their OSN account while new mobildield in their browser to access the mobile site.
OSNs have been created to explicitly take advantage of Figure 1 also shows the existence of third-party
mobile device features such as the capability to obtairservers. These third-party servers may obtain informa-
precise current location. The resulting landscape hasion from both mobile and traditional OSNs, such as 3rd-
been a melding of new and old where each mOSN proparty Server 2 in the figure. Some third-party servers,
vides a variety of interfaces for access. Newer mOSNsuch as 3rd-party Server 4, may concentrate on the mo-
ease the transition by taking advantage of API connecbile market. From a privacy leakage standpoint, the con-
tion features of traditional OSNs to present an integratedhection service creates problematic scenarios. For exam-
social networking experience for users. These ideas ople, a user’s location shared with mOSNL1 via the user's
multiple interfaces and interconnections between usersmart phone may be leaked to 3rd-party Server 3, which
are captured in Figure 1, along with third-party servershas no immediate direct relationship with mOSN1.



3 Taxonomy of Privacy | ssues

tion to which it could be sent. The latter is important
in the context of mMOSNs because there are a larger set

We consider two classes of mobile OSNs: 1) traditionalof possible destinations due to the expanded features in
OSNs (such as Facebook and MySpace) that have exaOSNs. There are at least three possible destinations:
panded to embrace access via mobile devices; and 2yiternally within the mOSN (e.qg., to a user’s friends, net-
applications and OSNSs that were created largely to dealvorks/communities, or everyone), externally to other tra-
with the new mobile context. The latter class forms aditional OSNs through the connection feature (and thus
majority in our study. Our taxonomy may differ between to the user’s contacts in those traditional OSNs which can
the two classes. Privacy issues that were a concern ibe limited to their friends or accessible to everyone), and
traditional OSNs, such as permissive sharing of persondinally to third-party aggregators and advertisers.

information to all OSN users as well as leakage of pri-

Many mOSNsdo provide a range of privacy set-

vate information to third-parties, remain relevant to thetings. However, the multi-dimensional nature of the is-
former class while they need to be examined anew fosue makes the problem of protecting information signif-
the latter class. The manner of examination of privacyicantly harder. Consider for example the amount of in-
issues takes into account the different interfaces and information a user has to keep track of in interacting with
terconnections outlined in the previous section.
In addition to privacy issues observed for traditional privacy setting they have made. When they allow some
OSNSs, which may be exacerbated as a result of the neinformation, such as location, to be used by the mOSN
features in mOSN, we examine privacy issues that aréor a legitimate purpose (locating them on a map, say),
new in the mobile context and ones that result from in-they have to be aware that it might be handed over to
teraction between traditional OSNs and mOSNs. Thehird-parties. They have to keep track of what subset of
concepts that are either novel or play a predominant roleisers have access to which subset of their private infor-
in mOSNSs includgresencendlocation, which we ex-
plain in more depth below. These concepts have playetine on this mOSN, their friends in other mOSNSs, etc.
a lesser role in traditional OSNs, although determining aAdditionally, popular atomic actions on mOSNs such as
user’s presence has become more important in an OSKhecking in’ at a location reveals much about the user:
such as Facebook that seeks to provide an instant megheir presence, their location, and the current timestamp.
saging service to its users. Twitter has recently allowedThe richer the features of a mOSN, the more complex the
users to add their location information even when usersesults of a single action would be.
access their traditional site.

Userl's Pieces of [Private] Information

Friends of

mOSN

OSN2-connection

userl
F L P 0
Pl GIN| R o R ] ]
hl E v c E
o NA| & D A s ] ]
DM X T £
S Elel b D o T 0
Olrl~|s N E / OSNL
Friends of
//’ userl l:l
OSN1 i Do %
—Cl ection
HEE e o o] 5
L —] ]

erver2

a mOSN. They have to be aware of the duration of any

mation: their friends, their friends who are currently on-

As to what personal information is sent to different
places, there is considerable variance. User's presence,
location, etc. can be made known to other users on the
mOSN, passed on to the external OSNs and the third par-
ties. Contents of updates are typically available to the
local MOSN and external traditional OSNs.

Presence on an OSN is not a new concept, but in most
traditional OSNs users were not automatically made
aware of the presence of their friends (or any other users).
Such a feature has been long available in instant messag-
ing systems. Many mOSNSs, on the other hand, allow
users to indicate their presence via a “check-in” mecha-
nism, where a user establishes their location at a partic-
ular time. Presence is an important notion in mMOSNs as
one of their key features is the notion of checking physi-
cal co-location of users. Users who are not present on a
mOSN are not likely to participate in any dynamic inter-

Figure 2: Potential Privacy Leakage vectors in mOSNs actions. The indication of presence allows their friends

to expect quick response. Sharing presence more broadly
than just with friends allows meeting new people who are

Figure 2 lists a few of the mOSN user’s pieces of members of the same mOSN.

private information and some of the entities (both in-

A user’s availability to communicate is indicated by

side and outside the mOSN) to which information mightpresence and the notion of presence exists independent
leak. We explore privacy leakage along two tracks: theof a closely related notion: that of location. Location is
personal information that may be sent and the destinaa widely used feature in mOSNs and until recently was



not even an availablefeature in traditional OSNs. Thewall or Twitter timeline and available by default to all
ubiquity of GPS and the ability to automatically locate users in each OSN.

oneself, has led to location being considered a basic fea-

ture of many mOSNSs. In our study, a number of the4 Study

MOSNSs have limited functionality if users do not dis-

C"?Se thelr location. W'th such a definition, Ipca}tlon Given the number of potential privacy issues discussed
might be viewed as essential for the proper functioning of; 44, previous section, we designed a study to determine

amOSN and thus nota crucial concept from the purview, i, of these problems occur in current mOSNs and to
of privacy. However, users may not want to disclose thelrWhat extent. The study was carried out in three parts:

location beypnd their set of friends to avoid potential pit- 1) identifying an appropriate set of MOSNS for study: 2)
fe}lls of preying USers [10]. .Many mOSNs allow such enumerating a specific set of research issues to examine
disclosure to be limited to friends or to friends that are, each; and 3) establishing a methodology to use in

within a given distance from the user. It is important studying these issues for each mOSN.
to be aware that users can indicate their presence on an
mOSN without disclosing their exact location. .

There are additional pieces of privacy that are at risk of4'1 Mobile OSNsfor Study
leakage in mMOSNs—these include information related tOalthough the world of mobile OSNss is relatively new,
the mobile device. For example, mobile devices typicallythere have been several dozen that have started within
have a unique device identifier for various purposes, suclhe |ast few years. Most of them are startup companies
as installing approved applications on the specific userspat have attempted to latch on to the popularity of mo-
mobile device. This is a common identifier present inpjle devices and take advantage of the low barrier for
all mobile devices. For example, on the Apple iPhoneemry_ A cursory examination of available mOSNs gen-
it is a string calleq uDIB, on the_ Android it i_s And_roid erated over 75 candidates. Normally, one would apply
ID? and on the Windows Phone itis the DeviceUniqueld,standard filtering criteria of popularity, feature richags
which consists of a platform ID (identifying the type of etc. to identify a reasonable subset to study. However,
hardware device) and a preset ID (identifying the specificyiyen the novelty of the field we decided not to eliminate
device) and is of varying length mOSNSs just because they are not yet well known.

There is a potential privacy issue if this unique iden-  We used the following criteria of inclusion (and exclu-
tifier is leaked to a third-party via an application, which sjon) of candidate mOSNs for our study.
has access to the identifier through the device’s API. If ~ Account: The candidate mOSN must require users to
leaked, this identifier could be associated with a user'ssstablish an account associated with an email address,
identity and be used to track an unknowing user’s actiong, cell phone number, or both. This necessary condition
across different applications. allowed us to filter out ones that may be transient.

Perhaps the most interesting issue that raises signifi- Social aspect: The candidate mOSN must support so-
cant new privacy concerns is the interaction potential becial interactions with friends within the site. This crite-
tween mOSNs and traditional OSNs. Such an interactiomion excluded sites that are simply aimed at integrating
has already been made available in many mOSNSs to inmobile users with regular accesses to their site.
crease their popularity. Mobile OSNs encourage users Mobile access: The candidate mOSN must provide at
to link their activities on mOSNs with traditional OSNs least one interface that tailors the content for one or more
like Facebook and Twitter. Such connections are usefuimobile devices. A popular OSN that allowed access to
to users who, while interacting with a mOSN can expecttheir traditional Web site with no provisions made for
some of their actions to show up on traditional OSNs anche different requirements of mobile devices and mobile
be visible to their friends there. The information sup- access would not qualify. New challenges arise in tailor-
plied by users and the degree of interconnection based oing the content and both restricts and diversifies the set
API connections varies across mOSNs. For example, ibf features in an OSN.
a user discloses location to a mOSN and is automatically Many mOSNs necessarily make use of location and
connected to Facebook or Twitter, then friends on thosgome of them have also developed mobile device-specific
OSNs may also be able to see this information. Howeveapplications. However we did not deem these to be a
the location information is posted on the user’s Facebookecessary condition for inclusion. We believe that the
availability of location information in many mobile de-

lhttp://develop_er.apple.com/iphone/librau"y/doc:umticmlUIKit/ vices will quickly lead to use of that information by any
Ref;}:g”_cef UlDeviceClass/Reference/UIDevice. html mOSN that currently lacks this feature. Device-specific

p://developer.android.com/reference/android/jzter/ T ! .

Settings.Secure.html applications improve access to the mOSN on the given

3http://blogs.msdn.com/jehance/archive/2004/07/12118.aspx device, but are not a requirement for inclusion.




As a secondary criterion we filtered the candidateage of information to users in these other OSNs?
mOSNs meeting the necessary conditions listed against | eakage to third-parties. Beyond leakage of infor-
popularity metrics available from Quantcast and Alexa.mation within or across OSNSs, to what extent is infor-
We thus established a study set of 20 mOSNSs, 7 ofnation about a user leaked to third-parties and does it
which are traditional OSNs that were part of our earlier differ across the various interfaces of each mOSN?
study [7]—Bebo, Facebook, Hi5, Linkedin, Livejournal, | eakage of new PII to third-parties: Are there new
MySpace and Twitter. We added two special purpose sopjeces of personally identifiable information, such as the
cial networks Flickr and Yelp; the rest 11 were not in ex- ynique device identifier of mobile devices, unique to the

istence prior to the widespread use of mobile devices—ontext of MOSNSs that are being leaked to third-parties?
Brightkite, Buzzd, Dopplr, Foursquare, Gowalla, Gypsii,

Loopt, Radar, Urbanspoon, Wattpad and Whrrl.

While the availability of device-specific applications 4.3 M ethodology
was not a criterion for selection, we wanted to study this
interface for mOSNs that provided it and thus we exam-We created accounts on all mOSNs that we studied
ined mOSNs with applications for various devices. Weand observed the private information requested by each
did so based on information provided on the mobile andnOSN as well as the default and range of availability
full Web site of each mOSN and by consulting device-of this information to other users within the mOSN. We
specific lists of social networking applications. We found also noted which mOSNs allow interconnections to be
that 19 (all but Hi5) of our mOSNs had applications for established with other OSNs.
the Apple iPhone. Currently, ten have applications for We examined each mOSN from all available inter-
the Blackberry, six each for the Google Android and thefaces: via a traditional browser of the full Web site,
Palm, and three for the Windows phone from Microsoft. via a mobile browser of the mobile site, and via tai-

After our study set was chosen, the pre-manufacturedbred mobile applications on mobile devices. We used
social network Buzz was introduced with users organizedan iPhone device for studying the application behavior
into friendship networks based upon their set of fre-of each mOSN because it provides almost complete cov-
qguent correspondents in the email service called Gmailerage of our mOSN study set.

Avoidable privacy breaches in the initial versionincluded  Multiple sessions for each interface of each mOSN
the default of making the list of contacts public on a were used to gather data about possible leakage of pri-
user's profile, automatic linkage to other internal ser-vate information. The Fiddler [5] Web proxy was used to
vices (photo albums and news reader feeds), informaeapture all HTTP request and response headers sent from
tion about people who never joined being exposed as and received by a Web browser, a mobile Web browser,
result of being a frequent correspondent with a partic-or an application. We observed that iPhone applications
ipant, etc.—primarily due to designers’ default choice generally use HTTP for communication with a mOSN
of opt-out instead of opt-in. Following widespread criti- server thus making it easy for the Web proxy to also cap-
cism, all of these issues were fixed shortly after the initialture application traffic. We did observe (via a sniffer)
release. Since our study is about the more organicallywo applications causing some network traffic not pass-
grown mOSNs, we did not study Buzz. ing through the proxy, but were not able to detect any
leakage in these cases.

The actions performed within each session are appro-
priate for the given interface of the mOSN under study;
The taxonomy of privacy issues leads to a number othey include: viewing and editing the user’s own profile;
issues to examine for each of our mOSNs. Some ofommenting on other profiles; looking for friends and
these have been examined in previous work for tradi-establishing new ones; checking in to establish location
tional OSNs, but bear re-examination for mOSNs, whileat a particular time, possibly with a comment; reviewing
other issues are raised due to new features of mMOSNs. restaurants and attractions; and uploading pictures and

Availability of user information within mOSNs: tagging them. These actions cover the majority of fea-
What pieces of information are supplied by users fortures provided by the mOSNs in our study set.
each of the mOSNs and what are the default privacy set-
tings for their availability to others within an mOSN?

Location and presence: How is the availability ofa 5 Results
user’s location and presence handled by each mOSN?

Interconnectedness of mOSNs. To what degree do We used the above methodology to examine all the re-
MOSNSs have interconnections based on API connectionsearch issues posed for all mMOSNs, and present results.
with other OSNSs, thereby potentially allowing the leak- Unless noted, all data were gathered in January 2010.

4.2 Research Issues



51 A\{allfiblllty of User Information Table 1: PII Availability Counts in 13 mOSNs
Within mOSNs Level of Availability
Similarto [7], we first examined the availability of pieces |pioce of P Aé/g\illzﬁe Q\I/ Zt?g:j ltr;ag:;l;ﬁlteur?;\\llv;?:bk‘
of personally identifiable information (PIl) in each of the |s5rsonaiPhote 10 3 ) 0
mOSNSs. The pieces of Pl for a mOSN user include:|qome Locatioh 3 4 1 1
name (first and last), location (city), zip code, street|Gender 2 3 1 3
address, email address, telephone numbers, and photpgme 5 5 1 2
(both personal and as a set). We also include pieces ofriends 6 6 0 1
information about an individual that are linkable to one |Activities 3 7 1 0
of the above: gender, birthday, age or birth year, schoolgPhoto Set 0 3 0 0
employer, friends and activities/interests. We only note/A9&/Birth Yean 1 3 0 2
availability if users are specifically asked for it as part of E(r:nhr?lgl/ser 8 (1) 8 8
their mOSN profile. . o Birthday 0 5 0 4
Results for the 7 mOSNs studied earlier in [7] are|zj, code 0 0 0 1
largely the same as found at that time except for notabléemail Addresd 0 0 1 12
changes by Facebook [1] where name, personal photgphone Number 0 0 2 5
home location, gender and friends are now always availiStreet Address 0 0 0 0

able to all other Facebook users if provided by a user.
Otherwise privacy settings of these 7 are similar as before
and we focus on the 13 mOSNSs not previously studied to
contrast the level of availability in these newer mOSNs. these 13 mOSNs currently request and make available

Table 1 shows the results of our analysis with the count€SS information about each user in comparison to OSNs
of mOSNs (out of 13) exhibiting the given degree of Previously studied in [7]. _ _ _
availability for each piece of PIl (row). The first col- Apart from the availability (_)f different pieces of PlII in
umn indicates the number of MOSNs where the piece ogach of the mOSNs we studied, we observe that settings
Pll is available to all users of the mOSN and the usert© control the availability of information are not uni-
cannotrestrict access to it. This piece may also be avaijl-formly available across all interfaces provided by each
able to non-users of the OSN—thus a primary sourcé_“OSN- _Specmcally, each mOSN aIIows_ the sharing of
of concern. The second column shows the number offformation to be controlled by a user via the full Web
mOSNSs where the piece of Pll is available to all users inSit€ interface of the mOSN, but only a minority of these
the mOSN via the default privacy settings, but the usefMOSNS provide any privacy controls via the mobile and
can restrict access via these settings. The third columfobile application interfaces. Thus users accessing a
shows the count of mOSNs where there is a piece offOSN via a mobile device often do not have ready
PIl that users can fill out in their profile, but by default Means to change settings on viewing their information.
the value is not shown to everyone. The fourth column
shows the count of OSNs whgre a p|ef:e of EII is suppl|ed5_2 L ocation and Presence
to the mOSN, but not shown in a user’s profile. Rows for
which the counts do not sum to 13 indicate pieces of Pllin contrast to traditional pieces of Pll, a new class of in-
that are not supplied to all MOSNs. formation that becomes available in mOSNs deals with

The rows in Table 1 are shown in the same order as user’s current location. A user may “check in” to a
in [7]—sorted in decreasing order of availability. The mOSN at a particular location via a mobile device, and
values in the first two columns raise more privacy con-the location is shared with the user’s friends or all users
cerns (hence the double vertical line) because these shoaf the mOSN. In some mOSNSs a user’s location may not
pieces of Pll that are always available or available by debe explicitly shown, but may be used to identify nearby
fault. The results in Table 1 show a decrease in availplaces, such as places to eat, for which the user may post
ability and thus leakage to other mOSN users similarpublic comments for other mOSN users to see. These
to [7]. However, we see a smaller core of PII pieces thatpostings may not identify a user’s current location, but
are always available or available by default—only a per-can leave a trail of places that a user has visited along
sonal photo, name, friends and a description of activitiesvith temporal information. Many traditional OSNs also
are available in the majority of these mOSNs. In con-allow users to post timestamped comments, which do
trast, results in [7] show home location, gender, photonot necessarily include location, but do establish a user’s
set, age/birth year, schools and employer as also avaipresence on the OSN over a period of time. We stud-
able in at least 50% of the OSNs studied. We note thated the availability of information for these two actions



across all twenty mOSNSs, although we distinguish theabove, a user’'s wall is visible to all Facebook users by
results for our set of seven previously-studied traditiona default; so even if a user’s current location is not visible
OSNs and the thirteen newly-studied special-purpose san the mOSN itself, it may be visible to the millions of
cial networks and the mobile OSNs. users on Facebook. Similarly, Twitter tweets are by de-
Of the seven traditional OSNs, we find that five pro- fault visible to all Twitter users, so locations revealed vi
vide a means to post public comments and in all of thesenOSN connections have wide default visibility.
OSNs, the comments are available by default to all users.
For exa!mple, postings_to a Fa_cebook use_zr’s wallortweets; 4 | eakage to Third-Parties
to a Twitter user’s public timeline are available by default
to all users of these respective OSNs—thus establishingnother type of leakage that we examined for traditional
a presence on the OSN that may be seen by other uset@SNs in [7] is the leakage of private information to third-
However only one of these seven allow for a user to esparty servers. This type of leakage can be used to link the
tablish a current location—a Twitter user can optionally browsing behavior of users with actual identity and is in-
link a current location with a tweet. dependent of any privacy controls provided by a mOSN.
In contrast to these seven OSNs, many of the other 12s in [7], we observe two types of privacy leakage to
treat a user’s location as first-class object that is extplici third parties: 1) leakage of the unique identifier or userid
established and made available for other mOSN users tassigned to each mOSN user; and 2) leakage of specific
see. Specifically, three of the mOSNs always make @ieces of Pll. Mobile devices also expose a new type of
user's checked-in location available to all other mOSNpotential Pll leakage with mOSNs—the precise location
users and three more make it available by default. Twoof a user at a given time to a third-party. Unfortunately
of the mOSNs make location only available by defaultfrom a privacy standpoint, we find examples af of
to a user's mOSN friends. The rest of the mOSNs maythese types of leakages in our results. Below, we pro-
make use of a user’s current location, but do not make ivide representative examples of Pll leakage across each
available to other users within the mOSN. of the interfaces of the mOSNs and conclude this por-
The sharing of comments and reviews, which estabion of our results with a summary of the third-party Pl
lish presence and may be combined with a location, ideakage that we observe.
provided for in these mOSNs with 4 of them making the  Figure 3 shows three different mOSN interfaces where
comments always available to all users of the mOSN, zhe mOSN identifier is leaked to a third-party server as
making them available by default to all MOSN users, ongdart of a HTTP request via either the Request-URI or the
making these comments available to only mOSN frienddRef er er header. In each of these cases, this unique id
by default, and one not using public comments. can be used to determine the identity of the user making
the request. This is the same type of leakage we found
in [7] for traditional OSNs and these examples show it
continues across the various interfaces of newer mOSNs.

5.3

A unique aspect of the mOSN space relative to tradi-
tional OSNs is that rather than exist as independent ent

| nter connectedness of MOSNS

GET/e0?rt=1&anp; ...
“Host: p. adnob. com

ties, many of the mOSNs make use of a “connect” API
of existing OSNs to extend the reach of a user on eac
MOSN. Three OSNs—Facebook, Flickr and Twitter—
provide such an API interface that is provided as an op
tion to users in other mOSNs. Users of mOSNs can con
nect theirmOSN account with an account on one of thes
OSNs so that posts, comments and photos on the mOS
become visible on the connected OSN. If we look at

Referer: http://buzzd. comi mf buzz/.../id/ OSN-ID
.]Oooki e: uui d=ef 07qb76f 47b19173389f 27a9ae1d391

(a) Via Referer Field of Buzzd Mobile Web Site

GET/pagead/.../profile_restaurants/OSN-ID...
rHost : googl eads. g. doubl ecl i ck. net

pRef erer: http://ww. ur banspoon. coni nf u/ add/ 4
ﬁooki e: i d=2015bdf b9ec| | . . .| cs=7aepnsks

(b) Via Request-URI of Urbanspoon App Interface

the 12 OSNs (other than Flickr and the seven traditiona
OSNs), eight allow users to connect posts and commen
to Facebook, two allow for connections with Flickr, and
ten with Twitter.

GET / openx/ ww/ del i very/ | g. php?...referer=

S http://brightkite.conf peopl e/ OSN-1D

Host: ad.linmbo. com

Referer: http://ad. brightkite.conl openx/ ww/ . ..

Cooki e: OAl D=d067746af 7039a426ce64147a3201041

These connections with other OSNs have privacy im
plications when the information about a user on one

(c) Via Request-URI of Brightkite Full Web Site

mOSN becomes visible on another OSN. As a specifiCrigyre 3: Leakage of mOSN Identifier to a Third-Party
example, a post including a user’s current location on a

mOSN that the user has connected to a Facebook accou

nt

becomes visible on that user’'s Facebook Wall. As noted



Figure 4 illustrates direct leakage of a user's genderto In Figure 5 and Table 2 we show an example and
aadnob. comserver via the Radar application. Addi- occurrence count for location leakage to a third-party.
tionally, we see the inclusion of a server-specific headerAnother scenario also occurs where a user’s location is

which is discussed in Section 5.5. passed to a third-party. This scenario is shown in Fig-
ure 6 where the Foursquare application passes the user’s
GET/ad_sour ce. php?d[ gender] =m .. latitude and longitude to the Google map service to show

Host: r. adnob. com , . . .
X- Adob- 1 su° | PHONE- UDI D the user’s current location. While seeing the map may

Cooki e: uui d=ef 07qb76f 47b19173389f 27a9ae1d391 be consistent with user expectations, the user may not be
aware that the location has been shared with more than
Figure 4: Direct Pll Leakage to a Third-Party Via just Foursquare. In our data, we observe that the location
Request-URI of Radar App is shared with a map service by the application interface
of eight mOSNSs, the mobile Web site of four mOSNs and

A specific piece of information that we looked for the full Web site of one mOSN.
being sent to a third-party by mOSNs is a user’s cur-
rent location. An example of such leakage is shown inj GET/ mps/ vp. .. vp=20. 00, - 70. 00

. , | Host: maps. googl e. com
F'gure 5 where the Buzzd app causes the user’s IOCCl'Referer: http://foursquare. conf venue/ XXXxXxXx
tion to be leaked as part of the HTTP POST body to
pi nchmedi a. comwithout any indication to the user.  Figure 6: Current Location Passed to a Third-Party Map
Service Via Request-URI of Foursquare App

POST htt p: / / beacon. pi nchnedi a. con!

Host : beacon. pi nchmedi a. com .

User - Agent : buzzd/ 2. 2.0 CFNet wor k/ 459 We can also examine the nature of each type of leak-
Dar wi n/ 10. 0. 0d3 age. While we do not know if the leakage is accidental

beacons="di d": " | PHONE- DI D" , . . "l &t " or dgllberqtg, we can dlstmgwsh whether the mforma—
"50.00" "l on":"-70. 00" tion is explicitly leaked to a third-party by a mOSN via

the Request-URI or POST request (examples in Figures
Figure 5: Location Leakage to a Third-Party Via POST 3(b), 3(c), 4, 5 and 6) amplicitly leaked via the Referer

from Buzzd App or Cookie HTTP headers as a byproduct of the HTTP
request (as in Figure 3(a)). We observe explicit leak-

Given these specific examples, Table 2 summarizes age of the OSN identifier for 9 of the 26 instances in the
count (out of the 20 mOSNSs) for leakage of Pl to third- first row of Table 2. All instances of leakage for specific
party servers via the variety of interfaces provided bypieces of Pll and location are explicit.
each mOSN. These counts are for data re-gathered in Another notable observation can be made by combin-
May 2010 and largely similar to the original data gath- ing these results with those presented in Section 5.3. Due
ered in January 2010. The last row in the table showgo the connected nature of this new breed of mMOSNs with
occurrences of location leakage such as the one in Figiraditional OSNs such as Facebook and Twitter, it is not
ure 5. just that information such as current location is shared

with these OSNs, but the third-parties that know a user’s

Table 2: Counts of Third-Party Privacy Leakage via OSN identifier also have potential access.

mOSN Interfaces

What is Leakage Interface : :

Leaked? Niobile App =i 5.5 Leakageof New PII to Third-Parties

OSN lIdentifier 6 2 18 The final vector of privacy leakage that we examined was
Piece of PII 1 2 5 the leakage of additional pieces of PII to third-parties.
Location 0 2 0 One such piece is the unique device identifier, UDID, on

the iPhone platform, which could be used by third-parties
to track the actions of a user using a device across differ-
There are notable observations from Table 2. Firstent applications. Not only does the request in Figure 4

leakage of the OSN identifier via the full Web site inter- show direct PII leakage, but it allows tlemob. com
face is widespread and confirms results reported in [7]Jdomain (acquisition by Google announced in November
Second, generally less observed leakage is found via th2009) to associate user information with the device iden-
mobile Web site and application interfaces. Finally, 19tifier and cookie. Similarly, the UDID is leaked along
of the 20 mMOSNSs exhibit some type of leakage to a third-with location to api nchmedi a. com server in Fig-
party with only Loopt having no observed leakage. ure 5.



Figure 7 shows a request where the Wattpad applica- Moving forward, it is important to continue to moni-
tion causes the UDID to be passed to thabcl i x. tor potential privacy issues as mOSNSs evolve with new
comdomain. In our trace, we observe a subsequenteatures. We are planning to extend our study to other
request, caused by thisobcl i x. com server, to a device application platforms and to examine privacy im-
doubl ecl i ck. net server, which is then in a position plications of mobility for more than just mMOSNs. We are
to link the UDID to an OSN identifier, such as the Ur- also exploring possible protection measures that encom-

banspoon identifier shown in Figure 3(b). pass the new challenges identified here; one avenue is
displaying the set of Internet entities that have access to

GET / 21 =XXXXXXXX- XXXX- . . . &u=| PHONE- UDI D& a OSN user’s information at any given time and possible

Host: ads. nobcl i x. com ways of suppressing future leakage of that information.

User - Agent : Wattpad/ 1. 6.1 CFNetwork/ 459
Darwi n/ 10. 0. 0d3
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