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sands of RTP packets. Such an attack scenario uses both reflection and am-
plification to make a DDoS attack more potent.

CASE I1: USER’S VOICEMAIL SYSTEM

Sometimes when a callee is busy or is not available to answer a phone call,
the caller is directed to an answering machine or a voicemail system that
plays a greeting message and stores incoming voice messages. An attacker
may send fake call requests with the same media connection address to hun-
dreds or thousands of individual telephone subscribers distributed over the
Internet. The simultaneous playing of individual greeting messages can
overwhelm the link’s bandwidth connecting to the victim.

CASE I11: USER’S VOICE COMMUNICATION—RTP STREAM

Even if we assume that the callee is not busy and answers a phone call, the
callee’s voice stream (e.g., Hello, hello . . . or some other initial greeting mes-
sage) can be directed to a target machine. As in the previous examples, an
attacker sends fake call requests with the same media connection address to
hundreds or thousands of individual telephone subscribers, and the simulta-
neous response of subscribers can cause a flooding attack on the victim.

CASE IV: SPIT PREVENTION—THE TURING TEST

In many aspects a voice spam is similar to an email spam. The technical
know-how and execution style of email spam can easily be adapted to
launch voice spam attacks. For example, first a voice spammer harvests a
user’s SIP URIs or telephone numbers from the telephone directories or by
using spam bots crawling over the Internet. In the second step, a compro-
mised host is used as a SIP client that sends out call setup request messages.
Finally, in the third step, the established sessions are played with a prere-
corded WAV file. However, voice spam is much more obnoxious and harm-
ful than email spam. The ringing of a telephone at odd times, answering a
spam call, phishing attacks, and the inability to filter spam messages from
voicemail boxes without listening to each one are time-wasting nuisances.

The Internet Engineering Task Force’s informational draft [7] analyzed the
problem of voice spam in the SIP environment, examining various possible
solutions that have been discussed for solving the email spam problem and
considering their applicability to SIP. One such solution is based on the Tur-
ing test, which can distinguish computers from humans. In the context of IP
telephony, machine-generated automated calls can be blocked by applying
an audio Turing test. For example, a call setup request from an unidentified
caller is sent to an IVR system where a caller may be asked to answer a few
questions or to enter some numbers through the keypad. Successful callers
are allowed to go through the SIP proxy server and may also be added to a
white list.

VoIP security products such as NEC’s VoIP SEAL [8] and Sipera Inc.’s IPCS
[9] have implemented audio Turing tests as an important component in
their anti-spam product to separate machine-generated automated calls
from real individuals. However, an attacker may use these devices as reflec-
tors and amplifiers to launch stealthy and more potent DDoS attacks. For
example, to determine the legitimacy of a single spoofed INVITE message,
these devices send a few hundred RTP-based audio packets (a 10-20 s audio
test) toward the media connection address of an INVITE message. A victim-
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ized connection address can be flooded with audio packets if an attacker
sends one or two spoofed INVITE messages (with the same media connection
address) to several such devices distributed over the Internet.

A Real-World Attack Scenario

To demonstrate a possible DDoS attack, we simulated a real-world attack
scenario using IP phones from three different VoIP service providers, name-
ly Vonage, AT&T Callvantage, and ViaTalk. As shown in Figure 4, over the
Internet an attacker captures SIP signaling messages exchanged between
callers and callees of various VoIP service providers that can later be re-
played to launch many different types of DoS attacks toward the subscribers
and the SIP proxy server. Most of these attacks are against an individual sub-
scriber, but the INVITE flooding attack can also be launched against a SIP
proxy server. However, the media source address spoofing attack discussed
in this article is not confined to VoIP systems; rather, it can victimize any
voice or data network element.
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FIGURE 4: REAL-WORLD ATTACK SCENARIO

As shown in Figure 4, the AT&T user talks to both Vonage and ViaTalk cus-
tomers. The SIP signaling messages exchanged between callers and callees
are captured at two locations: location A lies between callers and their out-
bound proxies; similarly, location B lies between callees and their inbound
proxies. At location A, we observed that in order to prevent replay attacks,
each of the service providers challenges INVITE messages by sending 401
Unauthorized (in the case of AT&T) or 407 Proxy Authentication required
messages that include an MD5 hash of the user’s credential and a “nonce”
value. This can only be defeated if we have the capability of modifying some
header fields (which are not used in MD5 hash computation) and recon-
structing the message in real time or by exploiting the implementation of
some SIP proxy servers that may accept stale nonce values [10]. However, at
location B, there are no such challenge/response messages, leaving the sub-
scribers exposed and vulnerable to abuse. In the sample case study, we ex-
ploit the vulnerable and mostly overlooked location B. The captured incom-
ing INVITE messages are reconstructed with a spoofed media address and
port number. At a later time, INVITE and ACK signaling messages are
replayed while maintaining the same relative order and time. The callee’s
voice stream (or the playing of the callee’s answering machine) is successful-
ly redirected toward the target host.
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COULD THIS ATTACK BE PREVENTED?

We now discuss some of the questions that may arise regarding circumven-
tion of the INVITE exploitation attack described in this article. One could ar-
gue that the attack can be prevented if the SIP user agent server (UAS) cor-
relates first Via and Contact header fields with the connection address (c=)
field of the message body. However, we observe that many services, such as
SIP’s firewall/NAT traversal and anonymity service, rely on a media proxy,
thus forbidding the establishment of a correlation between signaling and
media destinations.

Conclusion

With the growing acceptance of VoIP and the interconnection between SS7
and IP networks, there is a need to secure both network infrastructures and
the protocols used between them. There are many efforts for SIP’s imple-
mentation vulnerability assessment through syntax testing and test-suite
creation. Still, we need to make a thorough revision of the protocol design as
well as its intended use. We hope this article will work as a stimulant and
bring a concerted effort to prevent any design or implementation flaw that
may hinder VoIP deployments or the lowering of IP telephone subscribers’
confidence.
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