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Engaging the
Underground Economy

Started in 2006 with numerous projects since:
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Early infrastructure supporting scams [Security07]
Crawl network & host infrastructure from 1M spams

CAPTCHA-solving ecosystem [Security10]
Customer and worker for 8 CAPTCHA-solving services

Spam value chain [Oakland11]
Crawl infrastructure for 1B spams, 100s of purchases
Order volume, customer demand [Security11]
100s of purchases, inference of revenue & demands

Freelance marketplace of abuse jobs [Security11]
Crawl 7 years of Freelancer.com, hire workers to validate



Requirements

We have learned the hard way that engagement has
two key requirements

Verisimilitude
. Attackers defend themselves
Need to appear as who they expect
Makes engaging at scale more challenging

Scale
. Attackers operate at scale

Have to engage at scale to observe big picture
Need infrastructure to collect, analyze huge data

Goal: Explain methods and lessons learned to help
future security researchers with similar goals
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Two Kinds of Engagement

Cover two kinds of engagement in this talk:

 Engagement as an underground peer

. Buy cybercrime software, CAPTCHA solutions,
Facebook Likes, ...

. Appear to be a “normal” cybercriminal
. These guys don't take VISA! (much less English...)

 Engagement as a customer
. Crawl 100s of millions of URLS, buy 100s of items

. Appear to be a “normal” customer
. At scale requires sophisticated identity management
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Underground Forums

» Miscreants openly describe their activities and
methods on underground forums & IRC

. Tremendous source of useful information
. Learned much about affiliate programs

* Forums also serve as a marketplace for
buying and selling digital goods

. Items, quantities, prices, contacts, ...

@ UCSDCSE
Computer Science and Engineering



Underground Purchases

 Kinds of purchases we made

. CAPTCHA services ($3,400) sempe . H
Underground software ($640) xrumes E

Self Loarning - Linkslists

Hiring freelance workers ($2,100)
. Web mail accounts...

 All negotiated online
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Engaging as a Customer '
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Visiting Their Sites

&

When visiting 1B URLs over three months...

* Full-featured browsers necessary for
verisimilitude
. Redirection: Flash/javascript, clicking on popups, ..
. More danger, more complexity, beefier machines
 |P diversity Is necessary at scale
. Deterrence: You will get blacklisted, plan for it
. Cloud providers and IP-hiding services easy to use
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Visit report 2011 Aug 07 at 19:20 PDT

Priority queue size: 0
24h: 1 visits/sec, 6h: 1 visits/sec, 1h: 1 visits/sec, 5m: NalN visits/sec
Machines filter: |Shcuw all 'I

Time: 2011 Aug 07 at 19:11 PDT
URL: http://widg me/TO4RE
Referer: mill

User-Agent: mull

Tags: {NULL}

Visit ID: 73960822

Page ID: 101968369 DOM ID: null
isEnd: false
Result: 302
How: one

Depth: 1 TURL: http://alisa evenfeeling com/

Page ID: 101968370 DOM ID: null
isEnd: true
Result: 200
How: 302
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Crawler IP: ccied4:30003:ec2 (184.73.245.14)

Pic ID: 7a62b6h917440a6156c4e027d1402cdd
Depth: 0 TURL: http//widg me/T04RK

“Gain 3+ Inches Te

REAL Boctors MEAL Scimc, REAL

Order 4 Bottk

GRAB YOUR ORDERS NOW

TR E =8

ol Bocior. Beal

Time: 2011 Aug 07 at 19:10 PDT
URL: htip//bigmanthe ru
Referer: muill
User-Agent: null
Tags: {pharmacv}
Crawler IP: ccied4:30001:ec2 (184.73.244.210)
Visit ID: 73960818
Pic ID: 33db2a%0cbel34el 1b5963de5TdOfEf
Depth: 0 URL: http://bigmanthe ru
Page ID: 101968360 DOM ID: null
isEnd: false
Result: 302
How: one
Depth: 1 URL: http://www longerpenisdvours com/
Page ID: 101968361 DOM ID: null
isEnd: false
Result: 200
How: 302
Depth: 2 URL: http://www longest-penis com/
Page ID: 101968362 DOM ID: 5fthe72ad7663 2afa232bbfdal2c7990a
isEnd: true
Result: 200
How: clk
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Crawling Challenges

 Blacklisting by bad guys
. Hierarchical IP space usage
« Scale
. Dozens of machines, 100s of browsers/machine
. Central dispatcher, distributed client
* Poisoning by bad guys
. A spammer started inserting well-formed junk URLsS
. Added an importance-based crawl scheduler

(D 15
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Blacklisting

#!/bin/bash

iptables -P INPUT ACCEPT

iptables -P OUTPUT ACCEPT

iptables -F INPUT

iptables -A INPUT -p tcp --dport 80 -] DROP
iptables -A INPUT -p udp --dport 53 - DROP

if ["$1" = "zeus" ]
then
sh google_block.sh
. sh zeustracker_block.sh
|

iptables -A INPUT -s 149.20.54.132 jDROP  #ptlh.phishtank.com
iptables -A INPUT -s 149.20.54.134 - DROP #pt2b.phishtank.com
iptables -A INPUT -s 133.5.16.238 -p tcp -m multiport --dports

80,443,8080 - DROP  #HidemaruMail SpamFilter Agent Kyushu University
iptables -A INPUT -s 198.134.135.0/24 -] DROP

#University of California at San Diego FAKE UA,REF
iptables -A INPUT -s 216.163.176.0/20 -} DROP #Commtouch Inc.
iptables -A INPUT -s 95.211.120.0/24 - DROP #leaseweb.com BAD BLOCK

Y UCSDCSE
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http://pt1b.phishtank.com/
http://pt2b.phishtank.com/
http://198.134.135.0/24
http://216.163.176.0/20
http://95.211.120.0/24
http://leaseweb.com/

Purchasing as a Customer

 How to do this at scale?
. 100s of purchases, $17K spent on items + shipping

* When buying from an online pharmacy you need:
. Name, shipping address, email, phone number
. IP address from which to make the purchase
. Method for receiving and cataloging the goods

* And you want to collect:
. Virtual properties (site ID, communication style)

. Financial properties (VISA BIN, Bank name)
. Physical properties (where from, active ingredient)

(D 17
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Identity Management (Corporeal)

* Originally: Pseudonyms + “P.O. Box”
. Specialty issuer: no pseudonyms
. High volume spooked the P.O. Box guys

« State of the art: real names + home addresses
. Ordering legal, end user goods
. Odd orders, but our money is green

* Prepaid cell phones + add’| Google Voice #s
. Difficult to know which order/customer call is for
. Required on-the-spot creativity at times

(D 18
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Identity Management (Virtual)

« Email through Google Apps free account
. Can create nonce address for each purchase
. gmail/hotmail/ymail increases fraud score
* Purchase from SD residential IP addresses

. IP Geo-location important for fraud score

. VPN tunnel to home machine, 3G,
stay home and buy drugs

(D 19
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Proposed Treasury rules take hard line against prepaid card fraud
Move to help take on terrorist funding may impact average consumers, too

By Jeremy M. Simon

The government's efforts to crack down on criminal financing could make it tougher for consumers to buy
gift cards, some experts warn.

r : i
ANNE GEDDES 325
PIN CVV VisA'
GIFTCARD
Card #
Owner
Expires 2l

visa)



Internal red tape

* As involved as solving the technical problems

« Extensive oversight
. Legal oversight
. Research oversight

 Build trust slowly, incrementally
Our capabillities are the result of years of trust-building
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Final Takeaways

 Full-fidelity crawling architecture necessary for
verisimilitude

. But increases challenges for achieving scale...
« Underground forums provide “finger on the pulse”
« Acquiring payment data was priceless
 Engagement can lead to serendipitous opportunities
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Thank You!
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