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� Problem

� Lack of masquerader data

� Schonlau data set not appropriate

� Objectives

� Test the conjecture that extensive search reveals an 

attacker’s malicious intent

� Evaluate whether decoy files embedded in a local file 

system can be used to detect masqueraders

� Steps

� Conduct user studies to validate conjecture

� Gather new dataset including data from “normal 

users” and masqueraders



� State hypotheses
� Experimental hypothesis

� Null hypothesis

� Identify experimental variables
� Independent variable

� Dependent variables

� Confounding variables

� Build control groups
� Scenario narratives to control user’s intent

�Determine sampling procedure

� Estimate sample size 
� Power analysis



�Obtain IRB approval early

�Develop/deploy the right sensors for data 

collection

� Right unique IDs

� Right platform

� Pilot experiment

� Reduce confounds and bias

� Sanitize data and have users sign waivers

� Validate collected data after reviewing post-

experiment questionnaires



� Experimental hypothesis
� If the intent of a masquerader is malicious, then 
they will engage in a significant search activity 
on the victim’s system.

�Null hypothesis

� The manipulation of the masquerader’s intent 
does not have any significant effect on the 
masquerader’s search behavior.

�The  observed significant effect during the 
experiment can be attributed to the 
manipulation of the masquerader’s intent and 
cannot be the result of pure chance.



� Independent variable
� Only variable manipulated by researcher, all others are 
kept constant

� Need one control group for each value of the 
independent variable

� User’s intent

� Dependent variables
� Observed behavioral feature to be measured by 
researcher

� Tightly dependent on independent variable

� User’s search behavior

� Confounding variables
� Random variables affecting observed behavioral feature

� Need to be eliminated or at least minimized

� E.g. Awareness of monitoring , familiarity with desktop 
search tools



� Control user’s intent through scenario narratives
� One narrative for each control group

� Milgram’s experiment

� Scenario narrative requirements
� Generalizable: representative of masquerade attack

� Conforming to threat model

� Assumptions should be clearly stated 

� Detailed 

� Includes answers to anticipated questions to limit verbal 
communication with study participants

� Minimizes user bias

� Easily executable

� E.g. time-limited



�User has access to coworker’s system for 15 

minutes while coworker is away

�Malicious, benign, and neutral scenarios



� Objective: Increase the sensitivity of the 
experiment

� Means: Reduce uncontrolled variability

� Subject variability makes up the largest source 
of variability

� Sampling procedures
� Use same subject in all treatment conditions

� Violates assumption in our threat model that  attacker is 
not familiar with victim’s file system

� Use homogeneous group of subjects

� Similar characteristics relevant to experiment

� Use several small subject sets 

� Sets highly homogeneous within one set, but widely 
varying between sets



� Power
� Indicates how statistically significant 
experiment’s results are

� Desirable values: 0.5-0.9

� Used to determine required sample size for each 
treatment condition

� Higher power requires larger samples

� Adequate sample size* depends on

� Number of independent variable and number of 
treatment conditions

� Desired effect size that researchers wishes to 
detect

� Desired power

*KEPPEL, G. Design and analysis : a researcher’s handbook. Pearson Prentice Hall, 2004.



� Reduce subject variability

� Homogeneous group of user study participants

� Reduce experimental treatment variability

� Same desktop for all experiments

� Same file system contents: automated collected  

data upload 

� Same recent documents opened for each 

participant

� Same researcher



� Obtain IRB approval
� Lengthy, iterative process

� Required very detailed information
� e.g. call for participation, data items collected

� Develop/deploy sensors for data collection
� Study technology market trends to select the right 
development platform

� Pilot experiment
� Learn sources of variability

� Sanitize data
� Data collected for same user from different sensor s

� Users did not take advantage of sanitization functions 
provided

� Review post-experiment questionnaires
� Extract trends, eliminate invalid cases



� Characteristics
� Larger than 10GBytes in size

� More tan 10 million records

� Data from 18 “normal” users
� 4 days of data on average

� Data from 40 “masqueraders”

� Results
� Search behavior reveals malicious intent

� Search behavior profiling detects100% of 
masquerade attacks with 1.12% false positives

� Decoy files can be used to detect all 
masqueraders within 10 minutes





� Search behavior can be used to reveals attacker’s 

malicious intent

� User search behavior profiling achieves100% 

detection rate of masquerade attacks with 1.12% 

false positives
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� Search behavior can be used to reveals attacker’s 

malicious intent

� User search behavior profiling achieves100% 

detection rate of masquerade attacks with 1.12% 

false positives

� Decoy files can be used to detect all 

masqueraders within 10 minutes at most

� More than 40% of masqueraders detected during 

the first minute of their fraudulent activity
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� Search behavior can be used to reveals attacker’s 

malicious intent

� User search behavior profiling achieves100% 

detection rate of masquerade attacks with 1.12% 

false positives

� Decoy files can be used to detect all 

masqueraders within 10 minutes at most

� More than 40% of masqueraders detected during 

the first minute of their fraudulent activity

� Combining decoys monitoring with search 

behavior profiling improves accuracy when 

compared to search profiling alone
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� Compliance-related
� Initiate IRB review early

� List a larger sample of user study subjects 

� Have users sign waivers

� Scientific
� List all assumptions made about users in study 
scenarios

� Think carefully about ways for reducing variability 
and baselining users

� Perform a power analysis

� Practical
� Anticipate technology market trends

� Pilot experiment

� Have participants fill post-experiment questionnaires
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