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Prineie) éd deS|gn and modularity

=S _féé 'g out some confusions

-C:fmtrover5|es and challenges
Securlty in particular

The future of end-to-end arguments
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_yerlng proc/mem abstraction in OS
6- 978 principles for database recovery

j'*" "1977 TCP/Telnet design “factored” ->

1P ZI'CP UDP, ICMP, Telnet
1978 - IEEE Proc. Special Issue on Networking

1978 - coordination in autonomous
decentralized systems
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SIEI N IENDESIg Philosephy. oi the lnternet Protocols. “The top level
gorJJ of Enle J‘ RPA Internet Architecture was to develop an effective
tecnnicjue U the multiplexed utilization of existing interconnected
SO, .. the top level assumption was that the top layer of
]ntercorm_w fon would be provided by a layer of Internet packet
SIIEITES) | /hichiwere called gateways”

C ]r]r}’:-': P.,ed Pogran, An Introduction to Local Area Networks. “The
“”_EL".J:IEP' ation of a technologlcal Innovation often occurs in two stages. .
= lr.sﬁfage the innovation is exploited to perform better the same
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~ tasks. that were already being performed.... second stage, new
~ applications are discovered, which could not reasonably be performed
or even foreseen prior to the innovation..

The greatest impact ... will come with...systems that integrate the idea
of distribution and communication at a fundamental level.....

The impact...on the decentralization of computing is sociological as
well as technological. ... decentralized computing greatly increases
autonomy...






ScllZElfidentied non-intuitive structure o) f
SOrf)e 5/5"- design principles, named the
genEteorend argument” - | and Clark had been
MEF s *fﬁ part|C|pants in the DARPA protocol
anch _ﬂ@_._ct_u re team
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' ;Wh'at NOT to design into the “core” of a
- system?

Insight: that resisting function inclusion was
often the correct design choice.
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[r) el J/Ju:rr JREueinRe e shaned.
sEIImLnications subsystem C,

AVoor fiinction F mlght be specmed to be
lmg emented either in C, or in the
—en pomts using S, or both.

— = can only be completely and correctly

= /mplemented at the endpoints.
Therefore providing F in C Is not
possible. (an incomplete F' in C may be
useful for optimization).
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F: Sadtjgel essage
IDETIN Ve only B
Celf) sm ‘contents

UJJan. ernet complete and
= ;J;cxr aCt SMD can only be
§ured bv end-to-end

e g;&ptlo

- Therefore providing F in C is
not possible. (an incomplete F'
In C may be useful for
optimization).
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YWelzhe IS thm‘g calleg ﬁ,
OFEnd argumentation?
SIESSRoI angUments against low Ievel
ey implementation
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_ls |t an argument for?
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When does it apply?

What's an “endpoint”?
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r{el r]O]r‘ aelivery
*suppressmn

In Of‘f]wf dellvery

= AUth ntlcat|on/Accountab|I|ty

Eputatlon maintenence
Fault tolerance
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Traffle nanage MENn
(“rlormr/ ‘servatlon
VillEcast routing
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Hdr"b-‘f -ﬁ*agmentatmn and reassembly
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PRESHIt cloud computing prowde a
SOUNLEN: example?
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= Ag@f zon EC2/S3 is not “in the
munlcatlons system” - it's an end
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- functions are not services or
applications, and “in the net” is not
geographical or topological.



Whet necessarlly in/o ther
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HORIEN oI the mode .jurlsd/ct/on.

DOES ]r’“ ake sense to provide a

'rlmrr on where a user says - “my traffic
=shoul d/should not traverse jurisdiction
—":5’ = rJ(FlnIand vs. Sweden)
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How do we deal with UAE requirement
to make Blackberry Messaging
tappable?



7] Fifate ght, term functi :‘..
Edfto confusion

Fipehion =="quality, property, attripute

gellecy. o Composition: quality of whole
== gUality of part
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Expansive property (liquid) vs.

Emergent property (inexpensive)
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AYIREXHIOrtation to be careful n deflnlng
funlctiogss properly

SETC onest about what function F is.

@ Jd confusing technique w/function

= Fr(should we provide T “in the net”? =
- What function does T provide.)
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L9&e 5 ,ubllshed called “core Internet principle”

1 99/ ”' tive Networking and the End-to-end ..”

U,) senberg “Rise of the Stupid Network”

as5entee

=0 ﬁLESSIg TNR: “...intelligence should lie in the
= -p]o|Tcat|ons or "ends.” This design principle has a

~consequence: It embeds a type of neutrality. Because the
“ network is "simple," it is not in a position to discriminate against
new applications or new content.”

2000 Lessig Conference on Policy implications of
E2EA



Late bi ﬂlﬂgE. J-‘-’

e e55|g PO |cy conference:

[t's 2 lige :_easonlng that simply says that: in the lower layers
i) our sy.s'_'fé yOU are going to be supporting [uses] that you
sennpiEpredict at a higher level. And therefore, you should be

very Cor servatlve about embedding function in the lower layers
é’;} ol s_e if'you embed a function down there, everybody up

-

= hefe above you has to live with it and has to work with it.

==

’And if you get it just a little bit wrong, then it’s not going to
work well for at least some applications up above. And
therefore, you should — in the interest of being conservative, in
the interest of allowing future iteration, you should push
function up. You should keep the bottom layers as general and
straightforward as possible.
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| Longs HIVEed designs must-handle uncertainty
WIER] felefe rds to requirements and challenges.

In) flgreinle ial theory, Real Options give a
OrdCL\ s\ Wway of thinking about the economic
==Valte ofi options in a design.

’(ﬁérk & Baldwin: Design Rules, HBS Press)

In the Internet design we used the hourglass
model and end-to-end arguments to
Instantiate options



S rfecognizing uncertainty about
e Ilcatlons function needs

J,f

_.'-"-
,ar

-

' generallty Options recognlzmg

_The Big Bet: Good surprises can be
Incorporated, bad ones mitigated
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Well explored territory
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IIEENC -to end rules are too austere,
roj);e re too idealistic!

';‘ eend to-end rules block innovation!

'The end-to-end rules are obsolete!
"~ End-to-end is a cult!
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J]r o reaturlsm - seIIers need
to tempt buyers to buy new
d flexibility/performance not

«Grly understood problems invite

,hyperbollc claims (DNSSEC makes
Internet completely safe; “Firewalls”
make systems “secure”, SPl moreso)
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1r1 Robustness Safety require
rJO lng or modifying end-to-end
rlrju Ents (Zittrain, others)

,.E‘G Gy requirements are not compatible
—= jith the end-to-end argument (Clark,
-Blumenthal)

The Internet Design Principles are/at
near some limit (clean slate, GENI/FIND)
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@in: The Futtre of thes S
'._t;andj%w to Stop It

Ve architecture of the Internet IS necessarily

he Internet puts the users in control of their

and therefiore in control of the network as a

== free to cause harm....amplified by generativity itself”

ECt Enforcement: “technologies that lock down

= _=user systems so that the users cannot control anything about
~ them, save trivial aspects of their functioning”

Cloud/SaaS: freedom to lose independence

Pr. ivacy 2.0: “the challenges to personal and social

privacy arising from pervasive real-time sensing, data capture,
permanent logging, inference, and dissemination.”
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Wizl a_.c-" tEraln®s concerns:
(“on"rrol'f: edges means Insecurity
(“Iougk éaS leads to dependency risk
ke F'F?“ down edges incents function “in

Loss of privacy is inherent in E2ZEA



ROJIGY. rEquirements m
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2emple:; CALEA-like rules, spam
olom"m

“|praig net design embodies [pick your
__rrw .,|] values” (ACLU, Libertarian,

—American, anti-capitalist) and must
ghange

Is E2EA a policy or political principle,
disguised as technical argumentation?
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\urmor“ oI EZEA ane systems architects
WERE or |t|caIIy diverse

__d__re principles relating to function
ement, not function choice

_ §’Worth struggling with whether

foﬁCtIOH can be completely and
correctly defined without understanding
the system S or function F.
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Wr TI unction does CALEA,
SPEIm blocking implem ment?

Slgiiineal activity detection, evidence
Jec ]rrwrf g (fiorensics) vs. listening to
gHoneE calls; crime reductlon/mltlgatlon
V/S. ¢ ‘ata gathering; iImposing unwanted
*':._f;“é keting on users vs. blocking ports.
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Does E2EA inhibit policies or
mechanisms?

Sometimes - it may shine new light...
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FpEtions involving threes
PElES and PEyon

e S

NEREDISCretionary Control FUnctions
AUE cl uthorlty?
D‘srl ted authority?
#@etlng authorities?
\;

‘f‘{éle autonomous subdomains
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We need extensions to the “logic” in which
we can express these functions (properties)!
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IWERcoUIalstart again, would we design
2l clliffer e t architecture?

\/\/rm_z 1nC|pIes would we use?

- St

—-1-.-. T

: __' - _..--r- -_—'-'\-
=

_:re > their reasons to put many functions
~into C, the communications subsystem?

- —

iiesclean slatea rgumﬁa-?"
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WENIOW Inderstand how to define
TIJHCEJO! needed fior most or all
r]OOllfs jons and it can be solved for all
ECSES), entlrely in C.

:'i? ~J<how an extensive property of the
'-,_ejlements of C that comes “for free”,
that may meet future needs.

We are willing to “settle” for good
approximations to F, despite flaws.



SIBEING thoughts e

I, systematic reasoning

|ther gospel nor prime directive, but a
n to reason 0)Y

%__i_;' _'Argumentatlon has strong foundation
__*'vffE Approach helps manage uncertainties
— The primary issue with E2EA and its feature:
- - We are confused when defining function

- We confuse technigues, mechanisms,
features, and capabilities with functions
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