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TRANSFORMING DATA TO KNOWLEDGE

 CRM data » System logs
 ERP data * Events
* IT Measurements

* Forums

* Incidents
» Wikis

Documentations
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» User links
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EXAMPLE: DEBUGGING PROBLEM USING

B¥] Log Explorer ) Yoda Event Log Knowledge - Mozilla Firefox
— Fle Edit View History Bookmarks Tools Help

- C @& () http:/focalhost: _id=024

(2] Most visited 4 Getting Started (51 Latest Headines (5. ] TechCrunch (5. Dibert Daily Strip

amdocs management team

|] Yoda Event Log Knowledge -

\‘ | ¥ Yoda Event Log Knowledge

Search results for log: " Failed processing http request: report_ss_samples: Failed to acquire lock for publishing sample"”

IT Resource Center forums - BAC not collecting data

http:/forums] Litre by dothrea

Message 10

,,P,M“m oo £ e e 03/15/2009 02:27 “Failed processing http request:
+ Concti report_ss_samples, from remoteHost :3.49.40.25 : Failed to acquire

© 1T Resource Center (Forums) O Allof

It Resource CenterForums > sotae g svsemoon - ssnems namm ol |OCK fOI pu b|ishing sample at....”

[ BAC not collecting data
Get Info
IT Resource Center
»Login s Sgtlock &I bgt-00 -

» Register

» My profile m Subject: BAC not collecting data

» Search knowledge bissda May 19, 2009 00:09:50 GMT

» Forums I have a problem with my BAC installation not displaying data from BPMs or

» Patch database Sitescope. All monitors are appearing grey in the top view.

» Download drivers
software and firmware I have checked EUM and all profiles are running.

» Warranty check

» Support Case Manager WDE is listed in System health as being down, and checking http://<BAC_GW>

» Software Update Jextimod_mdrv_wrap.diltype=test results in a HTTP staus 400 - The request
Manager sent by the client was syntactically incorrect ().

» Training and Education

» More maintenance and As WDE seems to be the problem here, how do | kick it back up again?
support options

Message Information

Nessage

Nessage

Host:

Applicatio

Log type: Sort Answers By: Date or Points
andekar May 19, 2009 00:17:58 GMT 1pts

Note: If you are the author of this question and wish to assign points to any of the answers, please
login first For more information on assigning points ,click here

» Online help

» Site map

Failed processing
com mercury.am | Member icons Did you try restarting the BAC services? java431) at
com mercury.am. e Serviet java:S5) at
javax.serviethttp. [ HP moderator

—_— * Expertin this area bissda May 19,2009 00:24:01 GMT  N/A: Question Author

Member status

yes, on both the Gateway and Data Processor, for good measure.




TRANSFORMING EVENTS TO KNOWLEDGE

Disk replacement - This thread has been closed

Forums
Incidents
Wikis

Documentations
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COMPOSER /SEARCHER

* Creates
set of * Collects
queries search
results

“EJB spec violation Bean Section 7.10.2 Warning A Session bean must implement directly”

EJB spec violation Bean Section 7.10.2 Warning A Session bean must implement directl
EJB spec violation Bean Section Warning A Session bean must implement directl
EJB spec violation Bean Section Warning Session bean must implement directly

VL -

EJB spec violation Bean Section Warning Session bean must implement
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SOURCE RANKING

— To rank any source, s, we must solve the following set of
equations to obtain the ranking u
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SOURCE RANKING

Question: Which sources of documents (e.g., domains in www)
are most relevant to the system I'm working on?

Method:

*Creates set . )
of querie gggfc‘ﬁs « Extract « DomainScore

results domain += 1/rank

“EJB spec violation Bean Section 7.10.2 War
bean must implement directly”

*Repeat above for each event
Rank sources based on DomainScore




SOURCE RANKING: EXAMPLE RESULTS

Networked printer logs
Multiple office HP laserjets. Logs collected from Microsoft event log.

Rank Domain Domain Score
hp.com 59.36915
microsoft.com 51.9311

eggheadcafe.com

experts-exchange.com

forums.techarena.in

pcreview.co.uk

tech-archive.net

soft32.com
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QUALITY OF INFORMATION

— A measure of how fit the information is for a purpose

— Research Challenges:
- Identifying important measures

- Providing mechanisms to quantify and predict them




QUALITY OF INFORMATION FOR FORUMS

— Extract generic quality related measures for forums and incidents:
- Ranking of users

- Number of replies
- Duration

Challenge: Automatic methods for extraction from any forum type.

— Infer quality measures:
- Was the question answered?

- Which post(s) are answers / which are not
- Difficulty of solution

Challenges:
- How to infer them? Can they be learned from other QOIl measures?




PROCESS: INFER "ANSWERED/NOT ANSWEREI

« Collect forum threads
= .4lgzleit « Extract and compute generic

« Obtain labeled examples
* Train classifiers

« Use classifiers to label any forum
thread




EXTRACT

— Java utility to
download user forums
and screen-scrape
content elements

— Analyze and aggregate
structured and

unstructured features

) developerWorks : AIX and UNIX : AIX Forur “an not remove static route from AIX 5.3
Edit Vi istory Bookmarks Tools Help
@ - c & (@ nttpy/wwnwi

2| Most Visited |_| Getting Started

Morilla Firefox

Bitstart=
Latest Headlines J] Jeffrey Goldberg

[ developerWorks : AIX and UNIX C 10 Female Comedians Who AreAl.. % | | Michael ). Totten

Home  Solutions -  Services - Products

RIX&nd UNIX ms - A

Can not remove static route from AIX 5.3 &3

Tags for this thread: Be the ficst to tag..

Support & downloads + My IBM ~

®T

Search fq

2, This question is not answered.

cThresd wd

" Replies: 12 - Pages: 1 - Last Post: Sep 18, 2009 AM Lact Post By: hrkama

Aifkama Can not remove static route from AIX 5.3

{__Posted: Sep 15, 2009 05:55:34 AM
Posts: 7 -

Registered: Sep 15,
{2009 05:54:44 AM Dear all,
17Try to remove a statie Uittty but recieve this error:

Method errof (/usr/lib/methods/chginet):

0514-009 Cannot delete an object from the device

configuration database.

03#1-216 chginet: Cannot delete route (net,192.168.30.108,152.168.30.1) from CuAt.

/My routing table looks like this (the route I want to remove is marked red):

biete 11:40:48 root:/u01# netstat -rn
Routing tables
Destination Gateway Flags Refs Use If Exp Groups

Route Tree for Protocol Family 2 (Internet):

default 10.180.1.1 UG 102 35179371 en2 - -

10.180.0.0 10.180.1.81 UHSb 0 0 en2 - - =>

10.180/21 10.180.1.81 U 131 321332068 en2 - -
10.180.1.81 127.0.0.1 UGHS =1 +4 37863480 100 - -
10.180.7.255 10.180.1.81 UHSb 0 5 en2 -

.30.. =+ 5159672310 en3 - -
162.168.30.0 192.168.30.121 UHSb 0 0 en3 - - =>
{192.168.30/24 192.168.30.121 U 2 272 en3 - -
192.168.30.101/32 192.168.30.1 UGS 0 54 en3 - -
192.168.30.121 127.0.0.1 UGHS 0 145 Io0 - -
1921168.30.255 192.168.30.121 UHSb 0 5 en3 - -

The command with smitty looks like this:
Destination TYPE host.

& Next  Previous & Highlightall [] Match cese (L% Reached end of page, continued from top

Allof dW

bank of america swift code

Countrylregion [ select]

-]

Search

&) developeWorks : AL | [ Inbox- Microsoft O... | B TextAnalysisreb20l... | L Java - Featurebxtract.. i tetMining B TnformaticsFeb201...

B Text Mining02.pptx

) developerWorks. |

Welcome, Guest

o

(*]

Popular forum tags |
My forum tags

enterprise error exp:

-

for forum

en green_it g

htmi ibM in informix

ava linux

nager m

portal portiet question

am rational

e

/
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PROCESS: INFER "ANSWERED/NOT ANSWEREI

« Collect forum threads
= .4lgzleit « Extract and compute generic

« Obtain labeled examples
* Train classifiers

Challenge: Label Noise

Users are responsible to change question from “not
answered” to “answered”

October 14, 10




LABEL NOISE — EXAMPLE

Countrylregion [ select]

Allof dW.

Home  Solutions v  Services~  Products v  Support& downloads v My IBM -

Using Log4j in WebSphere v6.1 &3

Tags for this thread: Be the first to tag.

This question is not answered.

Using Log4j in WebSphere v6.1
Posted: Sep 22, 2008 12:51:21 PM
Posts: 6

Registered: Jul 26, 2004 W 2
Registered: ] Anyone here can help me on using Log4] in Websphere

1 use RAD7 (run time environment WebSphere v6.1) to develop a Enterprice Application myProject. myProject includes a web project myWeb, an EJB project myEJB. I also created a java project commons-logging
that imported commons-logging-1.1.1.jar and common-logging.properties file.

| this is my lnnnina_nronarties contant:

Re: Using Log4j in WebSphere v6.1

Posted: Sep 24, 2008 04:31:22 PM 4 in response to:
Posts: 6
Registered: Jul 26, 2004 .
04:40:57 PM BSeemtach,

Thank you very much. That works well.

Thanks again.

Permission:

getClassLoader : Access denied (i ermission getClassLoader)

Code:

org.apache.logdj.helpers.Loader in {file:/C:/Documents and . 1.2.15.jar}

Stack Trace:

java.security.AccessControlException: Access denied (java.lang.RuntimePermission getClassLoader)




LABEL NOISE : THE PROBLEM

— Random label noise — does not occur around any class
boundary

X —Class 1 O —Class 2 QD
/




SOLUTION: ENSEMBLE METHOD*

— Train N Classifiers with all training data

—> Classifier 1

—> Classifier 2

Training
data

—> Classifier N

*Brodley ET AL, journal of Artificial Intelligence research 1999 @




SOLUTION: ENSEMBLE METHOD

— Classify each sample with each classifier

—> Classifier 1

—> Classifier 2

Training
Sample

—> Classifier N ——

V' —

>

Add
sample to

new
training
e data

Majority
vote =
Given
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no Discard
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SOLUTION 1: ENSEMBLE METHOD

— Train Classifier(s) with new training data

—> Classifier 1

—> Classifier 2

New
training
data

—> Classifier N



SOLUTION: ENSEMBLE METHOD + FLIP

— Classify each sample with each classifier

—> Classifier 1

—> Classifier 2

Training
Sample

—> Classifier N ——

Add
sample to

new
training
yes ~

Majority
vote =
Given
label ?

ol

-

U

Randomly flip label

based on classifier

certainty, discard if
not flipped

\

g




SOLUTION: ENSEMBLE METHOD + FLIP

— Train Classifier(s) with new training data

—> Classifier 1

—> Classifier 2

New
training
data

—> Classifier N




NOISY LABELS: ACCURACY RESULTS

No Noise Filter (.78 0.75 0.73 0.69 0.65

Ensemble filter (.78 0.77 0.75 0.72 0.69

Ensemble fip (.78 0.77 0.75 0.73 0.70

filter

*Results on UCI machine learning repository data

7



PROCESS: INFER "ANSWERED/NOT ANSWEREI

« Collect forum threads
= .4lgzleit « Extract and compute generic

« Obtain labeled examples
* Train classifiers

Challenge: Transferability

Can a classifier trained on Forum A be used to classify
threads on Forum B?

October 14, 10




TRANSFERABILITY EXPERIMENT

* Collected 5500 Oracle forum threads,
Extract 1300 IBM forum threads

» Extracted 10 features

 Training on threads from one domain,
testing on the other

Oracle 90% 85%
IBM 79% 97%

October 14, 10
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ASSOCIATED RELEVANCY

—Compute Levenshtein Distance between event and
document

—Regular search engine may not have found the
event but rather a collection of the words in the
search string which are not related to each other

7




PARIS SAMPLE RESULTS: HP ITRC FORUM
Multifunction printers Databases

PToguct, e table, sql,
print, s connect,
scan, G f|e|d,
orinter, name,
multifunct,

fax,
copier

NNM

EER

(113 avepaole

nnm, agent,

insight, mgmt, out, remot, pack,
network, node, light, consol, pro, reset, dl,
event, ov, trap, 380, liant, proliant, ilo,

monitor, alert, firmwar, lightsout
snmp, sim

Proliant




KNOWLEDGE CREATION SYSTEM

Status & Summary

Ol AR,
Created a system that gathered and reranked pertinent

knowledge from the web to aid in troubleshooting and
understanding system events in logs.

*System slated for HP Software’s BSM products

*Future work: Continue to refine feature selection and QOI
measures

Cnowledge
Database
S—




