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Abstract

Exisiing enterprise information technobgy (IT) sys-
tems often inhibit businessflexibility, sometimes with
dire corsequencs. In this position papey | amgue that
operding sysem resarch shaild be meaured,among
other things, against our ablity to improve the speedat
which businesescan change. | descibe someof the
ways in which businesgsneel to change rapidly, spec-
ulate about why existing IT infrastructuresinhibit use-
ful change and suggest some relevantOSresercd prob-
lems.

1 Introduction

Busineseschange Theymeme;theysplit apart;they
reorganize. Theylaunchnew products andservces,re-
tire old ones,andmodify existing onesto med changs
in dermand or competiton or reguations. Agile busk
nessesaremore likely to thrive than businesseghat can-
not change quickly.

A businesscanlack agiity for manyreasors, but one
commonproblem (andonethat concernsusas computer
scienists) is the inflexibility of its IT sysems. “Every
businessdecision generatesan IT event' [1]; For ex-
ample, a dedsion to restrict a Web site with product
docurrengtion to customers with paidup warranties re-
quires a linkage betweenthat Web site andthe warranty
database.If theT infrastructure dealswith such“event-
s” slowly, the busines as a whole will respoml slowly;
worse, business-leel decisions will stal due to uncer-
tainty about IT consequence

What doesthis have to do with operathg system8
Suely thebulk of businesschangeproblemsmust bere-
sdved at or above the application level, but mary as-
pects of operding systemreseach are directly relevant
to the significant problems of business change. (I as-
sume a broad definition of “operating systeni research
thatenconpasseghe entire, distributed operating envir-
onment.)

Of course support for changeis just one of mary
problemsfacedby IT organizations(ITOs), but this pa-
per focusse on busines changebecause it seens un-
derappreciated by the sysems software researd com-
murty. We aremuch beter at prodems of perfamance
scde, reliability, availability, and(perhapsyecurity.

2 IT vs.businessflexibility

Inflexible IT systemsinhibit neessay business
changes. The failure to rapidly completean IT upgrade
can effectively destry the value of a major corporaton
(eg., [12]). Thereis speallation that the Sept. 11, 2001
attacksmight have been prevented if the FBI had had
moreflexible IT sysems[17, page77]. Evenwhen IT
inflexibility doesnat contribute to majordisasters, it fre-
guenty imposes costsof hundredsof milli onsof dollars
(eg., [13,14)).

The prablem is nat limited to for-profit businesss;
other large organizaions hawe similar linkagesbetwee
IT andther needsfor change. For exanple, the milit-
aryisamgor IT consumer with rapidy ewolving roles;
hosptals aresulject to new requirements (eg., HIPAA,
infection tracking); universties innovate with IT (e.g.,
MIT's OpenCourséNare); even chariies must ewlve
their IT (eg., for tracking requrementsimposel by the
USA PATRIOT Act). The commonfactor is alarge or-
ganiation thatthinks in terms of buying “enterprise IT”
systemandsevices, not just deskiopsand servers.

3 Why is application deployment soslow?

IT organizdions often spend considerably more
moneyon “software lifecycle” coss than on hardware
purchase. Thesecostsinclude software development,
testing, deployment, and maintenance. In 2004, 8.1% of
worldwide IT spending wentto sener andstoragehard-
ware combined, 20.7% went to packagedsoftware, but
41.6%went to “services; including 15.4% for “imple-
mentation” [15]. Even after purchasng padagedsoft-
ware,|T depamnentsspendons of money actually mak-
ing it work [12].

Teding and depbymentalso imposedirect hardware
costs;for example, rougHy athird of HP'sinternd serv-
ersare dedicatedto thesefunctions, and the fraction is
larger at some other companieq21]. These costs are
high beausethes functions take far too long. For
example,it can take anywhere from abouta monh to
almost hdf a year for an ITO to certify that a new
saver modelis accepible for use acrossa large cor
poration's data ceners. (This happensefore significant
applicaion-level testing!)

It would be useful to know why the processtakes
so long, but | hawe been unableto discover any care
ful categoization of the time spent (This itself would



be a good reseach project.) In informal corversaions,
| learnedthat a major cause of the prablemis the huge
range of operding sysem versiors that mustbe suppr-

ted; althowgh ITOstry to discouragehe useof obsolete
or modfied operating systemsthey must often suppott

appicationsnot yet certified to usethe mostup-+to-date,

vanilla releag. The large numbe of operating sysem

versimns multiplies the amount of testing requred.

Virtud machinetechnology can reduce the multiplic-
ation effect, sinceVMs imposeregularity above thevari-
abiity of hardware platforms. Oncea s& of operatimy
systems has been testedon top of a given VM release
andthat releasehasbeentestedon thedesired hardware
theITO canhave somefaith that any of thes operatimy
systems will probebly work on that hardware with that
VM layeredin between. However, this still leavesopen
the problem of multiple versionsof the VM software
andVMs arenat always desrable(e.g., for performane
reasons).

The long lead time for applcation deployment and
upgradescontibutes diredly to busines rigidity. A
few companies (e.g., Amazon,Yahoq Googk) are con-
sidered “agie” becausetheir IT systemsare unusualy
flexible, but most large organkations cannd seem to
sdve this prodem.

4 Where hasOSresarch gonewrong?

At this point, the reade mutters “But, but, but ... we
operding systemreseachersare all abou “flexibility!".”
Unfortunately it hasoften beenthe wrongkind of flex-
ibility.

To oversmplify a bit, the two major reseach initi-
atives to provide operathg sysem flexibility have been
microkernels(mix & makch savices outsidethe kernd)
andextensible operating systens (mix & mach savices
insice thekernel). Theseinitiatives focussedn increas-
ing the flexibility of system-lgel servicesawilable to
appications, andon flexibility of operathg systemim-
plemengtion. They did not really focus on increasing
appication-level flexibility (perhap$ecausewe have no
goodway to measurethat; seeSedion 6).

Outside of a few niche markets, neither microkernels
nor extensible operatng systemshawe beensuccessfu in
theenterprisel T marlet. Thekinds of flexibili ty offered
by either techndogy seensto createmore problemsthan
theysole:

e TheITO (or systemvendor)endsup with no idea
whatdaemonsor extensimstheuse systemsre ac-
tually running, which makes supprt much harder
It is hard to point the finger when something goes
wrong.

e TheITO hasno cleardefinition of what configura-
tionshawe been teged, andendsup with a combi-
atorial exgosion of testirg problems.(“ Safé exten-
siors are nat redly sde atthelevel of thewholeIT

sysem; theyjustawoid the obviousinterface viola-
tions. Bad interactionsthrough goodinterfacsare
not checked.)

e ThelTO hasmoredifficulty mantainng a consist-
ent execuion ervironmentfor applications, which
meansthatappication depbymentis even more dif-
ficult.

Onemightarguethat increaed flexibility for the operat-
ing system designercantoo easily lead to decreased flex-
ibility for the operding sysem use; it's easierto build
novel appli cationson bedrockthanon quicksand

In conrag, VM resard hasled to maket succes.
The term “virtual machine” is applied both to systems
that create novel abstrad exeaution environments(e.g.,
Jawa bytecodes)andthosetha expcse a slightly absract
view of a real hardware ervironment (e.g., VMware or
Xen [4]). The former modelis widely seen asencour
aging appli cation portability through the provision of a
standardied foundatbn; the latter model has primarily
been viewed by reseachersas suppating beter resource
allocation, availability, andmanageability. But the latter
modelcan also be usal to standardize execution ervir-
onmentyas exemplified by PlanetLab [5] or Xenoserv-
ers[7]); VMs doaid overall IT flexibility.

5 How could OSresarch help?

In this sedion | suggesta few of the many operating
systemresard prodems that might directly or indir-
edly improve sypportfor businresschange.

5.1 OSsupport for guaranteedsameness

If uncontrolled or unexpectedvariation in the operat-
ing ervironmentis the prodem, can we stampit out?
That is, withoutabolishing all future changesnd config-
uration options,canwe preventOS-level flexibility from
inhibiting busines-level flexibility?

Ore way to phrasethis problemis: canwe prove that
two operating environments are, in their aspectshat af-
fect appication correctness100.00@00% identical ?
Tha is, in situations where we do nat wantchange can
we formally prove that we hawe “samenes”?

Of course,l do nat mean tha operating systemsor
middeware should never be changedat all. Clealy,
we want to allow changesthat fix security holes or
other bugs, improvements to performance scalablity,
andother usdul changes that are irrelevantto the stabil-
ity of the appication. | will usethe term “operaionally
identical” to imply anotion of useful samenesghatis not
toorigid.

If we could prove thathostA isoperdiondly identcal
to host B, then we could have more confidene thatan
applicaion, oncetestedon host A, would run correcly
on host B. More generally A and B could each be
clusersratherthanindividual hosts.

Similarly, if we coud prove that 4, is operdionally



identcal to 4,4, ..., 4, , anapplication testedonly on Aq
mightbesafeto deploy on A4y, ..., 4,,.

It seens likely that this woud have to be a formal
proof, or elseanITO probably would nat trustit (and
would hawe to fall back on time-corsuming tradiional
testing methals). However, formd prod techrology
typically hasnot beenaccessibé to non-experts.Perhaps
by restricting anautomatedprod system to asuficiently
narrow domain, it could bemade accesible to typical IT
staff.

Onthe otherhand, if an automatedproof systemfails
to prove that A and B are identcal, that shoud reveal
a speific aspedt (albeit perhaponeof mary) in which
theydiffer. That could allow anITO eitherto resol/ethis
difference(e g., by adding another configuation itemto
aninstalbtion chedlist) or to declareit irrelevant for a
specific setof appli cations. The proof could then be red-
tempted with an updated “ stop list” of irrelevantfeatures.

It isvital thata sameness-pr@f mechanismcover the
enire operating ervironment, nat just the kernel’s API.
(Tedhniques for sameness-byconstructon might be an
alternatve to formal prod of sameness, but it is hard
to seehow this could be appled to entire ervironments
rather thanindividual operding systens.) Environmental
features can often affect application behavior (eg., the
presenceand configuation of LDAP savices, auhen-
tication services firewalls, etc. [24]). Howewer, this
raises the queston of how to define“the entire erviron-
ment” without including irrelevant details, suchasspe-
cific hostlP addreses andyetwithout excluding therel-
evantones, swch asthe corred CIDR configuraton.

Thetraditional IT practice of insising thatonly a few
corfiguration varians are allowed can ameliorate the
samaessproblem at time of initial application deploy-
ment. However, environmens cannd remain sttic; fre-
guent mandatory patchesare the norm. But it is hard
to ensure that every host has been properly patchal, es-
pecially since patchirg often affects availability andso
mustoften be donein phases.Faor this and similar reas-
ons, samenes can deteriorateover time, which suggests
thata sameness-prof medansmwoud haweto berein-
vokedat certainpaints.

Busines cusbmers are increaingly demandng that
system vendorspre-configure complex sysems, includ-
ing software instalbtion, before shipping them. This
can help establsh a baséine for sameness,but vendr
processessometines change during a product lifetime.
A sanenes-proof mechansm could ensurethat vencbr
processchangeslo not leadto ervironmental difference
thatwould affect applcation correctness.

5.2 Quantifying the valueof IT

A busines cannoteffectively manae an IT sysem
when it does nat know how much businessvalue that
system generatesMostbusinessgecan only estmatethis

value, for lack of any formal way to measureit. Simil-
arly, a businessthat cannotquantfy the value of its IT
systemamight not know whenit is in neal of IT-level
change.

ITOstypically have budgetssepaate from the profit-
and-bssacmountability of customeifacingdivisiors, and
thus have much clearer measuresof their costs than of
their bendits to the entire business An ITO is usually
driven by itslocd metrics (cost, uptime, number of help-
deskcdls handed perhaur). ITOs havwe a much harder
time meauiing what value its uses gain from specific
practicesand investments,and what costsare absorled
by its users.As aresult large organizationstendto lack
global rationality with respet to their IT investmaits.
This can lead to either excessive or inadequate cauion
in initiating busines changes(lIt is alsoa seaiousprob-
lem for accourtantsand investos, because* theinability
to accourt for IT value means [thatit is] notreflected on
the firm's [financial reports]”, often creating significant
distorionsin theserepors [23].)

Clealy, mostbusinessvalueis createdby apgications,
ratherthan by infrastructure andutilities suchasbackup
savices [23]. This sugyests that mostwork on value-
guanification mustbe applcation-spedfic; why shaild
we think operating sysem researd has anything to of-
fer?

Ore key issueis that acounting for value,and ege-
cially in ascibing that value to spedfic IT investmets,
can be quite difficult in the kinds of heaWly shaed and
multiplexedinfrastricturestha we have been sosuces-
ful atcreding. Tedhnologies suchastimesharng, replic-
ation, DHTSs, padet-swiched networks andvirtualized
CPUs,menory, and storagemakevalue-acrigion hard.

This suggests that the operatig environmentcould
track applicationdevel “service units’ (eg., requestgor
entre Webpages) alongwith statstics for respons¢ime
andresourceusage. Measrrementsfor each caegay of
savice unit (e.g.," caalog seach” or “shopping cart up-
date”) could thenbe repored, along with direct meas-
urements of QoS-related statistcs and of whatIT assés
were employed. The Resouce Contairers abstact [2]
providesasimilar feaure,but would have to beaugmen-
ted to includetrackinginformaion and to span distrib-
uted environments.Magpie [3] alsotakes somestepsin
this direction.

Accountng for value in multiplexed environmentsis
notan eay problem, andit might beimpossilbe to getac
curateanswes. We might belimited to quantifying only
certain aspets of IT value,or we might hawe to sette for
measurhg “ negatie value,” suchasthe opportunity cost
of unavailability or delay (An IT changethatreduce a
delaythat imposesa clea oppottunity cost hasa fairly
obviousvalue)



5.3 Pricing for sdtware licenses

Anothervalue-relatecproblem fadng ITOsis the cost
of softwarelicenses Licensefees for many major soft-
ware prodicts are basedon the numberof CPUsused,
or on total CPU capacity. It is now widely understod
that this simple model can discouragethe use of tech-
nologiesthatresearches consicr “obviously’ goad, in-
cluding multi-core and multi -threaledCPUs virtualized
hardware grid compuing [22], and capadgty-on-demand
infrastiucture. Until software vendors have a satsfad-
ory alternative, this “tax on technology innovation with
little return” [8] could distort ITO behavior, andinhibit a
“businesschange” directly relevantto our field (albeita
one-time change).

The soluton to the software pricing crisis (assumiry
that Open Source software cannot immediately fill all
the gaps)is to price basedon value to the busines that
buys the sottware; this providesthe right incentivesfor
both buyerandsdler. (Sdtware vendorsmight imposea
minimum price to protect themsedves agairst incompée-
entcustamers.)

Lots of softwareis already priced per-sed (e.g., Mi-
crosdt Office and many CAD todls) or perenployee
(e.g.,Swn's Java EnterprseSysteni18]), but thesemod-
elsdo notdirectly relatebusiressvalue to softwarecosts,
and might not extend to software for servce-oriented
compuing.

Supmse one could insead tradk the number of
appication-level service units successfuly deliveredto
usas within proscribed dday limits; then appication
feescould be chagedbasedon theseservice units rather
thanon crude proxies suchas CPU capadty. Also, soft
ware vendorswould hawe a direct incenive to improve
the efficiency of ther sotware, sincethatcould increa®
thenumberof billable servce units. Suchamodelwould
require negptiation over the price per billable service
unit, but by negdiating at this lewel, the softwarebuyer
would have amuch cleaer bass for negotation.

Preszimably, basing software fees on servce units
would require a secure andbr audtable mechansm for
reporting service units back to the software vendor. This
seans likely to require infrastructural suppott (or else
buyersmight be able to concal serviceunits from soft
ware vendors). SeeSedion 5.5 for more discussiam of
audtability.

One might also want a systemof trustedthird-party
brokers to handle the accounting, to prevent sdtware
vendas from learning too much, too soon aboutthe
businessstatistics of specific cusbmas. A broker coud
anmymize the percustomeraacourting, and perhaps
randomly time-shift it, to provide privacyaboutbusiress-
level detaik while maintaining horest chaging.

5.4 Name gspaces that don't hinder organiza-
tional change

Operating sysems and operating ervironments in-
clude lots of name spaces naming is key to much of
computersysemsdesign andinnovation! We namesys-
tem objects(files, directories, volumes, storage severs,
staage servicey, network enities (links, switches, in-
terfaces, hosts,autoromoussystemy, and abstact prin-
cipals(usersgroups,malboxes, mesagng savers).

What happens to these namespa@swhenan organiz-
ations combine or establish a new peering relatonshp?
Often these busines event lead to name spa& prob-
lems,either outright conflicts (e.g, two seners with the
sanehostrame)or moreabstrad corflicts (e g., different
desigrs for namre space hierardies). Fixing thesecon-
flicts is pairful, slow, errorprore, and expenstre. Alan
Karp hasarticulatedthe need to “designfor consistency
under merge” to awid theseconflicts[10].

And what hgppens to name spaceswhen an organiz-
ation is split (e.g., as in a divestiure)? Somenames
might hawe to be localizedto one partition or anather,
while other namesmight hawe to continueto resolve in
all patitions. One might imagine designing a naming
systemthat supprts “compktenessafter division” per-
hapsthrough ameango tagcertain names andswbspaes
as“clonable.

When systens reseachersdesign new nane spaes,
we cannot focusonly ontraditional metrics (speed,scale,
resiliency searrity, etc.);we must alsoconsder how the
designsupports changesn name-space scope.

5.5 Auditability for outsourcing

IT practice increasindy tends towards outsaircing
(distinct from *“offshoing”) of critical business func-
tions. Outsourcirg canincreasebusines flexibility, by
giving a businessimmediate access to expertise and
someimes by beter multiplexing of resourcs, but it
requres the businessto trust the outsourcing provider.
Outsourcing expases the distinction between security
and trust. Security is a technical problem with well-
definedspedfications, on which one can, in theory do
mahematical proofs. Trustis a social problem with
shifting, vague requrements;it depends significanty on
memory of pastexperiences.Justbe@useyou canprove
to yourselfthatyour systens areseare andreliable does
notmean that you can getyour customerdo entusttheir
dataandcritical operaions to you.

This is a variant of what ecwonomiss cdl the
“principal-agentprablem? In other sdtings,a principal
could establsh its trust in an agent using a third-party
audibr, who hassufficient access to the agents ervir-
onmentto check for evdenceof incorrect or improper
practices Theaudibr has expertisein this cheding pro-
cessthat the principa does nat, and also can invedigate
agents who serve multiple principalswithout fear of in-



formdion leakage.

Pevasive outsourcing might therefore benefitfrom in-
frastructural suppaet for auditing; i.e., the operatirg en-
vironment would support monitoring points to provide
“sufficient access” to third-party audtors. Given that
much outsoucing will be done at the level of opera-
ing systeminterfaces someof the audiing supportwil |
comefrom the operating system For example the sys-
tem might needto provide evidence to prove that prin-
cipal A cannd possilly see thefiles of principd B, and
alsotha this hasneer hgppened in the past.

6 Operating outside our comfort zone
Theprodems of enterprsecompuing, and egecially
of improving business-leel (ratherthanIT) metrics, is
far outside the comfart zone of mostoperding sysem
reseachers.Problemsinclude

e The applicatons are not the ones we useor write
ourselves;it is hardto do operatng systemreserch
using appli cationsonedoes not understand.

¢ Most of theseappicationsarenot OpenSource; re-
sarches cannotafford them,andsomevendorsban
unauhorizedbendmarking.

e The appications can be hardto instal. A typical
SAPinstallation might involve millionsof dollars of
consutantfeesover months or evenyeasto custom-
izeit [11].

e We do not have a good descrigtion of “real work-
loads” for theseappications.

In addtion, many of the prodems inhibiting busiress
changeare cultural, not technicd. Thatdoes nat mean
thatwe areexcusedfrom addressinghe techrical chd-
lenges but this is an engneging sdence, soour results
needto regect the culture in which they would be usel.
That meansthat computersciencereseachers need to
learnaboutthatculture, not justcomplainaboutit.

6.1 What about metrics?

Pehaps the biggestproblem is thatwe lack quanified
metrics for thingslike “businessflexibility.” (Low-level
flexibility metrics, suchas“time to add a new device
driverto the kernd,” are not the right concept) Lacking
themetrics, we cannotcreae benchmarksor evaluateour
idess.

Rob Pike hasamguedthat“In a misguded atempt to
seem scienific, theréstoo muchmeauremet: perform-
anceminutiae andbadcharts.... Sysemsreseach can-
not be just sciene; there mustbe engneeing, desgn,
andart.” [20]. But we must measure because otherwise
we cannotedablish the value of IT systemsand pro-
ceseshowever, we shoutl nat meaurethewrongthings
(“perfamance minutia€’) simply becausethosearethe
easestfor usto measire.

Metrics for evaluating how well IT systemssuppott
businesschange will nat be assimple as, for example,

measurhg Web sever transa&tion rates, for at leag two

ressors. First,be@usesuchevaluatbnscannotbe separ-

atedfrom conext sucessfulchange inevitably depends

on people and their culture, aswell as on IT. Seond,

beausebusines change evenss, while frequent enough
to be problemdic, are much rarer and less repedable

than almost arything else compuer scientsts measure.
We will have to learn from other fields, suchas human

factors reserch andeconanics, waysto evaluatehow IT

systemgnterac¢ with large organizdions.

| will speculaten afew possble metiics:

e For sdtware deployment: It might be tempting to
simply measurethetime it takesto depby anapplic-
ation onceit hasbeen tested.However, suc timing
often depend$oo muchon uncontrollable variables,
suchas compéing demands on staff time. A more
repeatablenetric would be thenumberof new prob-
lems found in the processof moving a “working”
appication from ated ervironmentto a producton
ervironment. The use of bug ratesasa metric was
propcsed in a similar conext by Doug Clark [6],
who pointed out that what matersis not reducing
the total number of bug repots, but finding them as
som as possble, andbefore a prodict ships to cus-
tomes.

Nagarga et al. reported on smal-scde measue-
mentsof how frequenly operators mademistakesn
reconfiguing Internetapplications[16]. They de-
scribed atechnique to detect mary sucherrois auto-
matically, using parallel exeaution of theold system
andthe new system comparig theresuls, with the
new systemisolated to prevent ary errois from be-
comirg visible. Their appoach might be generaliz-
abke to testing for ervironmental sameness.

Onemight also crucely measurea systems sup-
port for deploymentof updatedapplicationsby sub-
jectinganappication toincreasingly drastic changes
until somehing breks. For example, perhgps
the operating ervironment can suppaet arbitrary in-
creasesin the number of server instancesfor an ap-
plication, but not in the numberof geogaphically
separged sites

e For quantifying IT value: Supmsethatan enter-
prise'sIT systemgeneated estimaes of theirvalue.
Onre way to testthes edimateswould beto compare
their sumto the engerprise's reported revenue, but
this probabl/ would not work: revenie repats are
tooinfrequentand too arbitrary, and it would requre
nearly completevalue-esimation coverageover all
IT systems.Instead, onemight be ableto find cor
relations betwea the IT-value edimatesfrom dis-
tinct sysemsand the short-term per-productrevenue
metrics maineinedby mary businesses.If the cor
relations canbeusedfor predction (e g., theypersist



after a systemimprovemeant) thentheywoud valid-
ate thelT-valueestimates.
In the end, many important aspeds of IT flexibility will
newver be reduced to simple, repeaatabe merics. We
should not let this be@mean excuseto give up entirely
on the problem of horest measurenent

7 Grand Challenge... or hopelesause

Section 6 describes somedauning prodems. How
canwe possilly do resard in this space? | think the
answeris “becausewe must’ Support for CS reseach,
both from governmentandindustry, is declining [9, 19].
If operating sysem reseach cannd hep solwe critical
businesgroblems,our field will shrink.

Thesituaion is notdire. Many reseachersareindeed
addessirg business-leel problems. (Spae prohibits a
lengthy desciption of suchwork, andit would be unfair
to pick out just a few.) But | think we mustdo better
at defining the problemsto sdve, and at recognizing the
value of their soluion.
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Notes

1] think RogerNeadhamsaidthat (moreeloquently),
but I haven't beenable to tradk dovn aquae.



