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Triggers…

















HHS Task Force

FDA Guidance DOJ Work 
Group DOD Strategy EU Guidance

DOC/NTIA 
Guidance

Presidential 
Commission 

Report

FTC Guidelines DOT Principles NHTSA 
Guidance

DHS Guidance

Government	has	noticed	in	the	last	18	months…







CC : From: http://www.flickr.com/photos/maiabee/2760312781/
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Hajime







If	you	can’t	afford	to	protect it
then	

you	can’t	afford	to	connect it



With	great	connectivity
comes	great	responsibility









cybermedsummit.com
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ENTER	VIDEOS	HERE?



A	cyber	healthcare	crisis	is	unfolding	in	Phoenix,	
with	severe	implications	on	patient	care,	industry,	
government,	and	citizens’	trust	extending	far	
beyond	any	single	hospital’s	borders.	How	do	
government	entities,	the	private	sector,	and	
others	respond	to	this	escalating	situation?	



Preliminary	analysis	shows	multiple	capabilities:
Known	default	passwords	for	Imaging	devices,	
building	automation,	etc.
Spread	through	MS19-104	(Remote	Code	Exploit	
in	IP	Stack)
Disables	remote	administration	capabilities
Patches	MS19-104	and	changes	default	passwords



20:45,	3	July	- Extortionware
$300,000	in	BTC,	at	00:00	4	July

Affected	systems
Building	(A/C,	elevators)
Workstations
EMR
Imaging
Potentially	others



13:22,	Multiple	bombs	at	Arizona	Dback game	
Extortionware at	all	Level	1	Trauma	Centers
$1,000,000	in	BTC,	at	15:00	5	July

Affected	systems
Building	(A/C,	elevators)
Workstations
EMR
Imaging
EMS/9-1-1





Through	our	over	dependence	on	
undependable	IT,	we	have	created	the	
conditions	such	that	the	actions	any	

single	outlier can	have	a	profound	and	
asymmetric	impact	on	human	life,	
economic,	and	national	security.



Triggers…



Uncomfortable Truths Require 
Uncomfortable Response
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