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Assumption #1







"We're coming 
to get you … 
one by one"



"We're coming 
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one by one"







It looks like 
you're trying 
to send a 
voice message



Remember 
Push to talk?
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The police 
are coming!
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A UI change won’t stop 
government repression.





The Tech CommandmentsAssumption #3



The Tech Commandments

Police checkpoint, 
al-qadam village





"We emphasize the need to … not 
publish information harming the 
homeland, the ministry, and the 
schools.  All legal procedures 
will be taken against violators."



lt. Hayat Abdel Majid

We'll prosecute 
Whatsapp 

group admins



Countermeasures?



Countermeasures?

"Phone number 
privacy"



Countermeasures?

"Phone number 
privacy"
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Countermeasures?

"Phone number 
privacy"



Your phone number is your 
username:



Your phone number is your 
username:

Your browser is your 
username:



Assumption #4



No one here cares about 
security.















“Security” as shorthand for 
“whatever is most important 

to you online”





So What do we do?



Don’t try to tech yourself 
out of a problem you didn’t 
tech yourself into...



...but don’t make it 
someone else’s problem 
either.



Be broad



Meet users where they’re at



Thank you!






