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What is an IMSI-catcher?







Terminology

● Base station

● GSM (2G)

● LTE (4G)

● 5G



The original (GSM) IMSI-catcher



General attack types (from research)

    Communication interception/
    Eavesdropping (GSM)      Location tracking

Service denial  Downgrading



Same root cause:

Pre-authentication messages 
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What about digital certificates?

- Backwards compatibility
- Radio packet size issues

- Where to put certs?
- Roaming is hella difficult
- Revocation challenges
- Replay attacks



What about digital certificates?
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Challenges in cell network security research

- Closed source implementations
- $$$
- Legal issues
- Sprawling specs
- Huge variance across carriers



Cell network security research historically
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Conclusion + next steps
Conclusion:

- Pre-auth messages are what enable IMSI-catchers & more

Next steps:

- Making research accessible
- More authentication research
- More open source tools
- More press & pressuring carriers



Questions?


