Breaking Trust -—=hs

Shades of Crisis Across an
Insecure Software Supply Chain



139 incidents collected since October 2019 from publicly available information

Software Supply Chain Attack (SSCA): Occurs when attackers access and edit
software somewhere in the complex software development supply chain to
compromise a target down the chain by inserting their own malicious code.

Methods

- Software Supply Chain Vulnerability (SSCV): Any software vulnerability that
& Deﬂ Nnitions could be employed in a supply chain attack if exploited.

Code Location/Owner: Vendor or OSS repository associated with the codebase.

Downstream Target: The end-target of the attack.

Affected Codebase: Categories describing the codebase, product,
or service modified by attackers or subject to disclosure
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For more information, visit: https://www.atlanticcouncil.org/breaking-trust
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Trends
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therr@atlanticcouncil.org

For more on this project visit: https://www.atlanticcouncil.org/breaking-trust/
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The infection starts with a
malicious development kit (SDK)
named RXDrioder, masquerading
as an ad kit developers could use
to help overlay ads in their
applications.
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The infection spreads —

via the malicious SDK used by
specific app developers —to 206
Android applications during the
implementation phase of
development. The malicious code
remains hidden during this phase.
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Each compromised app goes
through iterative testing by its
developer. The malicious code —

in RXDrioder's codebase — remains
undetected.




DEVELOPMENT
PROCESS

SYSTEM DESIGN
/:\

KEY

S

COMPROMISED
SDKS

<] ]}
<] ]

DEVELOPMENT
MALWARE
INSERTED

3 SUPPLY CHAIN
VULNERABILITIES

* Certificate theft

» Credential theft

* Flawed cryptography

» Default hardcoded password

* Firmware editing
» Code injection

COMPROMISED SOFTWARE

n TYPICALLY BENIGN ﬁ

m ATTACK VECTORS

B MALWARE H

IMPLEMENTATION

ATTACK VECTOR

6
X]x]x]x]x]x

ACOUNT ACCESS

- )

REPOSITORIES

, 22

[x]x]x]x]x]

RRRRAR

BBBB ATTACK

I VECTOR
zilistADREENCIES mmmg
EMBEDDED mmmm

TYPOSQUATTING

|

ITERATIVE TESTING

&

DEPLOYMENT

20 ATTACKER-MADE

SOFTWARE

APP STORES
RRRRA
RRRRA
RRRRA
RRRRA

x]x]x]

USER DOWNLOAD

—

MALWARE
EMBEDDED

\\

UPDATES AND
MAINTENANCE

3 HIJACKED
UPDATES

ATTACK VECTORS

m Presignature Insertion 1

B B B B B B B B B B B B Stolen Certificates 12
BBBBBBBBBAcwunt Access 9

B B Flawed Cryptography 2

B BB Self or Unsigned 5

The compromised app passes
through iterative testing and is
ready for deployment. The
finished product moves from the
individual app developers to teams
at app stores such as Google Play
or 9Apps for review.
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