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The following content includes static images of terrorism that some may find distressing.

Viewer discretion is advised.
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Nuclear inspectors prevent material from being diverted to weapons purposes.
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The Treaty on the Non-Proliferation of Nuclear Weapons
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Radiation Spectra

keV: kiloelectronvolts
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MPC isn't yet used in safeguards today, due in part to:

Technical requirements
Viable MPC is a relatively new development.

Risk-averse inspectorate
Technologies must be rigorously proven, limiting reliance on the cutting edge.

Limited pool of expertise
Primary focus is on nuclear technology, so overlap with
advanced cryptography is thin.
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Digital logic circuits can evaluate any computable function.
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Existing Frameworks

 

 

(and more...)
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CypherCircuit
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CypherCircuit
Circuits can be built and evaluated in just a few lines of code.

Facility Inspector

# Build a circuit 
circuit = CircuitBoard() 
A, B = Wire(circuit), Wire(circuit) 
OneBitComparator(A, B) 
 
# Run the protocol as the circuit generator 
with Generator(circuit, evaluator_address) as facility: 
 vector = '1-' 
 facility.evaluate_protocol(vector)

# Run the protocol as the circuit evaluator 
with Evaluator(circuit, generator_address) as inspector: 
 vector = '-0' 
 inspector.evaluate_protocol(vector)

34



CypherCircuit
Circuits can be explored and analyzed on the fly.

>>> wire0.value 
>>> wire1.value 
False 
 
>>> wire2.value 
True 
 
>>> and_gate = And(wire1, wire2) 
>>> and_gate.output_wire.value 
False 
 
>>> and_gate.truthtable 
W0001  W0002  |  W0003 
—————————————————————— 
  0      0    |    0 
  0      1    |    0 
  1      0    |    0 
  1      1    |    1

>>> and_gate.label() 
>>> and_gate.labeltable() 
 W0001    W0002   |   W0003 
———————————————————————————— 
70850a…  b54f72…  |  e785bd… 
70850a…  d430d6…  |  e785bd… 
11faae…  b54f72…  |  e785bd… 
11faae…  d430d6…  |  86fa19… 
 
>>> and_gate.garble() 
>>> and_gate.tokentable 
encrypted 
————————— 
 44e869… 
 98ddc3… 
 bf0f97… 
 590a8a…
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ECG

Cardiogram data sourced from the Beth Israel Deaconness Congestive Heart Failure database35



ECG

Cardiogram data sourced from the Beth Israel Deaconness Congestive Heart Failure database

Heartbeat Anomaly Detected
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Modeling Urban Scenarios and Experiments
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MUSE
Modeling Urban Scenarios and Experiments
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MUSE – Oblivious Safeguards Anomaly Detection

keV: kiloelectronvolts

40



Still to come...
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Still to come...

Enhanced efficiency
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Still to come...

Enhanced efficiency

Malicious adversaries
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Still to come...

Enhanced efficiency

Malicious adversaries

Spoofed inputs
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