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True Random Number Generators

• True random number generators have generally not scaled with Moore’s 
law. 


• Noise in CMOS sensors has been widely studied in an effort to 
understand and reduce it without success.


• We embrace the CMOS sensor parallelism and intrinsic noise. 



Entropy using Phonons

• Heat “particles”, in the form of vibrations 
jostle electrons from the valence band to 
the conduction band


• The number of disturbed electrons per 
unit time is a Poisson distribution


• Increases exponentially with temperature Figure 1: Bands of various materials [26]

2 CMOS Sensor to Random Bits

The process of taking data from a CMOS sensor to a collection of random bits is comprised of a
series of steps. First we need to gather raw data from the CMOS Sensor, but raw data is
not usable directly. The process to convert raw data with incomplete entropy to data with 100%
entropy per bit is called Whitening. Whitening will compress the data stream such that the result
will have 100% entropy per bit (every bit having a perfect 50/50 probability of being a 1 or 0).
Before we can whiten the data, we need to determine the total amount of Shannon Entropy that
at least 99.95% of the pixels have. Once the raw data has been whitened, it can be directly used
as fully random bits.

To be sure that the device is functioning properly, we must first calibrate the system both
before we use it and periodically after.

We will also discuss additional check desirable when a random number generator is being used in
life-critical (medical, military, etc.) or safety-critical (Nuclear power, Aircraft) [27]. These include
additional checks that the operating environment of the system is within norms, and checks

that the calculations were performed correctly.

2.1 CMOS Sensor as a Random Source

Noise in CMOS sensors has been widely studied [28, 29] in an e↵ort to understand and reduce it.
These e↵orts to eliminate noise now concentrate on cooling, but nothing has been successful at
eliminating noise at typical room temperature. We embrace the noise. We begin by using a CMOS
imaging array, but these techniques can be applied equally to CCD array, any imaging array that
can be operated in “raw mode”. Raw mode is important because it gives us control over the analog
to digital portion of the process and measure the low order bits.

CMOS image sensor noise is based on the principal that a phonon can excite an electron in
a semiconductor and move that electron from the valence band to the conduction bands. These
bands are described in Figure 1 and [30]. A phonon is a quantized mode of vibration occurring in
rigid atomic lattices, such as those in crystalline solids. [31].

The electrons that move to the conduction band are described as pixel noise (also known as
shot noise). Pixel noise of specific sensors are measured and characterized as µd electrons/second
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Adjustments to measure the noise
• Requires RAW
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Measured Entropy
• Pixels individually measured over 100 pictures


•



Whitening

• Eliminates the bias to be able to create usable random numbers


• Many methods


• Read the paper if you want one more



Results - DieHarder tests



Performance

• 3 bits of entropy per pixel


• 24Mp


• 30 Frames per second


• 2.16Gb/s

Go Slugs! 


