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Network reliability is critical

Cloudflare: A bad config (router rule)
caused all of their edge routers to

crash, taking down all of Cloudflare. HOWA TINYEBRMOR SHUT OFF

Sj eam Outage: How to Monitor Da TT”II} g lI][gTERNE I F OR P ARTS OF
i ack ;-‘Aabzce!/; ‘:‘f/ er g

Etsy: Sending multicast traffic without
properly configuring switches caused
an Etsy global outage.

]

_____-sumrersservice outage due to

odd traffic routing

Looks like someone pressed the wrong button on the routing
machine




Existing tools are the first attempts

End-host Topology or hardware Target on specific
based specific problems

Trumpet[SIGCOMM’16] X X
Sonata[SIGCOMM’18] X
PathDump[OSDI’16] X X

007[NSDI’18] X X X
SwitchPointer[NSDI’18] X X

Pingmesh[SIGCOMM’15] X X X
X
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In-network packet capture is the last resort

EverFlow[SIGCOMM’15]

Analyzing the in-network packet traces is challenging!



In-network analysis: challenges

Volume
3.33 Mpps line-speed (10 Gbps, 1500 Bytes)

Analysis logic varies
* Logicis different case by case



Example: Route error checker

hasRouteError(path) -> true / false
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Example: Route error checker
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Example: Route error checker

-, S, T tm s ~
I” ————\‘(\‘— --,34__-- \\
,—___— So e T, ~ .‘
Streaming
Processor
~ -
...... : -
h. I "‘
~~~~~~~~~
h..i"‘

O Result
aggregator

hasRouteError(path) -> true / false



In-network analysis

Volume
e 3.33 Mpps line-speed (10 Gbps, 1500 Bytes)

Analysis logic varies
* Logicis different case by case

Difficult to get robust analysis

* Header transformation
* Headers are modified by the middleboxes

: challenges
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Packet headers are modified by middleboxes

» Ingress flow

G switch/router mirror w/ERSPAN

<«— Egressflow
G switch/router mirror w/GRE

Outside flow +~—2 /% Werl) N/
- [ ik _ Server
(X ] RY | e
Server_,- pore — Gateway
I\ ~ ) o SLB
Outside our networks K \ Datacenter —
Header format
Headers added after mirroring Mirrored headers

ETHERNET  IPV4 ERSPAN ETHERNET IPV4  TCP
ETHERNET  IPV4 ERSPAN ETHERNET 802.1Q IPV4  TCP
ETHERNET  IPV4 ERSPAN ETHERNET IPv4  UDP  VXLAN  ETHERNET IPV4 TCP
ETHERNET  IPV4 GRE IPv4  UDP  VXLAN  ETHERNET IPV4 TCP
ETHERNET  IPV4 ERSPAN ETHERNET IPv4  UDP  VXLAN  ETHERNET IPV4 TCP
ETHERNET  IPV4 ERSPAN ETHERNET IPv4 IPv4 UDP  VXLAN ETHERNET IPV4 TCP
ETHERNET  IPV4 GRE IPv4  IPv4 UDP  VXLAN ETHERNET IPV4 TCP
ETHERNET  IPV4 ERSPAN ETHERNET IPv4  IPv4 UDP  VXLAN ETHERNET IPV4 TCP
ETHERNET  IPV4 ERSPAN ETHERNET IPV4 GRE ETHERNET IPV4  TCP
ETHERNET  IPV4 GRE IPV4 GRE ETHERNET IPV4  TCP
ETHERNET __IPV4 ERSPAN ETHERNET IPV4 GRE ETHERNET IPV4  TCP
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Same protocol headers bring ambiguity

Header format

Headers added after mirroring

Mirrored headers

ETHERNET

ETHERNET

ETHERNET

ETHERNET

ETHERNET

ETHERNET '

ETHERNET

ETHERNET

ETHERNET

ETHERNET

ETHERNET

IPV4

IPV4

IPV4

IPV4

IPV4

IPV4

IPV4

IPV4

IPV4

IPV4

TCP

TCP

TCP

TCP

TCP

(v Jree

ERSPAN ETHERNET IPV4
ERSPAN ETHERNET 802.1Q IPV4
ERSPAN ETHERNET IPV4 ubDP VXLAN ETHERNET IPV4

GRE IPV4 ubDP VXLAN ETHERNET IPV4
ERSPAN ETHERNET IPV4 ubDP VXLAN ETHERNET IPV4
ERSPAN ETHERNET m;w ubDP VXLAN ETHERNET

GRE IPV4 IPV4 ubDP VXLAN ETHERNET IPV4
ERSPAN ETHERNET IPV4 IPV4 ubDP VXLAN ETHERNET IPV4
ERSPAN ETHERNET IPV4 GRE ETHERNET IPV4

GRE IPV4 GRE ETHERNET IPV4
ERSPAN ETHERNET IPV4 GRE ETHERNET IPV4

TCP

TCP

TCP

TCP

TCP
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dShark: three goals

Scalable

Broadly applicable

Robust in the wild
Header transformation
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dShark: three goals

Scalable
Components work independently and in parallel.



dShark: three goals

Scalable
Components work independently and in parallel.

Broadly applicable
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How operators manually process traces

Observation #1:
* Four diagnosis steps: parse, filter, aggregate and analyze

N ”
Filter, Partition (SQL) ‘O ;] O E—] Parsers

Map (MapReduce)

- ~
———————

Group by (SQL)
G
Shuffle (MapReduce) roupers
e T e
User-defined Func. (SQL) Query
Reduce (MapReduce) Processors

Need to tightly integrated with the collecting infrastructure!

~~~~~~~~
-
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How operators manually process traces

Observation #2:
* Diagnosis logic always run on top of 4 aggregation types

One-Hop Multi-Hop
check show full path of
One-Packet appearance each packet
of a packet in the network
diagnose complicated cases
Multi-Packet middlebox that requires end

behaviors information



dShark’s programming model

Decl. packet spec.:
* Familiar to the operators
Imp. query function:

pkt . : .
I Flexible for analysis logic
‘\
\
\ ,
\ 4

All instances of the

»
@ ;] Parsers | Pktspec.:
L AR same packet

(]
G Groupers \ -
> 4

e
@ Query Query function:
Processors hasRouteError(path)

_




Declarative spec. in parsers and groupers

A packet summary is a byte array that only contains fields that the
operators are interested in.

Summary: {

Key: [ipId, segNum], e e
Additional: [ttl] Definition of a packet summary

1

Name: {
ipId: ipvé.id, How to extract the

segNum: tcp.seq, values in the header
ttl: ipva.ttl

}
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Same protocol headers bring ambiguity

Header format

Headers added after mirroring

Mirrored headers

ETHERNET IPV4 ERSPAN ETHERNET IPV4 TCP
ETHERNET IPV4 ERSPAN ETHERNET 802.1Q IPV4 TCP
ETHERNET IPV4 ERSPAN ETHERNET IPV4 UDP VXLAN ETHERNET IPV4 TCP
ETHERNET IPV4 GRE IPV4 UDP VXLAN ETHERNET IPV4 TCP
ETHERNET IPV4 ERSPAN ETHERNET IPV4 UDP VXLAN ETHERNET IPV4 TCP
ETHERNET @ ERSPAN ETHERNET @;@ UDP VXLAN ETHERNET @ TCP
ETHERNET |4 GRE IPV4 IPV4 UDP VXLAN ETHERNET IPY4 TCP
ETHERNET IPV4 ERSPAN ETHERNET IPV4 IPV4 UDP VXLAN ETHERNET IPY4 TCP
ETHERNET IPV4 ERSPAN ETHERNET IPV4 GRE ETHERNET IPY4 TCP
ETHERNET IPV4 GRE IPV4 GRE ETHERNET IPY4 TCP
ETHERNET IPV4 ERSPAN ETHERNET IPV4 GRE ETHERNET IPY4 TCP
v . v
ipv4[0] ipv4(3]

ipv4[-1]
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Declarative spec. in parsers and groupers

Summary: {
Key: [ipId, segNum], e e
Additional: [ttl] Definition of a packet summary
}s
Name: {
ipId: ipva[-1].id, How to extract the
segNum: tcp[-1].seq, values in the header
ttl: ipv4[:].ttl
}

21



Imperative diagnosis logic in the query
pProcessors

Pair<Object, Object>| query |(const vector<Summary>& group)|{

// ReconstructS the path based on TTL
constructPath(group);

// Checks path
bool result = hasRouteError(group);

return make pair(result, 1);

In practice, this is implemented in 49 lines of code for the query function!
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dShark overview

|
\ I
summary /—_1
:>[2 7 ] m) —> i | I abnormzill:X
extract shuffle group. j query normal: Y
| ;
| |
e J
N J N J
' ' Y
Parser Grouper Query
* Reads packets e Receives summaries Processor
* Parses, extracts fields for  Aggregates summaries * Analyze summary
summaries based on the keys groups
* Sends summaries based on * Returns the output

the keys
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Another example: load balancer profiler
Spec:

{

Summary: {
Key: [ipId, seqNum],
Additional: [vip, pip]

Innermost ipld and tcp seq # to identify a packet
Virtual IP and the physical IP

}s

Name: {
ipId: ipv4[-1].id,
segNum: tcp[-1].seq,
vip: ipv4[-1].dst,
pip: ipv4[0@].dst
}
}

Pair<Pair<IP, IP>, int> query(group) {
// Validate data

* Returns the map

return Pair((Pair(vip, pip), 1);

}

* In practice, this is implemented in 18 lines of code for the query function! 2



Group L . . In-nw  Header Query
pattern Application Analysis logic ck. only transf. LOC
Loop-free detection [21] Group: same packet(ipv4[0].ipid, tcp[0].seq) on one hop
One . . . No No 8
packet Detect forwarding loop Query: does the same packet appear multiple times on the same hop
onone Overloop-free detection [69] Group: same packet(ipv4[0].ipid, tcp[0].seq) on tunnel endpoints Yes Yes 3
hop Detect forwarding loop involving tunnels Query: does the same packet appear multiple times on the same endpoint
Route detour checker Group: same packet(ipv4[-1].ipid, tcp[-1].seq) on all switches N Yes* 49
Check packet’s route in failure case uery: is valid detour in the recovered path(ipv4|:].ttl ° ©s

One Route error Group: same packet(ipv4[-1].ipid, tcp[-1].seq) on all switches No* Yes* 49
packet on | Detect wrong packet forwarding Query: get last correct hop in the recovered path(ipv4[:].ttl) 0 es
multiple Netsight [-21] 5roup: same packet(ipv4[-1].ipid, tcp[-1].seq) on al-l switches Nok Yes* 47
hops Log packet’s in-network lifecycle Query: recover path(ipv4[:].ttl) 0 e
Hop counter [21] Group: same packet(ipv4[-1].ipid, tcp[-1].seq) on all switches No* Yes* 6
Count packet’s hop Query: count record 0 es
Traffic isolation checker [21] Group: all packets at dst TOR(SWITCH=dst_ToR) N N 1
Check whether hosts are allowed to talk Query: have prohibited host(ipv4[0].src) 0 0
Middlebox(SLB, GW, etc) profiler Group: same packet(ipv4[-1].ipid, tcp[-1].seq) pre/post middlebox Y Y 18"
Check correctness/performance of middleboxes Query: is middlebox correct(related fields) cs cs
Multiple Packet drops on middlcboxes Group: same packetUpval-11.1pid, (Cpl-1]1.56q) pre/post middlebox Yes Yes 3
packets Check packet drops in middleboxes Query: exist ingress and egress trace
on Protocol bugs checker(BGP, RDMA, etc) [69]  Group: all BGP packets at target switch(SWITCH=tar_SW) Yes Yes* 23t
one Identify wrong implementation of protocols Query: correctness(related fields) of BGP(FLTR: tcp[-1].src|dst=179) ) )
hop Incorrect packet modification [21] Group: same packet(ipv4[-1].ipid, tcp[-1].seq) pre/post the modifier Y Yes* 40
Check packets’ header modification Query: is modification correct (related fields) cs es
Waypoint routing checker [21,43] Group: all packets at waypoint switch(SWITCH=waypoint) Y N 1
Make sure packets (not) pass a waypoint Query: contain flow(ipv4[-1].src+dst, tcp[-1].src+dst) should (not) pass es 0
DDoS diagnosis [43] Group: all packets at victim’s TOR(SWITCH=vic_ToR) No Yes* 18
Localize DDoS attack based on statistics Query: statistics of flow(ipv4[-1].src+dst, tcp[-1].src+dst)
Congested link diagestion [43] Group: all packets(ipv4[-1].ipid, tcp[-1].seq) pass congested link No* Yes* 14
Find flows using congested links Query: list of flows(ipv4[-1].src+dst, tcp[-1].src+dst) ° es
. Silent black hole localizer [43,69] Group: packets with duplicate TCP(ipv4[-1].ipid, tcp[-1].seq) No* Yes* 52
Mullt(lptle Localize switches that drop all packets Query: get dropped hop in the recovered path(ipv4[:].ttl) ° e
ackets
P on Silent packet drop localizer [69] Group: packets with dup}icate TCP(ipv4[-1].ipid, tcp[-1].seq) No* Yes* 52
multiple Localize random packet drops Query: get dropped hop in the recovered path(ipv4([:].ttl)
hops ECMP profiler [69] Group: all packets at ECMP ingress switches(SWITCH in ECMP) No* N 18
Profile flow distribution on ECMP paths Query: statistics of flow(ipv4[-1].src+dst, tcp[-1].src+dst) 0 0
Traffic matrix [43] Group: all packets at given two switches(SWITCH in tar_SW) No* Yes* 21
Traffic volume between given switch pairs Query: total volume of overlapped flow(ipv4[-1].src+dst, tcp[-1].src+dst) ° e

Please
check the
paper for

details!
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dShark: three goals

Scalable

Components work independently and in parallel.

Broadly applicable

dShark’s programming model is general.
It supports 4 types of aggregation that covers 18 typical analysis apps.

Robust in the wild

Header transformation
* Define packet signature in the summary.
* Leverage the index of protocol.

Capture noise
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Tolerate capture noise

Network
Boundary
packet
N\ 4 \ 4 N\ 4 \ o
— switch A switch B switchC | switchD J -
T~ . I," /,/' External
.. ' , e network
So \ / ,
~ \ 1 //
S \ ! .
~ 1
~~. X /X
< \ / P
~ \ 7
\\ \ ] //
NN I/

[ collectors ]

1. Recover by the next hop(s)
2. Leverage end-to-end information
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Performance of dShark

« 8 VMs from a public cloud

* Each has:
* 16-core 2.4GHz vCPU
* 56GB memory
* 10Gbps virtual network

* Feed with real traces from production



dShark scales nearly linearly

Overall
5% diff
vs ideal
7 28 o
& 74| = ideal(linear)
520— =+ dShark
= 16f
§n 12}
5
= 4
H |
%&Q b&@ y Qq@ Q@ ,»b@
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Some findings

Case 1: Case 2:
Profile an SLB Detect loops
30,
25, WM pkt 5 200000 mEE inject A

[\
)

0
- B flow £ 150000 HEEN detect 147996

I 10000g 23440
50000}
5> J—I
0 0 10% 15% 20%

DIP1 DIP2 DIP3 DIP4 DIPS DIP6 N
Loop injection rate

Percentage
7

=
Packet N

Case 3:
Detect packet dropson T1
Ret-ran. as Naive 5,588
evidence Diff. caused by noise
of actual dShark 7
drops

Please check the paper for details!! .



Conclusion

e dShark is a general, easy-to-program, scalable and high-
performance in-network packet trace analyzer.

* Takeaways:
* dShark’s programming model is broadly applicable
* We use this model to implement 18 different typical diagnosis apps

* Operators focus on the logic without worrying about:
* Header transformation, capture noise, scalability
» dShark is fast and can scale linearly



