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Goal

m Address the multiple threats posed by
malicious applications on Android
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Introduction to Android

m Security Features
Process Isolation
Linux user/group permission

App requests permission to OS functionalities
m Most checked in remote end i.e. system services

m A few (Internet, Camera) checked in Kernel, as
special user group
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Introduction to Android

m Security Features

Process Boundary
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Malicious Android Apps

m Abuse permissions:

Permissions are granted for as long as an App
Is installed on a device

No restrictions on how often resources and data
are accessed

m Access and transmit private data
m Access to malicious remote servers

m application-level privilege escalation
Confused deputy attacks

m Gain root privilege
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Alternative Approaches

m App vetting: Google’s Bouncer
40% decrease in malware
Ineffective once App installed on the device

m AV products:
Scanning
Have no visibility into the runtime of an App

m Fine grain permissions checking
Require modifications to the OS

m Virtualization
Require modification to the OS



Related work

m Existing Work
TaintDroid (OSDI 10)
CRePE (ISC 10)
AppFence (CCS 11)
Quire (USENIX Security 2011)
SELinux on Android
Taming Privilege-Escalation (NDSS 2012)

m Limitations

Modify OS — requires rooting and flashing
firmware.
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Related Approaches
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Access control
Call chain IPC




Repackage Apps to

SOIUtiOn: AU raSium intercept all

Interactions with the OS
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" Information flow
J Access control
Call chain IPC

and many more!
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Aurasium Internals

m Two Problems to Solve

Introducing alien code to arbitrary application
package

Reliably intercepting application interaction
with the OS
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Aurasium Internals

m How to add code to existing applications
Android application building and packaging

Process
i N —k
(oo P
Java Source Code .class files Classes.dex

Applicatioh Package (.apk)

Application Resource .
Compiled Resources

AndroidManifest.xml li

Other Files
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Aurasium Internals

m How to add code to existing applications
apktool
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Enforcing Security & Privacy Policy

m Aurasium way

2
2. com.android.demo.SecuredApp

“1Per-application basis Application Code
INo need to root phone and i

flash firmware et v
“1Almost non-bypassable

Kernel

L



Aurasium Internals

m How to Intercept
A closer look at app process

00008000-00009000 r-xp 00000000 H /system/bin/app_process
00009600-00002000 rwxp 60091600 /system/bin/app_process
00002000-00264000 rwxp 00000000 H [heap]

41d6c000-41T7b000 r-xs 00000000 H /system/framework/core.jar

41f7b060-42443000 r-xp 00000000 /data/dalvik-cache/system@framework@core.jar@classes.dex
42443000-42488000 rwxp 00000000

42488000-424c2000 r-xs 00000000 /system/framework/ext.jar

424c2000-4254€000 r-xp 0000000 /data/dalvik-cache/system@f ramework@ext. jar@classes.dex
4254e000-4279000 r-xs 00000000 1f: /system/framework/framework.jar

4279000-42e56000 r-xp 00000000 1f: /data/dalvik-cache/system@f ramework@framework. jar@classes.dex
4321b060-43224000 rwxp 00000000

43224000-4323c000 r-xs 00023000 /system/app/Vending.apk

4323c000-43290000 rwxp 00000000

2c700000-ac714000 r-xp 00600000 1f: /systen/Lib/libsurfaceflinger client.so
ra I I IeWO r O e = ava ac900000-ac919000 r-xp 00000060 1f: /systen/Lib/libpixelflinger.so

Application Code

acabee0e-acad1ee0 r-xp 60000000 H /system/1ib/1libdvm.so
aca98000-aca9abee rwxp 00000000
. 2ad100000-ad12e000 r-xp 60000000 /system/1ib/libnativehelper.so
Java Natlve Interface ad300000-ad379000 r-xp 00000000 H /system/lib/libandroid_runtime.so
ad381000-ad387000 rwxp 00000000 :
afbeeeee-afb16060 r-xp 00000000 : /system/1lib/libm.so
afco0000-afc01000 r-xp 60000000 /system/1ib/libstdc++.s0
afdeeeee-afd41000 r-xp 00000000 /system/1lib/libc.so
afd44000-afd4fe00 rwxp 00000000
be001600-b00OCO0O r-xp 00001000 H /system/bin/linker
b00edeee-bee16660 rwxp 66000000
+ beb71000-beb7d000 rwxp ©0000000 H [stack]
00008000-00009000 r-xp 00000000 /system/bin/app_process
00009000-00002000 rwxp 60001600 1f: /system/bin/app_process
libdvm.so || libandroid_runtime.so || libbinder.so R el
- 41d6c000-41f7b06O r-xs 06000000 : /System/framework/(nre.]akl

41f7b000-42443000 r-xp 00000000 H /data/dalvik-cache/system@framework@core.jar@classes.dex
42443000-42488000 rwxp 00000000
42488000-424c2000 r-xs 00000000 /system/framework/ext.jar
[424c2000-4254€000 r-xp 00000000 1f: /data/dalvik-cache/system@f ramework@ext.jar@classes.dex
4254e000-42719000 r-xs 00000000 H /system/framework/framework. jar
42719000-42e56000 r-xp 00000000 : /data/dalvik-cache/system@framework@framework.jar@classes.dex
4321b060-43224000 rwxp 00000000

. . . 43224000-4323c000 r-xs 00023000 /system/app/Vending.apk

Ile_SO Ilbm .SO I|bStdC++ .SO 4323000-43290000 rwxp 00990000

ac700000-ac714000 r-xp 00000000 1f: /system/lib/libsurfaceflinger_client.so
ac900000-ac919000 r-xp 60000000 1f: /systen/lib/libpixelflinger.so
[acab0000-aca91000 r-xp 00000000 H /system/lib/libdvm.so
aca98000-aca%ab00 rwxp 00000000

ad100000-ad12e000 r-xp 00000000 : /system/lib/libnativehelper.so
ad300000-ad379060 r-xp 00000000 : /system/lib/libandroid_runtime.so
ad381000-ad387000 rwxp 00000000

afboeeee-afb16000 r-xp 60000000 H /system/1ib/libm.so
afc00000-afc01000 r-xp 00000000 /system/1lib/libstdc++.s0
afdoeeee-afd41600 r-xp 60000000 /system/1ib/libc.so
afd44000-afd4f000 rwxp 00000000 :

b0001606-b0OOCOOO r-xp 60001600 1f: /system/bin/linker
b000deee-bee16060 rwxp 60000000 00:

beb71000-beb7d0e0 rwxp 60000000 60: [stack]




Aurasium Internals

m How to Intercept
Example: Socket Connection

Application Code

Framework - Java

[ Java Native Interface ]

Framework - Native

Native Libraries

ApkMonitorActivity.onClick ()

HttpURLConnectionImpl .makeConnection ()
HttpConnection.<init> ()
Socket.connect ()
PlainSocketImpl.connect ()
OSNetworkSystem.connect ()

OSNetworkSystem connect() @ libnativehelper.so

connect() @ libc.so
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Aurasium Internals

m How to Intercept
Example: Send SMS

Application Code ApkMonitorActivity.onClick ()

SmsManager . sendTextMessage ()
Framework - Java Isms$Stub$Proxy.sendText ()
BinderProxy. transact ()

[ Java Native Interface ]

transact() @ libbinder.so

Framework - Native

Native Libraries ioctl() @ libec.so



Aurasium Internals

m How to Intercept
“1Intercept at lowest boundary — libc.so

Application Code

Framework Code - Java

[ Java Native Interface

libdvm.so ’Ilbandrmd runtime.so I‘ libbinder.so I .......
| -

_='Monitoring Code ¢

N

i K{ libc.so ] [ libm.so ] [Iibstdc++.so]




Aurasium Internals

m How to Intercept
Look closer at library calls - dynamic linking

libbinder. so

.text:A8215F48 ; android::IPCThreadState::talkWithDriver (bool)

.text :A8215F48

.text :A8215FCA
.text :A8215FCC
.text :A8215FCE
.text :A8215FD0O
.text :A8215FD2
.text :A8215FD6
.text :A8215FD8
.text :A8215FDA

Control flow transfer

.plt:A8212C58 ; int ioctl(int fd, unsigned _ int32 request, ...)

.plt:A8212C58 ioctl
.plt:A8212C58
.plt:A8212C58
.plt:A8212C60

Indirect memory reference

.got :A8223330 off A8223330

libe.so
.text :AFD25C94
. . . .text :AFD25C94 ioctl
EXPORT _ZN7androidl4IPCThreadStatel4talkWithDriverEb _text : AFD25C94
LDR R2, [R4] .text :AFD25C94
'
LDR Rl, =0xC0186201 ; request -text:AFD25C94 var 14
LDR RO, [R2,#4] . fd .text :AFD25C94 varg rl
’ ' ;
MOVS R2, R5 .text :AFD25C94 varg r2
BLX ipct1 .text :AFDZ5C94 varg r3
CMP RO, #0 .text :AFD25C94
BGE loc_A8215FEA .text :AFD2/C94
BLX __errno .text :AFD2bT96
.text :AFD25C98
.text :AFD25C9A
.text :AFD25C9C

; CODE XREF: android: :IPC
; android: :IPCThreadState
ADRL R12, 0xA8222C60
LDR PC, [RlZ,#(off_Ab223330 - O0xA8222C60)]!

DCD AFD25C39%4

EXPORT ioctl

; CODE
; ptsn

= -0x14

= -0xC

-8

= -4

PUSH {R1-R3}

PUSH {LR}

SUB SP, SP, #8

ADD R3, SP, #0xl8+varg rl

LDMIA R31, {R1}
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Aurasium Internals

m How to Intercept

Key: Dynamically linked shared object file
Essence: Redo dynamic linking with pointers to our

detour code.

hreadState::talkWithDriver (bool)
EXPORT _ZN7androidl4IPCThreadStatel4talkWithDriverEb

somelib. so

R, LDR R2, [R4]
.text :A8215FCC LDR Rl, =0xC0186201 ; request
.text :A8215FCE LDR RO, [R2,#4] ; £d
.text :A8215FDO MOVS  R2, RS

.text :A8215FD2 BLX ipet1

.text :A8215FD6 oM RO, #0

.text :A8215FD8 BGE loc_A8215FEA

.text :A8215FDA BLX __errno

.plt:A8212C58 ; int ioctl(int fd, unsigned __ int32 request, ...)
.plt:A8212C58 ioctl ; CODE XREF: android::IPC'
.plt:A8212C58 ; android: :IPCThreadState
.plt:A8212C58 ADRL R12, 0xA8222C60

£ . plt:A8212C60 LDR PC, [R12,# (off 28223330 - 0xA8222C60)]! ;

.;;ot :AB223330 off A8223330 DCD AFD25C3%4

~—~

..-I_Monitoring Code

D

ahy

libec.so
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Aurasium Internals

m How to Intercept
Implemented in native code

Almost non-bypassable
» Java code cannot modify arbitrary memory
m Java code cannot issue syscall directly

» Attempts to load native code is monitored
dlopen()
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What can you do with Aurasium?

m [otal visibility into the interactions of an App
with the OS and other Apps

m Internet connections
connect()

m |[PC Binder communications
joctl()

m File system manipulations
write(), read()

m Access to resources
loctl(), read, write()

m Linux system calls
fork(), execvp()
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Aurasium Internals

m How to add code to existing applications

Inevitably destroy original signature
= In Android, signature = authorship

Individual app not a problem



Aurasium Internals

m How to add code to existing applications

apktool

.smali files

D

Textual

Andr0|dMan|fest xml
. apktool

Application :
Package : :—'

)

EAppIication Resources

—

Other Files

GUI & Policy
Insert Our

Java Code \

Insert
Metadata
\
apktool
;

Insert Our _/

Native Library

Point to Detour Activity

B

Secured
Application

Detour libc calls




Evaluation

com.gone605

Possible privacy violation: this
application is trying to access
contact list, allow or not?

l l Remember this decision for: all

l Yes H No H Kill App \




Evaluation

com.moregame.drakula

Possible privacy violation: this
application is trying to access
your location information,
allow or not?

l iRemember this decision for: last
____|position

' Yes H No H Kill App ‘




Evaluation

org.me.androidapplication1

This application is trying to
send a SMS('846978') to 7132,
which may be a premium rate
number, allow or not?

[ 'Remember this decision for: 7132

‘ Yes H No H Kill App ’




Evaluation

com.km.launcher

This application is connecting
to remote server: su.5k3g.
com:80, allow or not?

i—_ Remember this decision for:
__Jsu.5k3g.com:80

IP Address: 218.66.104.242

Threat Level: Unverified
Country: CHINA

‘ Yes || No H Kill App l




Evaluation

com.km.launcher

This application may be trying
to increase its control over
your phone by executing su,
allow or not?

‘ | Remember this decision for: su

} Yes H No H Kill App ‘
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Evaluation

m [ested on Real-world Apps
3491 apps from third-party application store.
1260 malware corpus from Android Genome.

Results
s Repackaging:
3476/1258 succeed (99.6%/99.8%)
Failure mode: apktool/baksmali assembly crashes

= Device runs
Nexus S under Monkey — Ul Exerciser in SDK
Intercept calls from all of 3189 runnable application.
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Limitations

m 99.9% is not 100%

Rely on robustness of apktool
Manual edit of Apps as a workaround
m Native code can potentially bypass
Aurasium;

Already seen examples of native code in the
wild that is capable of doing so

Some mitigation techniques exist
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Conclusion

m New approach to Android security/privacy
m Per-app basis, no need to root phone

m [ested against many real world apps

m Have certain limitations
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The End

m Try it out at www.aurasium.com




