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Function f = Boolean Circuit C
Here: Two-Party scenario
Private Inputs: x, y

Passive Adversary Model
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Generic Secure Computation

Function f = Boolean Circuit C
Here: Two-Party scenario
Private Inputs: x, y

Passive Adversary Model

Yao‘s GC [Yao86] & GMW [GMW87]
O(|f|) symmetric crypto

O(t - |f|) communication

— Too much for mobile devices
Fairplay [MNPS04], FastGC [HEKM11]
Mobile Yao [HCE11]

4 )
Alice X . J Bob
Private Input: i) Function f fooy) Private Input:
o J
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Goldreich-Micali-Wigderson, 1987
XOR sharing to mask values: x = x, @ xp
Local evaluation of XOR gates

Interactive evaluation of AND gates

Using pre-computed Multiplication Triples

HOW TO PLAY ANY MENTAL GAME

or

A Completeness Theorem for Protoenls with Honest Majority

[Extended Abstract]

Oded Goldreich

Dept. of Computer Sc.

Silvio Mieali

Lab. for Computer Se.

Awvi Wigderson

Inst. of Math. and C5

Technion MIT Hebrew University
Haifs, Torsel Cambridge, MA 02139 Jeruaalem, larscl
Abstract eorrectly ran & given Turing machine M on these
We present & polynomisktime algorithm thes, =’ whils kesping the maximum possible privaey
given ms a input the description of a game with sbout them. That is, they want to compute

incomplete information snd any number of players,
produces & protocol for plaving the game that leaks
no partial information, provided the majoritr of the
players is hanest

Our algorithm sutomatically solves all the
multi-party  protocol problems addressed in
complexity-based crypography during the last 10
years, It acwally is ¢ completencar theorem for the
class of disuributed srotacols with honest makority.
Such completeness theorem is optimal in the sense
that, if the majerity of the playsrs is not honest,
some protacel problems have no & fsient salutianE],

1. Introduction

Before discussing bow to "make playable” &
genaral gama with ineamplsia infarmation (which
we do in section ) let us address the probiem of
making playable a special class of games, the Turing
machime games | Tm-pamea lor short).

Informally, n parties, respeetively and indivi-
dually owning seeret inputs 2,,...%., would like to
Werk partially repporied by NSF grants DCR-8500908 aad
DCR-3418077, aa (B jeb-desiorsl irlowssip 80w
[EM fasslty develogmens award. The work was dose when
the Aeat asther was 1o (e Labarusry for Camputer Se-

enze st MIT; snd the seeand asthor ot the mathemadizal
Seleners Rasensch Institute ot UC-Berkaley.

Permission 1o copy without lee all or part of this material [s granted
provided that the copies are not made or disiributed for direct
commercial advantage, fhe ALM COPYTIght BOHCE 2nd IDe Ll ol
the publication and its date appear. and nosicr is given thal copying
is by permission of the Amociation for Computing Machinery.
copy otherwise, or 1o republish, requires a fee andsor spechic
permission.

& 1987 ACM 0-89791-221.7/87/0006-0218 75¢
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y=M(7),.,7,) without revealing more about the
27 than it is already contained in the value y itself.
For instance, if M computes the sum of the s,
every single player should not be able to learn more
than the sum of the inputa of the other parties.
Here M may very well be a probabiliste Turing
machine. In this case, all players want Lo agree on &
single ating g, sshected with the right probabilisy
diseribution, a8 Af"s sutput.

The comectness and privacy constraint of a
Tm-game can be essily met with the help of an
extra, wusted pacty P. Ench player i simply gives
his secrst input 7, to P P will privataly man the
preseribed Turing machine, A, on thest inputs and
Making a Tu-
game playable essentially means that the correctness
and privacy construpts can be satisfied by the o
players themselves, without invoking any extra
party. Proving that Tm-games are playsble retains
most of the Aavor and dificulties of our general
theorem.

publically anmounce M'z cuipui

2. Preliminary Definitions

2.1 Notation and Conventions for Proba-
bilistic Algorithms.

Wa smphasize the number of inputs recsived
by an algarithm as follows. I slgorithm A receives
only one input we writs “A()%, if il mecives twa
imputs we write A(*,') and 30 on.

RV will stand for "randem variable”; i this
paper we only consider RVs tha: assume values in
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Multiplication Triple Generation

Multiplication Triple (MT): (¢4 @D cg)=(ay © ag)(by, D bg)

Shares intended for only one party: ay, by, c4 < ag, bg, g
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Multiplication Triple Generation

Multiplication Triple (MT): (¢4 @D cg)=(ay © ag)(by, D bg)

Shares intended for only one party: ay, by, c4 < ag, bg, g

N/

[ PRGp ]

; CA:((aA@aB)(bA@bB))@CB
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Multiplication Triple Sets

What if [f| is unknown in the init phase?
Generate MT sets of size 2! MTs from random seeds s;

Build x MTs from log, (x) MT sets
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Service

G&D MSC
Service
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Giesecke & Devrient Mobile Security Card SE 1.0

Mobile Security Card

microSD JavaCard 10 e Mt
Memory: 75 KB EEPROM / 1750 Byte RAM | el
AES: 16 KB/s

Samsung Galaxy S3

4x 1.4 GHz ARM CPU
1 GB RAM, 16 GB flash storage

Interactive OT: 11 000 MT/s
Init Phase on Smartcard: 5 800 MT/s
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Benchmarks — Applications

Scheduling for a week with 392 time slots

Il 7 d() 392/1
Init 0.37s
Setup 1.3s
Online 0.003 s
Ad-Hoc 1.3s
[HCE11] 3.82s
[HEK12]
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Benchmarks — Applications

Scheduling for a week with 392 time slots (16 bit coordinates)

>

| scheduling | Location Scheduling

fl 7 d(H 392 /1 280 605 / 87
Init 0.37s 48.5 s
Setup 1.3s 1.8s
Online 0.003 s 0.82s
Ad-Hoc 1.3s 2.6 s
[HCE11] 3.82s
[HEK12] —
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Benchmarks — Applications

Scheduling for a week with 392 time slots (16 bit coordinates)

512 contacts with 32 bit each

02

_W Location Scheduling | Common Contatcs

Il 7 d() 392/1 280 605 / 87 799 232 / 79
Init 0.37s 48.5 s 137.9s
Setup 1.3s 1.8s 25s
Online 0.003 s 0.82 s 1.9s
Ad-Hoc 1.3s 2.6s 4.4 s
[HCE11] 3.82s 1468.0 s
[HEK12] 4.95s
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Comparison with Related Work AVl

f unknown in low ad-hoc low ad-hoc

init phase communication | computation

Yao‘s Garbled Circuits V4

X
X

Token-Based Yao

GMW

N N X
N X N
N\ X X

Our Approach
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Conclusion e Al

Mobile Secure Computation is becoming practical
(But requires a smartcard)

Trusted hardware enables secure offline pre-computation

Outlook:
Active Security

Multiple Hardware Tokens
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Thanks!

Questions?

Contact: http://encrypto.de
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