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Generic Secure Computation 

Function 𝑓 ≡ Boolean Circuit 𝐶 

Here: Two-Party scenario  

Private Inputs: x, y 

Passive Adversary Model 

 

 

Alice 
Private Input:  

x 

Bob 
Private Input:  

y 
Function 𝑓 

x 

f(x,y) 

y 

f(x,y) 
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Alice 
Private Input:  

x 

Bob 
Private Input:  

y 
Function 𝑓 

x 

f(x,y) 

y 

f(x,y) 

Yao‘s GC [Yao86] & GMW [GMW87] 

𝑂(|𝑓|) symmetric crypto 

𝑂(𝑡 ⋅ |𝑓|) communication 

Too much for mobile devices 

Fairplay [MNPS04], FastGC [HEKM11] 

Mobile Yao [HCE11] 
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Secure Computation Applications 

Finding shared contacts 
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Alice Bob 

481516 666777 

101010 101010 

123456 234201 

234201 000911 

Alice Bob = 

0 1 0 

0 0 0 

1 1 1 

1 0 0 

Scheduling a meeting 
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Secure Computation Applications 

Scheduling a meeting with location information 
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Our Setting 
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Our Setting 
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GMW Protocol 

Goldreich-Micali-Wigderson, 1987 

XOR sharing to mask values:  𝑥 =  𝑥𝐴 ⊕ 𝑥𝐵 

Local evaluation of XOR gates 

Interactive evaluation of AND gates 

Using pre-computed Multiplication Triples 
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Secure Computation Phases 

Setup Phase 

 

 

 

 

              

|f| |f| 
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Multiplication Triple Generation 

Multiplication Triple (MT): (𝑐𝐴 ⊕ 𝑐𝐵)=(𝑎𝐴 ⊕ 𝑎𝐵)(𝑏𝐴 ⊕ 𝑏𝐵) 

Shares intended for only one party: 𝑎𝐴, 𝑏𝐴, 𝑐𝐴 ⟺ 𝑎𝐵, 𝑏𝐵, 𝑐𝐵 
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PRG𝐵 

PRG𝐴 
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seed𝐴 
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Multiplication Triple Sets 

What if |f| is unknown in the init phase? 

Generate MT sets of size 2𝑖 MTs from random seeds 𝑠𝑖 

Build x MTs from log2(𝑥) MT sets 

2 

4 

8 

14 
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Android Apps for Secure Computation 

Alice Bob 

G&D MSC 

Service 

MT Set 

Service 

SC App SC App 
Wi-Fi 

Direct 
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Benchmarks – General 

Giesecke & Devrient Mobile Security Card SE 1.0 

microSD JavaCard 

Memory: 75 KB EEPROM / 1750 Byte RAM 

AES: 16 KB/s 

Samsung Galaxy S3 

4x 1.4 GHz ARM CPU 

1 GB RAM, 16 GB flash storage 

 

Interactive OT: 11 000 MT/s 

Init Phase on Smartcard:  5 800 MT/s 
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Benchmarks – Applications 

Scheduling for a week with 392 time slots  

                               

 

 
Scheduling Location Scheduling Common Contatcs 

|f| / d(f) 392 / 1 280 605 / 87 799 232 / 79 

Init 0.37 s 48.5 s 137.9 s 

Setup 1.3 s 1.8 s 2.5 s 

Online 0.003 s 0.82 s 1.9 s 

Ad-Hoc 1.3 s 2.6 s 4.4 s 

[HCE11] 3.82 s --- 1 468.0 s 

[HEK12] --- --- 4.95 s 
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Benchmarks – Applications 

Scheduling for a week with 392 time slots  

512 contacts with 32 bit each 
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Comparison with Related Work 

f  unknown in 

init phase 

low ad-hoc 

communication 

low ad-hoc 

computation 

Yao‘s Garbled Circuits ✓ ✘ ✘ 

Token-Based Yao ✘ ✓ ✘ 

GMW ✓ ✘ ✘ 

Our Approach ✓ ✓ ✓ 



22.08.2014  |  TU Darmstadt / CASED / EC-SPRIDE / ENCRYPTO | USENIX Security 2014  |  37 

 

Conclusion 

Mobile Secure Computation is becoming practical 

(But requires a smartcard) 

Trusted hardware enables secure offline pre-computation 

 

Outlook:  

Active Security 

Multiple Hardware Tokens 
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Thanks! 

Questions? 

 

 

Contact: http://encrypto.de 


