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Contribution

 We studied and analyzed
— 11 state-of-the-art graph anonymization techniques

— 15 modern Structure-based De-Anonymization (SDA) attacks

« We developed and evaluated SecGraph
— 11 anonymization techniques
— 12 graph utility metrics
— 7 application utility metrics

— 15 de-anonymization attacks

« We released SecGraph

— Publicly available at

S. Ji, W. Li, P. Mittal, X. Hu, and R. Beyah
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Graph Anonymization
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— K-Neighborhood Anonymization (k-NA)
— K-Degree Anonymization (k-DA)
— K-automorphism (k-auto)

— K-isomorphism (k-iso)
o Aggregation/class/cluster based anonymization
« Differential Privacy (DP) based anonymization

« Random Walk (RW) based anonymization
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Utility Metrics

e Graph utility (12)
—  Degree (Deg.)
— Joint Degree (JD)
—  Effective Diameter (ED)
—  Path Length (PL)
—  Local Clustering Coefficient (LCC)
—  Global Clustering Coefficient (GCC)
—  Closeness Centrality (CC)
—  Betweenness Centraltiy (BC)
—  Eigenvector (EV)
—  Network Constraint (NC)
—  Network Resilience

— Infectiousness (Infe.)

Application utility (7)

Role eXtraction (RX)

Influence Maximization (IM)
Minimume-sized Influential Node Set (MINS)
Community Detection (CD)

Secure Routing (SR)

Sybil Detection (SD)

Graph utility captures how the anonymized
data preserve fundamental structural
properties of the original graph

How useful the anonymized data are for
practical graph applications and mining

tasks

S. Ji, W. Li, P. Mittal, X. Hu, and R. Beyah




Anonymization vs Utility
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Conditionally -
preserve the utility
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the utility
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Graph De-Anonymization (DA)

e Seed-based DA

Backstrom et al.’s attack (BDK)

Narayanan-Shmatikov’s attack (NS)

Narayanan et al.’s attack (NSR)

Nilizadeh et al.’s attack (NKA)

Distance Vector (Srivatsa-Hicks attack) (DV)

Randomized Spanning Trees (Srivatsa-Hicks attack) (RST)
Recursive Subgraph Matching (Srivatsa-Hicks attack) (RSM)
Yartseva-Grossglauser’s attack (YG)

De-Anonymization attack (Ji et al.’s attack) (DeA)

Adaptive De-Anonymization attack (Ji et al.’s attack) (ADA)
Korula-Lattanzi’s attack (KL)

e Seed-free DA

Pedarsani et al.’s attack (PFG)
Ji et al.’s attack (JLSB)

Seed mappings

Anonymized Graph

Auxiliary Graph

Figure source: E. Kazemi et al., Growing a Graph Matching from a Handful of Seeds, VLDB 2015

S. Ji, W. Li, P. Mittal, X. Hu, and R. Beyah




DA Attacks
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GF: seed-free

AGF: auxiliary graph-free
SemF: semantics-free
A/P: active/passive attack
Scal.: scalable

Prac.: practical

\Rob.: robust to noise
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Anonymization vs. DA

State-of-the-art Y ¥ Y Y Y ¥
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DA attacks!
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SecGraph: Overview & Implementa
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SecGraph: Evaluation

* Datasets
— Enron (36.7K users, 0.2M edges): an email network dataset

— Facebook — New Orleans (63.7K users, 0.82M edges): a Facebook friendship dataset in
the New Orleans area

* Evaluation settings
— Follow the same/similar settings in the original papers

— See details in the paper and

e Evaluation scenarios
— Anonymization vs Utility
— DA performance
— Robustness of DA attacks

— Anonymization vs DA

S. Ji, W. Li, P. Mittal, X. Hu, and R. Beyah



SecGraph: Anonymity vs Utility
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C1: existing anonymization techniques are better at preserving graph utilities

C2:

all the anonymization techniques lose one or more application utility

S. Ji, W. Li, P. Mittal, X. Hu, and R. Beyah




SecGraph: DA Performance

Table 6: Performance of DA attacks. s is the probability of generating the auxiliary and anonyized graphs from the

original graph. Each value, e.g., 0.1277, in the table indicates the ratio of successfully de-anonymized users.
B ) De-anonymize Enron ) ___De-anonymize Facebook

| NS DV PFG YG ADA KL JLSB| NS DV PFG YG ADA KL ] LSI?[
60( .0037 1277 .0739 0310 1305 1596 .1191 | .0018 .1563 .1087 .2832 .1568 .0599 .14/3
651 .0039 .1601 .0937 .0410 .1651 .1814 .1460 |.0020 .1998 .1402 .3346 .2005 .0747 .1799
J0[).0054 1969 .1397 .0725 .2013 .2026 .1723 |.0031 .2437 .1523 4124 2444 .0841 .2094
5010055 2244 (1349 (1004 .2307 2152 .1958 | .8712 .3068 .2041 .4554 3078 .1196 .2574
v'|.80]| .0061 .2841 .1837 .1014 .2896 .2519 |.2474| 9056 .3802 .2586 .4970 .3805 .1508 |.3042|
85(| .3420 3481 2180 .1531 .3522 3123 .2971 |.9231 .4561 .3073 .5402 4576 .1817 .3559
90[| .3660 .4004 2736 .1885 .4043 3389 .3443 | .9414 .5659 .3977 .5737 .5670 .2552 4289
95)1 .3937 5814 4370 .2277 5898 .5209 .5438 | .9527 .7407 .5584 .6071 .7422 .3989 .5542

e e s | 3 ¢ ) (—)

De-anonymize Enron De-anonymize Facebook

60.00% 100.00%
80.00%
40.00% o ons
20.00% transitional | =
phenomena 20

0.00% 0.00%

0.6 0.65 0.7 0.75 0.8 0.85 0.9 0.95

0.6 0.65 0.7 0.75 0.8 0.85 0.9 0.95

NS DV em==].SB NS DV em==].SB

C1: the phase transitional (percolation) phenomena is attack-dependent

S. Ji, W. Li, P. Mittal, X. Hu, and R. Beyah



SecGraph: Robustness of DA Attacks

% of error seeds

De-anonymize Enron

—

A, De-anonymize Enron De-anonymize Facebook

A|[NS DV YG ADA KL [NS DV YG ADA KL |
4%||.341 .342 148 .336 .302].922 456 537 .442 .183
6%||.341 .342 .133 .329 .303|.917 456 .528 .440 .183
8%||.338 .348 .135 .329 .310]|.918 .456 .542 428 .184
1094 |.007 .348 .147 .323 .310].918 .456 .536 .420 .182
1294 1.007 .348 .142 313 311|915 .456 .529 414 .185
149 |.006 .348 .112 .306 .307|.916 .456 .526 .403 .186
169 |.006 .348 .129 .297 .303|.916 .456 .525 .394 .184
189 |.006 .348 .099 .293 .308|.913 .456 .533 .380 .183
209 1.006 .348 .126 .285 .306|.913 .456 .518 .356 .179
229%1.005 .348 .125 .280 .303|.912 .456 .531 .347 .182 % OF SEED ERROR
249 1.005 .348 .116 .268 .304|.910 .456 .521 .332 .180
269%1.005 .348 .118 .255 .303|.889 .456 .528 .319 .179 NS DV ===ADA
289 1.004 348 112 .253 .300|.886 .456 .520 .309 .182
309 |.004 .348 .120 .247 .307|.884 .456 .522 .283 .180
329 1.004 .348 .106 .235 .305|.888 .456 .521 .270 .178
349 |.004 .348 .081 .230 .304|.887 .456 .521 .259 .178 De-anonymize Facebook
369 |.004 .348 .084 .216 .300|.889 .456 .505 .245 .182
389% |.004 .347 .096 .199 .301|.888 .456 .493 .230 .178
409 |.004 .347 .065 .186 .302|.886 .456 .505 .214 .179
429 .003 .347 .071 .182 .302|.882 .456 516 .195 .18l
449 1.003 .347 .106 .169 .303|.881 .456 .495 .185 .180
469 |.003 .347 .050 .160 .299|.881 .456 .480 .173 .177
489 .003 .347 .059 .153 .297|.881 .456 .497 .161 .180
5094 1.002 .347 .063 .146 .298|.874 456 475 .148 .176

D [ —] ( ) ) ( )

C1: global structure-based DA attacks are
more robust to seed errors

% OF SEED ERROR
NS DV em==ADA

S. Ji, W. Li, P. Mittal, X. Hu, and R. Beyah



SecGraph: Anonymization vs DA
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3317

0854
1135
2319

.0886
1070
.1449

0656
0664

0814

0709
0767
0838

0720
0728
0740

1453
1673
2180 .

0786
0911

1174

2025
2335
3111

0595
0708

1096

2618
3001
.3983

2673
3094
3924

.1958
3050
3142

0768
0777

.0950

0901 .0681
0911 .0699
0940 .0734

v Y

v Y v v Y

v

v v

C1: state-of-the-art anonymization techniques are vulnerable to one or several modern DA attacks

C2: no DA attack is general optimal. The DA performance depends on several factors, e.g.,
similarity between anonymized and auxiliary graphs, graph density, and DA heuristics
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SecGraph: Release & Support

SecGraph

* Website

A Uniform and Open-source Evaluation System for Graph Data Anonymization and De-anonymization.

— Software

To be released

— Datasets

Anonymization Module (AM) Utility Module (UM) De-Anonymization Module (DM)
This module can anonymize raw graph data ana This module can evaluate rawianonymized data's utity  This module ofters 15 Structural based de-

generate anonymized data. In this module, vie with respect to the 12 graph utiity meltics and 7 anonymization algorithms (SDA) (althe existing SOA
implement 11 state-of-the-art graph data anonymization  appiicaton utiity mefrics. Wit the UM, we can algoritms. to the best of our knowiedge). I this moduie.

 wihether the data o be publisned/shared he securty of data to be publishedshared can be
vorld powertul SDA attacks. More
frectiveness of an anonymization

— Documents e iy e oo spomm oo

privacy based algorithms, and the random wak based  anonymization algorithm preserves data uity algorithm can be examined by this modue. i .. whether
ihe anonymized data of an anonymization agorthm is

agortnm
D resistant to modern SDA attacks.
e l I I O d e User chooses to send results from the Random - — o .
i er applying two anonymization components
Select input file:  graphData/dataSet10 txt Browse = Select output file: | graphOutputidata1ORes.tt | Browse start Sl D""; ‘“'"’“"‘2’";’:: e Randoss the user chooses to apply the JLSB De-
Anonymization component
o5 shasae
— Q& A Uty Summary D Summary Summary Quantfication Summary Select input fle: graphOsta Browse | Select output fle fffapnOutpuidaiatoRes vt | Browse | | start
(Seed based) (Seed free)
1. Input pr——
Algorithm 1 preserves 75% | Algorithm1 de-anonymize 62% H i
Algorithm2 preserves 70% | Algorithm2 de-anonymize 57% | © 5 ez e
Algorthm3 preserves 80% | Algorithm3 de-anonymize 46% | § £ e
° Algorithmé preserves 65% | Algorithmé de-anonymize 41% | % s 2. Random Add and Delete|-| SRR 3 [Random Swap|-| WP 4. hiss]- e
Algorthm5 preserves 95% | | Algorithm de-anonymize 82% :
Algorthmé preserves 45% | Algorithm@ de-anonymize 56% | | }

De-Ancaymizstion Summary
x4)

— QU Recommended Algorithm: wapmy | sy | Py

o
LEEICIN | (oo Time 1001547334420 | | Load Time 2024723132320 | | Right 4271985

Algorithm 1 Blocks oL —

LoadTime 3115546532420

— Command line
B Command Prompt = [E S

° SS tj Microsoft Windows [Uersion 6.1.76011]
Uppor ng Copyright (c)> 2009 Microsoft Corporation. All rights reserved.

C:\Users\sky>_

— Windows

— Linux

— Mac L' Lin}l)g

Microsoft’ ~

Windows
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Conclusion

— We analyzed existing graph anonymization techniques and de-anonymization

attac

ks

— We implemented and evaluated SecGraph: a uniform and open-source

evaluation system from graph data anonymization and de-anonymization

p

A
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Thank you!

Shouling Ji
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