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Abstract

The increasing prevalence of new Instruction Set Architec-
tures (ISAs) necessitates the migration of closed-source bi-
nary programs across ISAs. Dynamic Binary Translation
(DBT) stands out as a crucial technology for the cross-ISA
emulation of binary programs. However, due to the mismatch
in memory consistency between guest ISA and host ISA, DBT
systems face substantial challenges in guaranteeing correct-
ness and translation performance for concurrent programs.
Despite several attempts to bridge the memory inconsistency
between guest and host ISA, prior work is either not universal
for cross-ISA DBT systems or inefficient and even error-prone

in translation.

This work presents CrossMapping, a general primitive map-
ping framework to enhance existing DBT systems for cross-
ISA translation. By harmonizing memory consistency across
diverse ISAs, CrossMapping enables smooth cross-ISA trans-
lation and accomplishes correct emulation. CrossMapping
introduces specification tables to describe memory models in
a unified and precise format, which facilitates the derivation of
concurrent primitive mapping schemes based on a convenient
comparison and analysis of memory models. The correctness
of cross-ISA emulation is guaranteed by harmoniously in-
tegrating the derived mapping schemes with existing DBT
systems. We evaluate CrossMapping for x86, ARMvS, and
RISC-V on top of QEMU using the PARSEC benchmark
suite. The results show that the average performance improve-
ment can reach 8.5% when emulating x86 on ARMv8 and
7.3% when emulating x86 on RISC-V.

1 Introduction

Amidst the swift evolution of computer architecture, a mul-
titude of processors embracing new ISAs such as ARM and
RISC-V have emerged. Due to their cost-effectiveness, low
power consumption, and license stability, many personal com-
puter and server manufacturers are shifting from the tradi-
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tional x86 architecture to these new architectures (e.g., Apple
computers [8], Huawei Kunpeng servers [22], and Fujitsu’s
supercomputer Fugaku [17] run on ARM). Owing to the in-
herent incompatibility of programs across distinct ISAs, the
adoption of Dynamic Binary Translation (DBT) technology,
which fulfills the emulation of guest programs on the host
through code translation, becomes imperative.

The correct and efficient emulation of concurrent pro-
grams poses a great challenge in DBT systems, which re-
quires proper handling of memory consistency mismatch
between guest ISA and host ISA. Modern ISAs, such as
ARM and RISC-V, typically adhere to a Weak Memory
Model (WMM) [4, 30, 50], whereas traditional ISAs, such
as x86 and SPARC, often use a Total Store Order (TSO)
model [23, 39,40]. The strength of TSO model is stronger
than WMM which allows more memory access pairs to be out-
of-order. Emulating a TSO architecture on WMM architecture
without auxiliary measures could lead to erroneous results. To
properly handle memory consistency mismatch from strong
to weak memory consistency, DBT systems need to insert
memory fences in the host instruction sequence to keep guest
orderings, which incurs performance degradation [33]. Em-
ulating a WMM architecture on TSO architecture could not
have any correctness issues, however many memory barriers
for WMM become redundant for the TSO model.

Some efforts have been devoted to addressing memory in-
consistency between guest ISA and host ISA. QEMU [11]
enforces a stronger memory ordering than the guest’s on the
host through an overly conservative use of fences, leading
to significant performance degradation. However, despite its
conservative approach, QEMU fails to correctly handle Read-
Modify-Write (RMW) instructions, potentially resulting in
incorrect outcomes. Both Risotto [18] and Lasagne [46] pro-
posed x86-to-ARMvV8 mapping schemes through model for-
mal analysis based on one-to-one memory, but do not support
other ISAs. ArMOR [35] developed a mapping scheme based
on Finite State Machines (FSM), which can handle multiple
memory models. Nevertheless, it is not designed for cross-
ISA DBT systems leveraging Intermediate Representation

USENIX Association

2024 USENIX Annual Technical Conference 1013



(IR) and lacks support for one-way barriers and RMW in
modern ISAs.

In this paper, we propose CrossMapping, a generic con-
current primitive mapping framework to harmonize mem-
ory consistency for cross-ISA DBT systems, which ensures
correctness and maintains generality among diverse ISAs.
CrossMapping introduces a memory model specification ta-
ble to represent the memory models of the guest, host, and
IR of DBT system in a unified and precise format. By com-
paring and analysing the memory models of guest, host, and
IR, concurrent primitive mapping schemes for both guest-to-
IR and IR-to-host can be obtained. In particular, the guest-
to-IR mapping is implemented through an FSM, allowing
for context-aware handling of concurrent primitives. Since
the use of fences is related to the sequence of concurrent
primitives, compared to direct mapping individual concur-
rent primitives, the FSM can provide more accurate mapping
and reduce additional overhead. CrossMapping integrates its
mapping schemes into DBT systems to guarantee the correct
memory consistency during emulation execution.

We implement CrossMapping based on QEMU and eval-
uate its performance on the PARSEC benchmark suite [12].
CrossMapping enables correct binary translation among x86,
ARMVS, and RISC-V ISAs and yields significant performance
improvements. Compared with QEMU 8.0, CrossMapping
improves the performance of runtime execution time by up to
15.8% (8.5% on average) for emulating x86 on ARMv8 and
up to 12.7% (7.3% on average) for emulating x86 on RISC-V.

Our key contributions are summarized as follows:

* Memory model specification table: We introduce a
specification table to describe memory models, greatly
facilitating comparison and analysis of these models.
Mapping schemes for any guest and host on any DBT
system can be easily derived via the specification table,
which is the foundation for ensuring the generality of
cross-ISA binary translation.

* Efficient mapping scheme: We achieve efficient map-
ping by dividing it into two phases and employing tar-
geted techniques. In the guest-to-IR mapping phase, an
FSM is developed to capture the context of concurrent
primitives to minimize the use of fences in IR. The IR-to-
host mapping phase simply maps the IR fences to host
fences without inserting new fences or eliminating old
fences.

* QEMU-based implementation: As a case study, we
implement CrossMapping on widely-used QEMU for
x86, ARMvVS, and RISC-V ISAs. Evaluations validate
the efficient translation performance between x86 to
ARMVS, x86 to RISC-V, ARMvS to x86, and RISC-V to
x86, which also demonstrate the generality of CrossMap-
ping. The code is available at https://github.com/
ChenGaol999/CrossMapping-for-QEMU.

2 Background

2.1 Dynamic Binary Translation

DBT technology can emulate guest binary programs on the
host by translating codes at runtime [14,44]. DBT systems
generally perform translation at the granularity of at least one
basic block. The typical workflow includes two steps: First,
the guest machine code is translated into IR by the front end
of the translator, and the IR code is optimized. Then, the IR
is translated into host binary machine code by the back end
of the translator. Basic blocks are usually cached to avoid
redundant translation. QEMU [11] stands out as an exemplary
open-source project and is widely adopted in academia and
industry. In QEMU, the built-in Tiny Code Generator (TCG)
front end transforms guest code to TCG IR, and the TCG
backend generates host-executable machine code from TCG
IR.

2.2 Memory Model

The memory model describes the behavior of concurrent prim-
itives on shared memory. Due to different design choices,
ISAs and IRs have different memory models, resulting in
variations in concurrent primitives and their behaviors. The
concurrent primitives can be categorized into four types: (1)
Load and store access to shared memory, (2) Explicit memory
barriers, also known as fences, (3) Implicit memory barri-
ers associated with reads and writes, (4) Read-Modify-Write
(RMW) access to shared memory.

Load and store accesses. Due to different memory models,
the ordering of memory accesses varies. Store-load access
pairs at different addresses are barely allowed to be out-of-
order in TSO model, whereas all the four types of access pairs
(load-load, load-store, store-load, and store-store) at different
addresses are allowed to be out-of-order in WMM.

In WMM, maintaining logical correctness necessitates pro-
viding dependencies including address dependency, control
dependency, and data dependency. Memory accesses become
ordered when the value which has been read is utilized to
calculate access address, the control condition, or the value
written for subsequent memory accesses in program order.

In different ISAs, store accesses may become visible to
different cores in the system at different times. Multiple-copy
atomic stores must be visible to all cores in the system simulta-
neously. Strict multiple-copy atomicity comes with significant
overhead and is uncommon, as it even prohibits forwarding
from private local store buffers. Other-multiple-copy atomic
stores must be visible to all cores simultaneously except for
the issuing core. Non-multiple-copy atomic stores are visible
to remote cores possibly in any order.
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Explicit memory barriers. Explicit memory barriers, also
known as fences, enforce the ordering of memory access
before and after fence instructions. Most ISAs and IRs pro-
vide various memory fences for programmers. x86, ARMv8
and TCG IR offer full fences such as MFENCE, DMB full, and
Fsc, so as to order any pair of memory accesses. Some WMM
architectures also provide lightweight fences. For instance,
ARMVS offers DMB 1d for ordering read accesses and their
subsequent accesses, and DMB st for ordering a pair of store
accesses. QEMU’s TCG IR offers more flexible fences for
load-load (Frr), load-store (Frw), store-load(Fwr), and store-
store (Fww) access pairs to enforce the ordering. It is note-
worthy that two fences can be combined. For example, Frw
and Fww can be combined into a new barrier Fmw to order
load-store and store-store access pairs.

Implicit memory barriers. Some ISAs provide load and
store instructions with implicit barrier semantics. These in-
structions are typically one-way barriers and incur lower over-
head compared to fences. For example, ARMvS offers load-
acquire, load-acquirePC, and store-release instructions. In this
context, store-release is ordered with its predecessors, load-
acquire and load-acquirePC are ordered with their successors,
and store-release is ordered with its successor load-acquire.

RMW accesses. Read-Modify-Write (RMW) are atomic
operations, like Compare-and-Swap, Test-and-Set, and Fetch-
and-Add. They read a memory location and write a new
value into it. ISAs provide various types of RMW primi-
tives. For instance, x86 offers single-instruction RMW primi-
tives, like LOCK CMPXCHG and LOCK ADD. ARMYVS, in addition
to single-instruction RMW primitives, like CASAL, provides
RMW primitives through a pair of load-exclusive and store-
exclusive instructions. Load-exclusive instructions contain
acquiring semantics, and store-exclusive instructions contain
releasing semantics, thereby allowing RMW primitives to act
as barriers. Different RMW primitives present different mem-
ory behaviors. A successful single-instruction RMW primitive
can act as a full barrier, and a pair of successful load-exclusive
and store-exclusive can excite load-store access pairs to the
same address, while a failed RMW primitive only produces a
read access.

2.3 Memory Consistency Issues in DBT

Concurrency is often understood as the interleaved execution
of multiple threads. If shared memory accesses within each
thread follow program order, it is termed Sequential Con-
sistency (SC) [26]. However, due to its poor performance,
very few concurrent systems directly implement SC. Memory
models weaker than SC can lead to non-SC behaviors. To
ensure the correctness of program execution, it is necessary
to enforce the ordering by inserting memory barriers.

Existing work [9,10,25,42,43,47] has extensively explored
memory consistency issues when compiling from high-level
programming languages to various ISAs. Compilers ensure
that the generated assembly code adheres to the ordering
rules of the source code. However, for cross-ISA DBT sys-
tems, harmonizing memory consistency from guest to host
presents significant challenges, which requires comparing and
analysing the memory models of guest, host, and IR to de-
rive a concurrent primitive mapping scheme from guest to
host, and mapping concurrent primitives at runtime. Simple
binary translation between ISAs may lead to incorrect results
or performance penalty.

As shown in Figure 1, for the same segment of C11 code,
different compilers targeting architectures with varying mem-
ory consistency models generate different assembly codes.
For architectures with TSO model, like x86 and SPARC, load-
load and store-store access pairs are ordered, so no additional
fences need to be inserted. However, for architectures with
WMM, like ARMvS8 and RISC-V, memory access pairs are
not ordered, so additional fences need to be inserted. Binary
programs compiled directly from C11 code for different archi-
tectures would exhibit correct results (a = 1, b = 0 cannot
be observed). However, if a DBT system is used to translate
a binary program from TSO architecture to WMM architec-
ture without inserting any memory fence, erroneous results
may occur in the WMM architecture (a = 1, b = 0 could
be observed), as shown in Figure 1(b). Conversely, although
directly translating binary programs from WMM architec-
ture to TSO architecture usually maintains correctness, it may
remain unnecessary fences, as shown in Figure 1(c).

3 Related Work and Motivation

3.1 Cross-ISA DBT System

Cross-ISA DBT systems can be categorized into two types:
system-level DBT systems emulating the entire machine and
user-level DBT systems emulating applications. QEMU [11]
supports both modes. In user mode, it can use multiple host
threads to emulate concurrent programs. However, in system
mode, it only supports executing the emulation of multipro-
cessors in a round-robin fashion in a single host thread if
the host memory model cannot accommodate the guest [45].
CORMEU [49] and PQEMU [16] implement multi-threaded
system-level emulation based on QEMU, but they do not ad-
dress the mismatch in memory consistency models. Some
DBT systems [13,20,21,29] use LLVM IR [27] as the in-
termediate representation for performance optimization, but
most of them cannot correctly support concurrent program
emulation. Rosetta 2 [7] is a translator developed by Apple for
program translation from x86 to ARM, it coordinates mem-
ory consistency by implementing x86 and ARM models in
hardware [24]. It is regrettable that Rosetta is closed-source,
lacking publicly available technical details.
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TSO Architecture

Initially X=0, Y=0

C 1 X=1; a=YyY;
ompiler Y=1: b=X:
Thread 0 Outcomea=1,b=0
x| Executing on TSO: Forbidden
L . Simply translate to WMM:Observable
atomic_store_explicit(&y, 1, release);
Thread 1 ] (b) Pseudo-Assembly compiled for TSO
if (atomic_load_explicit(&y, 1, acquire)) Initially X=0, Y=0
assert(*x !=0); X=1; a=Y;
fence st-st; fence 1d-1d;
(a) Message Passing C11 Source Code Y=1; b=X;
WMM Architecture Outcomea=1,b=0
Compiler Executing on WMM:  Forbidden

Simply translate to TSO:Forbidden

(c) Pseudo-Assembly compiled for WMM

Figure 1: Message passing litmus test and pseudo-assembly for different architectures

Table 1: QEMU mapping schemes (x86 to ARMVS)

x86 TCG IR
Load —  Fmr;ld —
Store —  Fmw;st —
RMW — call —
MFENCE — Fsc —

ARMVS
DMB 1d; LDR
DMB full; STR

BLR; RMW; RET
DMB full

3.2 Harmonizing Memory Consistency

Some work [2,3,6,19,36,51] have aimed at comparing mem-
ory models and identifying their differences. Other investi-
gations [1,5,28,31,32,37,38,48] address these differences
through memory barrier placement strategies, but most are
designed for compilers and are unsuitable for DBT systems.

To harmonize memory consistency in binary translation,
some existing work suggest solutions through concurrent
primitive mapping.

Native mapping schemes. QEMU adopts native concur-
rent primitive mapping schemes [45]. During the translation
process from guest to TCG IR, a fence is inserted before each
memory access to order any predecessors. In the translation
process from TCG IR to host, TCG IR fence is translated into
a sufficiently strong host fence to ensure both host and guest
have the same memory ordering. Table | lists the mapping
scheme from x86 to ARMv8. Taking the translation of store
access as an example, the TCG frontend inserts an Frw be-
fore store access, ordering store-store and load-store access
pairs. Subsequently, the TCG backend translates Fmw into DMB
full provided by ARMv8. However, DMB full orders any
memory access pairs, resulting in performance penalty.
Although QEMU adopts very conservative mapping

Initially X=0, Y=0 Initially X=0, Y=0

azY: DMB full; || DMB full;
X=1; 'f_—’—l X=1; a=Y;
y=1; || (;[;; )2 ,y — DMBfull; ||ifta==1)
X Y=1, FAA(X,1)
Outcome Outcome

a=1, X =1 Forbidden a=1, X =1 Observable

(b) Translated Code (ARMVS)

(a) x86 Pseudo-Assembly

Figure 2: Fetch-And-Add litmus test

schemes, they cannot guarantee the correctness of RMW ac-
cesses on some WMMs. QEMU translates RMW instructions
without additional barriers by calling helper functions, which
may result in incorrect results. For instance, when translat-
ing x86 atomic instructions like LOCK XCHG and LOCK ADD to
ARMYVS, they are implemented using acquire-load-exclusive
(LDAXR) and release-store-exclusive (STLXR) access pairs on
ARMYVS. Considering the litmus test illustrated in Figure 2,
when translated from x86 to ARMv8 by QEMU, incorrect han-
dling of RMW primitives leads to erroneous results. In x86,
the Fetch-And-Add (FAA) operation is an atomic operation
acting as a full barrier. It is ordered with the preceding load ac-
cess. Therefore, when 1£ (a==1) is true, the store instruction
X=1 in another core must have already been completed, and
the FAA operation subsequently updates X=2. Consequently,
the output a=1, X=1 cannot be observed. In ARMvS, FAA is
implemented using the LDAXR-STLXR access pair, where the
load can be reordered with the succeeding LDAXR. Therefore,
the load access to X in FAA might be completed before the
a=Y instruction, leading to the erroneous result of observing
a=1l, X=1.
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Table 2: Risotto and Lasagne mapping schemes (x86 to
ARMVS)

Table 3: Summary of CrossMapping and Related Work

Tool Cross-ISA Generality Correct handling
x86 IR ARMvVS DBT of RMW
Load — 1d;Frm — LDR; DMB 1d QEMU X
Store — Fww; st — DMB st; STR Risotto X
RMW — RMW — DMB full; RMW; DMB full Lasagne X X
MFENCE — Fs¢ — DMB full ArMOR b 4 X
Pico b 4 b 4
Cross-
Special mapping schemes. Memory models are formally Mapping

defined in various ISAs (e.g., x86 [40], ARMvS [4], or RISC-
V [50]). Due to the complexity of formally defining memory
models and the usual incompatibility in these definitions,
efficient and correct concurrent primitive mappings are con-
structed using formal analysis. This approach is specific to
mapping one memory model to another, and the analysis pro-
cess is quite intricate.

Risotto [18] and Lasagne [46] are two representative works
on x86 to ARMv8 concurrent primitive mapping. Risotto is a
dynamic binary translator based on QEMU, while Lasagne is a
static binary translator based on LLVM. Both of them provide
mapping schemes from x86 to ARMvS through the IR, as
shown in Table 2. Compared to QEMU’s native concurrent
primitive mapping approach, these mapping schemes reduce
the use of excessive fences and fix the bugs in the mapping
of RMW primitives. Additionally, they develop an enhanced
scheme for fence merging in IR, namely merging two weaker
fences into a stronger one to reduce fences further (e.g., Frm
and Fww are merged into Fsc).

However, these schemes still introduce excessive fences.
For instance, for load-store access pairs, when translating
from x86 to TCG IR or LLVM IR, they insert Frm after a load
access and Fww before a store access, merging the two fences
into Fsc. When translating from TCG IR to ARMvVS, Fsc
is translated into ARMv8 full fence DMB full. The strength
of DMB full is overkill, as the lightweight fence DMB 1d is
sufficient for ordering load-store access pairs.

Generic mapping schemes. ArMOR [35] is a framework
designed for specifying and transforming memory models.
The specification tables, which enable comparison of mem-
ory models, are introduced to define the ordering of memory
accesses within a model, thus ArMOR can be adaptable to
various memory models. The framework can generate Finite
State Machines (FSMs) of memory model mapping based
on both source and target memory models. Each state of the
FSM indicates the memory ordering requirements after the
execution of a concurrency primitive, determining whether
concurrency primitives and their various successors need to
be ordered. When encountering concurrency primitives dur-
ing program execution, fences can be inserted based on the
current state (the memory ordering requirements of preceding
concurrency primitives) and the concurrent primitive itself.

This approach accurately determines whether and what type
of fence should be inserted between each memory access pair,
effectively reducing the overhead caused by excessive fences.

However, the framework primarily targets heterogeneous
architectures, and its concurrent primitive mapping relies on
the Dynamic Binary Instrumentation (DBI) tool Pin [34]. Con-
sequently, it cannot work in cross-ISA DBT systems where
the translation process depends on the IR. Furthermore, Ar-
MOR is unable to handle dependencies, one-way barriers, and
RMW primitives, and considers RMW as a straightforward
extension that behaves like load and store accesses. How-
ever, the behavior of RMW primitives varies across ISAs,
and failure to address this issue may lead to errors similar
to those illustrated in Figure 2. Pico [15] utilizes ArMOR to
implement a DBT system from x86 to PowerPC, but does not
ensure the correct translation of RMW primitives.

3.3 Motivation

Table 3 summarizes prior work, which primarily exhibit the
following two shortcomings: (1) inserting excessive fences
during mapping, resulting in additional overhead, and (2) spe-
cial solution cannot provide a generic mapping scheme appli-
cable to cross-ISA DBT systems.

Excessive fence insertion. The mapping schemes devised
by QEMU, Risotto, and Lasagne need the insertion of fences
for each memory access, thus they lack the capability to cap-
ture contextual information about memory accesses, namely
they cannot recognize memory access pairs. This limits in-
serting the suitable strength of the memory fence. Instead,
overkill or superfluous fences are inserted for ordering, re-
sulting in excessive overhead. Both Risotto and Lasagne in-
troduce fence merging optimization in IR and can combine
two fences into one, thus reducing some superfluous fences.
However, the strength of the merged fence is still overkill in
some situations.

Inapplicable to generic cross-ISA DBT systems. While
ArMOR is a general concurrent primitive mapping frame-
work, it is designed for heterogeneous architectures and does
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Figure 3: Overview of CrossMapping

not support DBT systems employing IR during translation.
ArMOR, Pico, and QEMU fail to map certain RMW prim-
itives provided by some WMM correctly, thus they can not
properly work on modern WMM architectures like ARMvS.
Risotto and Lasagne only support concurrent primitive map-
ping from x86 to ARMv8, and cannot be easily migrated to
the memory models of other architectures.

Motivated by these issues, we develop CrossMapping to
provide correct and efficient concurrent primitive mapping
and support generic cross-ISA DBT systems.

4 Design of CrossMapping

4.1 Overview

CrossMapping is a generic framework for cross-ISA con-
current primitive mapping, and is adaptable to a range of
guest and host ISAs, as well as DBTs. While ensuring correct-
ness, CrossMapping achieves efficient concurrent primitive
mapping. Figure 3 illustrates an overview of CrossMapping,
including offline and online stages.

The runtime translation of guest binary programs to the
host in DBT systems typically involves two steps: first, the
translator’s front end translates guest machine code into IR,
and then, the translator’s back end translates the IR into host
machine code and executes it. The translation is usually done
at the granularity of basic blocks to facilitate optimization and
caching of these blocks. Therefore, the mapping process also
occurs in two steps at the basic block level: guest-to-IR and IR-
to-host. In the offline phase, CrossMapping separately derives
these two mapping schemes, namely the FSM of mapping
from guest to IR and the fence mapping from IR to host.
In the online phase, conducting these two mappings within
the DBT system can achieve the preservation of the guest
memory orderings on the host during execution.

Offline stage. Due to the incompatibility of formalized
memory models, direct comparison and exportation of map-
ping schemes are infeasible. To address this issue, we intro-
duce a memory model normalizer to describe memory models
using specification tables, which facilitate their comparison
and analysis.

For the guest-to-IR mapping, we employ Finite State Ma-
chine (FSM) for efficient and precise memory fence insertion.
The FSM can capture contextual information of concurrent
primitives, and can conduce the identification of memory ac-
cess pairs. The identification enables the strategic positioning
of IR fences in the code and the selection of suitable types of
IR fences for optimized synchronization. The FSM generator,
by comparing the execution orderings of the guest with host
memory models and considering the ordering specified by IR
fences, outputs the FSM of guest-to-IR mapping.

For the IR-to-host mapping, the insertion or removal of
fences is unnecessary. The key point focuses on mapping
fences. Leveraging the fences comparator, the fence mapping
from IR to host is derived by comparing the specification
tables of IR fences and host fences.

Online stage. The online stage is integrated into the DBT
system, enabling concurrent primitive mapping during pro-
gram emulation. The FSM needs to be realized in the front
end of the translator to achieve the mapping of concurrent
primitives from guest to IR. The fence mapping needs to be
conducted in the back end of the compiler to accomplish the
mapping of concurrent primitives from IR to host.

4.2 Memory Model Normalizer

To handle the issue of the complexity and incompatibility
in formalized memory models, Memory Model Normalizer
is designed by leveraging a standard specification table to
describe memory models. Specification tables can precisely
describe the memory orderings on ISAs and the orderings
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Table 4: Specification table of ARMv8 memory orderings

2 sa | DA | DA | DA | DA | DA

1 I\ Ord. Ins. 1d st ld-aq | 1d-PC | 1d-rl
1d V| Ve | Vaer | — — | v
st v — — - — v
dag | v | v | v | Vv v | v
dPC | v | v | v | Vv v | v
st-rl v — — - — v

Table 5: Specification table of DMB 1d

2" Ins.

load | store
1% Ins. \_ Ord.

load v v

store — —

enforced by fences, and facilitate comparison and conversion
between them.

Definition of specification table. Generally, the memory
ordering of an ISA is described with one specification table,
and the ordering enforced by each barrier is described with
a separate specification table. An exception is implicit bar-
riers, like load-acquire, store-release and load-acquirePC in
ARMVS, which are attached to load and store accesses. They
have dual semantics of both memory access and barrier, and
are usually one-way barriers, so as to be arduously described
by a single specification table. Therefore, we treat these im-
plicit barriers as special memory accesses, and describe them
in the memory ordering specification table.

As examples, Table 4 and Table 5 show the memory order-
ing specification tables for ARMvS and its load fence DMB
1d, respectively. The symbol v" indicates a pair of ordered
memory accesses, v 4., indicates their ordering through de-
pendencies, and — denotes out-of-order memory access. Each
cell in the specification table specifies whether the memory ac-
cess instruction of the type in the row header must be ordered
with subsequent accesses of the type in the column header. In
most of memory models, memory access pairs for identical
and different addresses typically have different memory or-
derings. Accesses to the same address are generally ordered,
known as coherence. However, for different addresses, differ-
ent memory models typically have distinct memory orderings.
Therefore, we explicitly distinguish between access to same
address (SA) and access to different addresses (DA) in the spec-
ification table. For instance, in Table 4, load (1d) in the first
row and subsequent load at different addresses (DA 1d) in

Table 6: Refined specification table for DMB 1d

2 SA | DA | DA | DA | DA | DA
e\ o | IDS- | 1d st | ld-aq | 1d-PC | 1d-rl
1d vilivi v v | v |v
st v — — _ _ v
dag | v | v | v | v | v | v
dpc | v | v v | v | v | v
st-rl v - — v — v

the second column rely on address dependency and control
dependency, store (st) in the second row and subsequent load
at different addresses in the second column are out-of-order,
load-acquire (1d-aq) in the third row and subsequent load at
different addresses in the second column are ordered.

Refinement. As shown in Table 4 and Table 5, the memory
ordering specification tables for ARMvS8 and DMB 1d have
different rows and columns, which makes direct comparison
impossible. Similar issues also arise in specification tables of
different memory models. Therefore, it is necessary to refine
the rows and columns of the specification tables into matching
partitions.

The refinement is carried out in two steps. The first step
is to find the set of memory accesses that serve as row and
column headers, refining the specification tables to have the
same rows and columns. Partition refinement techniques [41]
can be used to merge the rows and columns from different
specification tables into a finer-grained partition. The second
step is to fill in the cells of refined specification table. This
can be inferred by the contents of the original cells and the
semantics of the refined set of memory accesses. Table 6
shows the refined specification table for DMB 1d, which has
the same rows and columns as the ARMv8 memory ordering
specification table also illustrated in (Table 4). The refinement
allows comparison between Table 4 and Table 6.

Comparison. The comparison of specification tables is con-
ducted by analysing each pair of corresponding cells. If a spec-
ification table A can satisfy all memory orderings of another
specification table B, then A is considered to be greater than
or equal to B (A > B). Similarly, other comparison operations
(<, <, =, #, >, >) can be defined on the specification tables.
Union (U) and subtraction (—) operations can also be defined
on the specification tables. Union produces a specification
table that has a strength greater than or equal to each input
table. Subtraction produces a specification table that specifies
the orderings enforced by the first table but not the second
one.
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4.3 FSM of Guest-to-IR Mapping

The FSM guides the mapping of the guest concurrent prim-
itive to IR. Since IR does not have its memory execution
ordering, and its execution ordering depends on the host, the
FSM of guest-to-IR mapping indicates how to insert fences
into IR to ensure that the program ultimately satisfies the
guest ordering when executed on the host. Each state in the
FSM represents the memory orderings described by a specifi-
cation table, and the orderings should be enforced at a certain
moment on the host. Each transition condition is a concurrent
primitive. The FSM outputs fences that should be inserted ac-
cording to current state (current required memory orderings)
when encountering concurrent primitives in the DBT system
translation process, and transition to new state (new required
memory orderings) after the concurrent primitives.

Typically, DBT systems translate at the granularity of basic
blocks, and the translated basic blocks are cached for quick
execution when the same block reappears. This means that
memory model mapping also needs to be done at the gran-
ularity of basic blocks, and it is hard to predict the memory
orderings satisfied by the first concurrent primitive within the
basic block. Therefore, when entering a basic block, the FSM
is initialized to the start state that the orderings are enforced
in the guest but not in the host (i.e., Subtracting specification
table of host memory ordering from specification table of
guest memory ordering).

4.4 FSM Generator

The FSM generator calculates the start state of FSM, accord-
ing to the specification tables of the guest and the host. Sub-
sequently, the FSM generator calculates other states of the
FSM, and determines what position and type of the IR fences
should be inserted, as detailed in Algorithm |. Depending
on the type of concurrent primitives, four cases need to be
handled: (1) For fences, directly map them to IR fences (Line
3-6); For single-instruction RMWSs which can act as full bar-
riers, it is necessary to check if the host has a corresponding
single-instruction RMW. If the host has a corresponding in-
struction, then conduct the direct translation (Line 8-9). If
not, the RMW is decomposed into load and store accesses,
and fences are inserted sequentially to simulate a full barrier
(Line 10-15); (3) In the cases where the previous operation is
a single-instruction RMW and no other concurrent primitives
are encountered at the end of the basic block, it is necessary
to insert a barrier to ensure the RMW composed of load and
store accesses can act as a full barrier (Line 16-18). (4) For
other memory accesses, fences are inserted to comply with
the required memory orderings (Line 19-22). Finally, the next
state can be updated according to three parts: the current
state, the inserted fences and the new orderings required by
concurrent primitives (Line 23).

Algorithm 1: FSM Generation Algorithm

1 Function GetNextState (state, op) :

2 requiredMo = guestMo—hostMo;

3 if IsFence(op) then

4 ordToEnforce = op;

5 fence = InsertIRFence(ordToEnforce);

6 newOrd = 0;

7 else if IsSinglelnstRMW(op) then

8 if GusetRMWActFullBarrier(op) then

9 L newOrd = 0;
10 else

11 1d, st = Split(op);

12 1dOrdToEnforce = KeepCol(state, 1d);
13 fence = InsertIRFence(ldordToEnforce);
14 tmpState = (state—fence) U

KeepRow(requiredMo, 1d);
15 newOrd = KeepRow(requiredMo, st);

16 else if IsEndOfBasicBlock(op) and
isAfterRMW(state) then

17 fence = InsertIRFence(fullfence —state);
18 B newOrd = 0;

19 else

20 ordToEnforce = KeepCol(state, op);

21 InsertIRFence(ordToEnforce);

22 | newOrd = KeepRow(requiredMo, op);
23 nextState = (state—fence) U newOrd;

24 return nextState;

25 Function InsertIRFence (ordToEnforce) :
26 return the weakest IR fence that satisfies
fence > ordToEnforce;

27 Function KeepRow (state, row) :
28 for state[i][j] in state do
29 L if i # row then state[i][j] = —;

30 return state;

31 Function KeepCol (state, col) :
32 for state[i][j] in state do
33 | if i # row then state[i][j] = —;

34 return state;

4.5 Fences Comparator

In the mapping process from IR to the host, direct mapping
IR fences without any additional fence insertions to corre-
sponding host fences is sufficient. The IR-to-host fence map-
ping scheme can be generated by the fence comparator by
analysing the specification tables of both IR and host fences.
For each IR fence, the comparator identifies the weakest host
fence to satisfy all the enforced orderings of IR fence.
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Table 7: Specification table for x86 memory orderings

(a) Original table (b) Refined table
nd Ins.
T 1 Id | st |Id-aq| st-rl
ns. ns. \ Ord.
p Id | st | T
Ins. \ Ord. 1d ViV v |V
1d v |V st — |V | - v
st - |V Idaq |V |V | vV | V
st-rl -\ v | - v

4.6 Online Mapping

By applying the mapping scheme derived in the offline stage
to the DBT system, we can achieve concurrent primitive map-
ping during binary translation, thereby ensuring the correct
translation.

In the guest-to-IR mapping phase, fences need to be in-
serted into IR. Between two memory accesses, there may
be some unrelated instructions, thus inserting a fence at any
position in this instruction sequence has the same semantics.
Liu et al. [33] pointed out that fences can slow down or even
block subsequent unrelated instructions until a response is
received from the bus. This means that inserting a fence closer
to the end of the instruction sequence between two memory
accesses has a weak influence on performance. Therefore,
we choose to insert immediate fences before the succeeding
access.

In the IR-to-host mapping phase, it is sufficient to simply
map the fences without any additional operations.

5 Case Study

In this section, based on QEMU’s user-mode, we utilize
CrossMapping to conduct some case studies, including strong-
on-weak architectures (x86 to ARMvS, x86 to RISC-V) and
weak-on-strong architectures (ARMvS8 to x86, RISC-V to
x86) mappings.

Specifically, due to the substantial overhead in QEMU of
tracking memory access addresses and dependencies, we ig-
nore these two features in subsequent experiments. That is, all
memory accesses are considered to be at different addresses,
and there is no dependency between access pairs. There is
no influence on the correctness of experiment results since
ignoring both of them excites the mapping scheme to insert
abundant fences.

5.1 x86 to ARMv8 Mapping

Table 4 shows ARMv8’s memory ordering specification table.
The same-address memory access pairs and dependencies
should be ignored, since the tracing of them leads to intolera-

(start) st/Fmw; st
star

MFENCE/Fsc

ld/Frr; 1d 1d/1d,

RMW/

LDAXR; STLXR st/Fww; st

RMW/Fwr; LDAXR; STLXR

(a) FSM of mapping from x86 to TCG IR

TCGIR ARMvVS

Frr/Frw — DMB 1d

Fww — DMB st
Fwr/Fmw/Fwm/Fsc — DMB full

(b) TCG IR to ARMv8 fence mapping scheme

Figure 4: x86 to ARMv8 mapping scheme

ble overhead in QEMU. The x86’s memory ordering specifi-
cation table is given in Table 7(a), and it is refined to have the
same rows and columns as the ARMv8’s specification table,
as shown in Table 7(b). Both of them are other-multiple-copy
atomic.

For fences, ARMv8 offers the load fence DMB 1d, the store
fence DMB st, and the full fence DMB full. x86 provides the
full fence MFENCE. QEMU’s TCG IR provides fences for any
type of memory access pair.

For RMW primitives, they are all single-instruction and
can act as a full barrier in x86. In ARMv8, only the compare-
and-swap CASAL is single-instruction, while the rest of the
RMW primitives are implemented through a LDAXR-STLXR
pair and cannot act as a full barrier.

Based on the algorithm listed in Section 4.3, we can derive
the complete mapping FSM, as shown in Figure 4(a). It has
five states: Start, After fence, After read, After write, and
After RMW. Each state can be described by a specification
table, which specifies the memory orderings that should be en-
forced after a certain operation. When a concurrent primitive
is encountered during the translation process, the FSM will
output a sequence of IR instructions, and transition to a new
state. For example, at the Start state, 1d/Frr; 1d means when
aload access (1d) is input, the FSM will sequentially output
Frr and a load access (Frr; 1d) in the IR, and transition to
the After load state.

* Start state: This state is entered at the beginning of trans-
lating a basic block. Table 8 shows the specification table
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Table 8: Start state specification table

2" Ins.

Iln,s N on 1d st |1d-aq | strl
1d v v v —
st — v - -

1d-aq - - - -
st-rl — v — -

of this state, which is derived by subtracting ARMv8’s
memory ordering specification table from x86’s, and
presents all additional x86 memory orderings that should
be enforced on ARMVS. In this state, when a load access
is input, an Frr is inserted before the output access to
order the load-load pair. When a store access is input, an
Fmw is inserted to order load-store and store-store pairs.
For RMW access, we treated it as a pair of acquire-load-
exclusive (LDAXR) and release-store-exclusive (STLXR)
accesses, the appropriate fences are inserted before and
after the access pair in the output to emulate the behavior
of x86 single-instruction RMW access. In this state, an
Fmr is inserted before the LDAXR to enforce its ordering
with any types of preceding accesses.

» After load state: Entered after load access. In this state,
to enforce the ordering of load-load and load-store ac-
cess pairs, Frr and Frw should be inserted before load
and store accesses in the output, respectively. For RMW
access, Frr is inserted before the LDAXR to enforce its
ordering with preceding load accesses.

¢ After store state: Entered after store access. In this state,
to enforce the ordering of store-store access pair, Fww is
inserted before output store accesses. For RMW access,
Fwr is inserted before the LDAXR to enforce its ordering
with preceding store accesses.

» After fence state: Entered after MFENCE operation, and
no memory ordering needs to be enforced. Thus, for any
input operations, no additional fences are required in the
output.

* After RMW state: Entered after RMW access. In this
state, the ordering of STLXR and subsequent accesses
must be enforced. Fwr and Fww are inserted respectively
before output load and store accesses to enforce the or-
dering. When no new concurrent primitives are encoun-
tered by the end of the basic block, an Fwm is inserted
before the end to prevent disorder between STLXR and
subsequent basic block memory accesses.

By comparing the strength of fences in TCG IR and
ARMVS, the TCG IR to ARMv8 mapping scheme can be
derived, as shown in Figure 4(b).

st/Fmw; st

(start)

MFENCE/Fsc

RMW/RMW

MFENCE/

1d/Frr; 1d Fsc

1d/Frr; 1d 1d/1d

st/Fww; st

(a) FSM of mapping from x86 to TCG IR

TCG IR RISC-V
Frr —  fence [r,r]
Frw —  fence [1,w]
Fww —  fence [w,w]
Fmw — fence [rw,w]
Fsc —  fence [rw,rw]

(b) TCG IR to RISC-V fence mapping scheme

Figure 5: x86 to RISC-V mapping scheme

5.2 x86 to RISC-V Mapping

Similar to ARMv8, RISC-V adopts WMM model, allowing
memory accesses to different addresses to be out-of-order, and
is other-multiple-copy atomic. RISC-V offers standard atomic
instruction extensions to support RMW primitives [50]. It pro-
vides two forms of atomic instructions: load-reserved (LR) /
store-conditional (SC) pairs and atomic memory operations
(2MO). Both of them support various memory consistency or-
derings, including unordered, acquire (aq), release (r1), and
sequentially consistent (aqrl) semantics. For AMO instruc-
tions, they can be set as agrl to act as a full barrier. For
LR/SC instruction pairs, the LR can be set as r1 and the SC
as aq to act as a full barrier. RISC-V also provides the fence
instruction to order any combination of memory loads (r) and
stores (w) relative to any types of their combination.

Figure 5 shows the mapping scheme from x86 to RISC-V.
In the FSM of mapping from x86 to TCG IR, since RMW
primitives in RISC-V can act as a full barrier, they can be
directly translated from x86 to RISC-V. The FSM consists of
four states: Start, After read, After write, and After fence.
The transition conditions and outputs among these four states
are similar to those in the mapping scheme for ARMvS.
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FENCE [(r)w,r(w)]/Fsc
(RISC-V)

(start) ‘
1d/1d ‘o‘

Other fence/-

DMB full/Fsc
(ARMVS)

st/st

(a) FSM of mapping from ARMvS8/RISC-V to TCG IR

TCG IR x86
Fsc —  MFENCE

(b) TCG IR to x86 fence mapping scheme

Figure 6: ARMvV8/RISC-V to x86 mapping scheme

5.3 ARMVS/RISC-V to x86 Mapping

The memory model of x86 is stronger than those of ARMvS§
and RISC-V, meaning that x86 can naturally satisfy the
ordering of ARMv8 and RISC-V without any additional
fences. Therefore, when mapping ARMVS8/RISC-V to x86,
it only needs to eliminate extra fences and translate the
necessary ones. Figure 6 shows the mapping scheme from
ARMVS/RISC-V to x86. For ARMvS8, DMB full should be
translated to Fsc, and for RISC-V, the fence instruction should
be translated to Fsc when its predecessor set includes w and
the successor set includes r. As for other fences, they are
redundant for x86 and can be eliminated.

6 Evaluation

To validate the basic function of CrossMapping and evalu-
ate its translation performance, we implement the four map-
ping schemes in Section 5 based on QEMU v8.0.0, and con-
duct a performance evaluation. As mentioned in Section 3,
Lasagne [46] is a static binary translator and cannot work
in DBT systems. ArMOR [35] is not suitable for cross-ISA
DBT systems and fails to handle RMW primitives correctly.
Therefore, we compare CrossMapping with QEMU’s native
mapping scheme and Risotto [18] and analyze its performance
gains.

6.1 Experiment Setup

Testbed. We conduct experiments on x86, ARMvS, and
RISC-V platforms.

* x86: A server equipped with two Intel Xeon Silver
4210R processors (10 cores per chip, 2.4 GHz) and 64GB
memory, and runs Ubuntu 20.04 with Linux kernel 5.15.

* ARMYVS: A server equipped with two Huawei Kunpeng
920-4826 processors (ARMv8.2, 48 cores per chip, 2.6

GHz) and 192GB memory, and runs Ubuntu 18.04 with
Linux kernel 5.0.

e RISC-V: RISC-V Linux development board LicheePi
4A with TH1520 SOC (RV64GCYV, 4 cores, 1.85GHz)
and 16GB memory, and runs Debian 12 with Linux ker-
nel 5.10.

Benchmark. We use the PARSEC 3.0 benchmark suite [12].
The raytrace and x264 benchmarks are omitted because
they could not be natively built and run on ARMv8 and RISC-
V. For emulated execution on x86 and ARMvVS, the native
input set is adopted. For RISC-V, due to performance limita-
tions, the simlarge input set is adopted. Since the facesim
benchmark only supports 2" threads, we use hardware threads
as many as possible, which implies 16 threads for x86, 64
threads for ARMvS8, and 4 threads for RISC-V.

6.2 Strong-on-Weak Architecture Emulation

Figure 7 shows the run time for strong-on-weak architecture
emulation.

Cost of enforcing memory ordering. For strong-on-weak
architecture emulation, additional fences should be inserted
to enforce memory orderings on WMM, which introduces
extra overhead. We first assessed the overhead caused by
QEMU’s fence insertions. Testing the performance without
fences (note that this is incorrect), we found that the addi-
tional fences occupied a significant portion of the execution
time in benchmarks. For x86 to ARMvS translation, the ex-
tra fences accounted for up to 84.4% (for dedup), averaging
52.1% of run time. For x86 to RISC-V, they reach up to 81.8%
(for dedup), averaging 59.4%. These results indicate the ne-
cessity of reducing fence insertion while ensuring program
correctness in strong-on-weak architecture emulation.

Comparison with QEMU. Taking the x86 to ARMvS map-
ping as an example, QEMU’s mapping scheme (Table 1)
inserts DMB full for load-store and store-store pairs and DMB
1d for store-load pairs to keep order. In contrast, CrossMap-
ping’s scheme (Figure 4) only needs to insert DMB 1d for load-
store pairs, DMB st for store-store, and no fences for store-
load, significantly reducing the strength and number of extra
fences. Additionally, CrossMapping corrects QEMU’s erro-
neous translation of RMW primitives. Compared to QEMU,
CrossMapping significantly improves execution performance
without any impact on program correctness. For the x86 to
ARMVS translation, improvements reach up to 15.8% (for
vips), with a geometric mean of 8.5%. For the x86 to RISC-
V, improvement reaches up to 12.7% (for vips), with a geo-
metric mean of 7.3%.
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Figure 7: Run time of the PARSEC benchmark during strong-on-weak architecture emulation
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Figure 8: Run time of the PARSEC benchmark during weak-
on-strong architecture emulation

Comparison with Risotto. Risotto only supports mapping
from x86 to ARMvS (Table 2). Compared with CrossMap-
ping, it also inserts excessive fences. For load-store pairs,
Risotto generates a DMB full after inserting and merging
fences, while CrossMapping only needs a DMB 1d. For RMW
primitives combined on ARMvS, Risotto needs to insert a DMB
full before and after RMW primitives, whereas CrossMap-
ping can insert lighter fences depending on the context.

We also implement Risotto’s mapping scheme based on
QEMU v8.0.0. Taking comparison with it, CrossMapping
achieves up to 5.0% improvement (for vips), with a geomet-
ric mean of 1.8% as shown in Figure 7(a).

6.3 Weak-on-Strong Architecture Emulation

Figure 8 shows the run time for weak-on-strong architecture
emulation. In this case, only the redundant fences need to be
removed. Taking the ARMv8 to x86 mapping as an example,
Table 9 shows QEMU’s mapping scheme. Compared with
CrossMapping’s scheme (Figure 6), the fences for x86 are
identical. However, QEMU removes redundant fences in the

Table 9: QEMU mapping schemes (ARMvVS to x86)

ARMvS TCG IR x86
LDR/STR — 1d/st — Load/Store
RMW — call —  BLR; RMW; RET
DMBI1d — Fmr — —
DMB st — Fww — —
DMB full — Fsc — MFENCE

TCG IR to x86 mapping stage, while CrossMapping removes
them in the ARMvS8 to TCG IR mapping stage. Removing
fences earlier reduces the overhead during translation, thus im-
proving the geometric mean of the x86 to ARMvS translation
by 1.9%, and the x86 to RISC-V translation by 2.8%.

7 Conclusion

In this paper, we develop CrossMapping, a generic and effi-
cient concurrent primitive mapping framework for cross-ISA
DBT systems to reconcile memory consistency mismatch
in binary translation. We present four cases of emulation
between strong-on-weak and weak-on-strong architectures
using CrossMapping and evaluate the performance under a
typical multi-threaded benchmark suite. CrossMapping si-
multaneously achieves correctness, significant performance
improvement, and the generality of cross-ISA binary transla-
tion, indicating that it is a promising substrate to strengthen
existing DBT systems.
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