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Abstract

Background. User fatigue or overwhelm in current se-
curity tasks has been called security fatigue by the re-
search community [11, 24]. However, security fatigue
can also impact subsequent tasks. For example, while the
CAPTCHA is a widespread security measure that aims
to separate humans from bots [26], it is also known to be
difficult for humans [2]. Yet, to-date it is not known how
solving a CAPTCHA influences other subsequent tasks.
Aim. We investigate users’ password choice after a
CAPTCHA challenge.

Method. We conduct a between-subject lab experiment.
Three groups of 66 participants were each asked to gen-
erate a password. Two groups were given a CAPTCHA
to solve prior to password choice, the third group was
not. Password strength was measured and compared
across groups.

Results. We found a significant difference in password
strength across conditions, with p = .002, corresponding
to a large effect size of f = .42. We found that solv-
ing a text- or picture-CAPTCHA results in significantly
poorer password choice than not solving a CAPTCHA.
Conclusions. We contribute a first known empirical
study investigating the impact of a CAPTCHA on pass-
word choice and of designing security tasks in a se-
quence. It raises questions on the usability, security fa-
tigue and overall system security achieved when pass-
word choice follows another effortful task or is paired
with a security task.

1 Introduction

The CAPTCHA (Completely Automated Public Turing
Test to Tell Computers and Humans Apart [26]) is an im-
portant web security measure that differentiates humans
from bots. It is widely used across the web [20], includ-
ing at websites with a high traffic flow such as Facebook,
Twitter, LinkedIn, Reddit and various email providers.
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Balancing both security and usability of CAPTCHAs
continues to be a challenge [30, 7]. CAPTCHAs are
known to be difficult for humans [2] and to pose usability
issues [29].

Security research shows that on the one hand, users
are fatigued and frustrated with security [11]. Literature
quotes a compliance budget where employees comply ei-
ther when there is no extra effort or after weighing the
cost and benefits of extra effort [1]. In addition, a thresh-
old exists beyond which it gets too hard and burdensome
for users to maintain security [11]. Fatigue impacts cur-
rent tasks with users being desensitized to security or re-
jecting security [24].

On the other hand, there is a suspicion that priming
moderate effort can enhance security decisions such as
for password choice. For example, Grof} et al. [12] found
that while password strength is weakest when users are
cognitively depleted, moderate effort exertion is benefi-
cial for password strength.

When registering an account, users are often asked
to solve a CAPTCHA and to choose a password. Al-
though online account registration forms often present
the CAPTCHA challenge after password choice, un-
clear guidance into the data entry sequence or form re-
fresh when an incorrect CAPTCHA is entered lead to
a situation where the password is chosen after solving
the CAPTCHA. In addition, when the Tor Anonymizer
is detected, users are systematically asked to solve a
CAPTCHA before they can register. Therefore the
question arises whether the effort required to solve a
CAPTCHA impacts password choice. While a handful
of research have studied a link between cognitive effort
and password choice or password management [12, 17,
10], for empirical investigation of the impact of effort
previously spent on password choice, we are only aware
of Grof3 et al. [12].

Research Question. We investigate the main RQ
”How does solving a CAPTCHA before creating a pass-



word influence password choice?” We reproduce exper-
imental design components of Grof3 et al. [12] and use
validated methods from cognitive psychology to measure
effort [25], stress[22, 23] and cognitive load [13].

Contribution. This paper contributes the first empir-
ical investigation of the impact of security fatigue (ex-
perienced in a first task) on a subsequent security task.
Our findings indicate that engaging in a CAPTCHA in-
fluences password choice. Solving a text- or picture-
CAPTCHA lead to weaker password than not solving a
CAPTCHA with a large effect size of 0.42.

QOutline. In the rest of the paper, we first provide back-
ground research, followed with the study aims. We
describe a pre-study. We then follow the main study
methodology and provide the results before the discus-
sion, limitations and conclusion.

2 Background

2.1 Security Fatigue

Previous research suggests that users often perceive se-
curity as a barrier that interferes with their productiv-
ity [11]. Subsequently, the term security fatigue was
coined to describe the threshold of acceptance beyond
which it gets too burdensome for users to maintain se-
curity [11]. In this sense, security fatigue describes an
interference to current tasks and an additional step to be
taken. Security fatigue has also been used to describe
users’ weariness or reluctance to experience anymore of
something [24]. In particular, they reported that partici-
pants are tired, turned off and overwhelmed by security.
The term has been used to describe user behavior both in
the workplace [11] and for the general public [24].

2.2 CAPTCHA

A CAPTCHA is a program that can generate and grade
tests that most humans can pass, but that current com-
puter programs cannot [26]. By differentiating humans
from bots, they are used for security applications such
as preventing bots from continuous auto-voting in online
polls, -registering to email accounts or preventing dictio-
nary attacks [26]. Text-based CAPTCHAs require users
to type alphanumeric characters from a distorted image,
where popular ones include reCAPTCHA [27, 21] and
BaffleText [5] whereas image-recognition CAPTCHAs
are based on image problems, where examples include
ASIRRA [8] and reCAPTCHA [21].

2.2.1 Usability & Security

While research propose that good CAPTCHASs ought to
be both usable by humans and strong in resisting adver-
sarial attacks [29, 7], CAPTCHAs are often difficult for
humans [2, 4, 29, 9]. User reports on the perception,
preferences and use of CAPTCHA [9] show that only ev-
ery other user solves a CAPTCHA at first try, with char-
acter distortion named as the main obstacle.

Early CAPTCHAs have been broken by object recog-
nition algorithms [18, 4] and segmentation [30, 7]. Yan
and El Ahmad [30] exploited flaws in a word-image
scheme via simple attacks and found that it was easy
to separate foreground text from the background and
that the scheme was vulnerable to segmentation attacks
and dictionary attacks when English words was used.
Bursztein et al. [3] provided an enhancement to the pro-
cess of attacking text CAPTCHAs and they proposed
randomizing the CAPTCHA length and individual char-
acter size, creating a wave shape and collapsing or over-
laid lines, for improved protection against attacks. There
are also claims of breaking the latest of Google’s image
reCAPTCHA [21].

2.3 Text Password

Text passwords are the cheapest and most commonly
used method of computer authentication. However, a
large proportion of users are frustrated when forced to
comply to password policies such as monthly reset [15].
Effort and tiredness to a state of cognitive depletion
causes users to choose weaker passwords [12], provid-
ing an indication that effort is necessary for the creation
of strong passwords.

3 Aim

We investigate the main RQ “How does solving a
CAPTCHA before creating a password influence pass-
word choice?”.

3.1 Impact on Password Strength

Password strength varies according to cognitive state,
that is whether the user is depleted or fresh [12].

Research Question 1 (RQEP). How does the strength
of a password chosen after solving a CAPTCHA differ
from not solving a CAPTCHA?

Hpo: Solving a CAPTCHA does not impact password
strength

Hp1.1/p 12" Solving a [text-CAPTCHA/picture-
CAPTCHA] causes weaker passwords than in the
CONT condition.



3.2 Effort Exerted

In Section 2.2, we reviewed literature exposing the diffi-
culties of solving CAPTCHAs. These difficulties entail
user effort.

Research Question 2 (RQFE). How does the overall
effort of solving a CAPTCHA and choosing a password
differ from only choosing a password?

He11/E1.2° Solving a [text-CAPTCHA/picture-
CAPTCHA] causes exertion of more effort than not
solving any CAPTCHA.

He13: Solving a text-CAPTCHA causes exertion of
more effort than solving a picture-CAPTCHA.

3.3 Performance

The text and picture-CAPTCHAs can pose difficulties
that affect performance differently, for example while
the distortions of text-CAPTCHAs are problematic for
the user, recognition or picture quality might do so for
picture-CAPTCHA.

Research Question 3 (RQFF). How does the type of
CAPTCHA impact the time spent, success rate and re-
sults checking rate?

Hr.1: Solving a text-CAPTCHA requires more time.
Hs 1: Solving a text-CAPTCHA has lower success rate.
Hr1: Solving a text-CAPTCHA has a higher results
checking rate.

4 Pre-Study

Before the main study reported in this paper, we designed
a pre-study to compare password strength across two ef-
fort inducing conditions.

4.1 Aim

Research Question 4. How does password choice dif-
fer between different conditions of effort, in particular
across control, text-CAPTCHA and 2-digit multiplica-
tion?

4.2 Method
4.2.1 Participants

Participants were recruited on the university campus via
adverts and flyers. They were paid a time compensation
of $6.5. Sample size was N = 40, with 17 women, mean
age 26.75 years (SD = 7.540). 9 participants were from
a computer science background.

captcha
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Figure 1: Confidence Intervals of the means of password
strength score by condition. (Pre-Study)

4.2.2 Procedure

The procedure consisted of (a) a pre-task questionnaire
for demographics, (b) a mood questionnaire, (c) a puzzle
manipulation, (d) a password entry for a mock-up GMail
registration, (e) a mood questionnaire and (f) a debriefing
questionnaire.

We choose two puzzles: an example of the widely
used text-CAPTCHA and a 2-digit multiplication. We
choose a 2-digit multiplication because it is known in
cognitive psychology to consume effort [16]. Solving
mental multiplication problems has been shown to en-
gage cognitive effort in particular 2-digit multiplication
[14]. In this task we asked participants to solve 48 x
97 (ensuring that one of the numbers was a prime num-
ber, since prime numbers ensure shortcuts are not being
used). We provide more details of the text-CAPTCHA
in Section 5.2.2, which is also used for the main study.

We designed a between-subject study where partici-
pants were randomly assigned to one of the three groups.
We ended up with 12 participants in the CONT, 14 in the
text-CAPTCHA condition and 14 in the 2-digit multipli-
cation condition.

4.3 Results and Discussion

Similar to GroB3 et al. [12], we measure password
strength via password meter with NIST amendments. We
computed a one-way ANOVA with the password strength
score as dependent variable. There was no statistically
significant effect of the experiment condition on the pass-
word strength score, p = .074 > .05.

Considering the intervals plot of Figure 1, we observe
that the confidence intervals of the conditions CONT and
CAPTCHA barely overlap, asking for further investiga-
tion. In terms of effect size, we see an effect size of
Hedges” ¢ =0.99 [0.17,1.81].



S Main Study Method

5.1 Participants

Participants were recruited on campus via adverts and
flyers, and the experiment was run in a dedicated quiet
zone. Participants were paid a time compensation of $6.5
for completing the experiment, which lasted between 10-
15 minutes. The sample consisted of university students,
N = 66, of which 30 were women. The mean age was
21.79 years (SD = 3.223). Participants were not from a
computer science background, 38 were local nationals,
and 63 reported undergraduate education.

5.2 Procedure

We designed a between-subject experiment, via exper-
imental design guidelines [6]. We induce the indepen-
dent variable (IV) effort, with three levels: CONT, text-
CAPTCHA and picture-CAPTCHA, further described in
Section 5.2.2.

The procedure consisted of (a) a pre-task question-
naire for demographics, (b) a combined short stress
and mood questionnaire, (c) a CAPTCHA manipulation,
(d) a password entry for a mock-up GMail registration
(a reproduction of [12]), (e) a combined full stress and
mood questionnaire, (f) a questionnaire for task load and
(g) a debriefing questionnaire. Figure 2 depicts the ex-
periment design.

5.2.1 Block Randomization

We ensured that each condition had equal number of
participants and that participants are randomly assigned
across groups. We automated a random block assign-
ment method and we ended up with an equal number of
22 participants in each condition.

5.2.2 Manipulation Tasks

Following the review in Section 2.2, we selected
the character/text-CAPTCHA and image recogni-
tion/picture-CAPTCHA as the experimental condi-
tions. We chose these two schemes because the text-
CAPTCHA has been most popular and is still used by
high traffic sites such as Facebook' while the picture-
CAPTCHA is an option for the reCAPTCHA, which
is the most used CAPTCHA according to online sur-
veys [20]. In terms of security, both schemes are also
known to suffer from security flaws and have been been
broken by segmentation and machine learning attacks as
seen in Section 2.2.

"https://www.facebook.com

Text-CAPTCHA We generated a CAPTCHA image
using Securimage PHP CAPTCHA?, as shown in Fig-
ure 3. Securimage distorts the code and draws random
lines over the image. We used a level of perturbation of
1.75 to induce effort. 1.75 is readable yet require some
effort. The number of lines on the image was set to the
default 5. This CAPTCHA was also used in the pre-study
provided in the Appendix.

Picture-CAPTCHA The image reCAPTCHA chal-
lenge provides a sample image and 9 candidate images.
It asks the user to select images similar to the sam-
ple [21], where the correct number of images vary be-
tween 2 to 4. In our picture-CAPTCHA condition, we
tweaked the image reCAPTCHA process and asked par-
ticipants to count the number of times a particular image
appear, here the number of cats as shown in Figure 4.
We estimated that the effort spent in clicking on all oc-
currences would be similar as counting the number of
occurrences. Participants still have to recognize partic-
ular images, yet we maintain a similar user input (text
entry) as in the text-CAPTCHA condition.

5.3 Measures
5.3.1 Password Strength

Similar to [12], we use password meter Web site® with
NIST adjustments. In addition, we evaluated the zxcvbn
password strength estimator [28]. Zxcvbn provides the
number of guesses, logig guesses and a zxcvbn score
from O to 4.

5.3.2 Password Strategy and Re-Use

At the debrief, we asked participants if they re-used one
of their existing passwords to register to the GMail ac-
count. We also queried for password strategy employed.
We report these in the Appendix.

5.3.3 Brief Mood Inventory

As [12], we use a short form of a brief mood inventory
(BMI). Because we merged the stress and BMI question-
naire, instead of a 5-point Likert-type items between 1
Disagree strongly and 5 Agree strongly, we used a the 4-
point Likert of the stress questionnaire with items 1 Not
at all, 2 Somewhat, 3 Moderately and 4 Very much.

5.3.4 Stress and Workload

The Spielberger State Trait Anxiety Inventory is one of
the most used measures of anxiety and stress in psychol-

*https://www.phpcaptcha.org
3http://wuw.passwordmeter.com
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Figure 2: Overview of the experiment procedure. The experimental groups solved a CAPTCHA. The control group
did not.

ogy [22, 23]. We chose the Y-1 questionnaire as measure
of stress, with items towards how the participant felt in
the experiment. In the post-task questionnaire, we in-
cluded the full STAIL

NASA Task Load Index (NASA TLX) assesses mental
workload via the dimensions of mental demand, physical
demand, temporal demand, performance, effort and frus-
tration [13].

Figure 3: The text-CAPTCHA
5.3.5 Performance

Previous research recorded the time required [19] as well
as the number of attempts required by participants to
solve CAPTCHASs [9]. We also recorded the time taken
in seconds to solve the CAPTCHAs, the final result en-
tered by the participant and the number of times partici-
pants checked their results.

6 Results

All inferential statistics are computed at a significance
level o of 5%. We estimate population parameters, such
as standardized effect sizes of differences between con-
ditions with 95% confidence intervals. A confidence in-
terval is an interval estimate of a population parameter.
The confidence level determines the frequency such con-
fidence intervals would contain the population parameter
if an infinite number of independent experiments were
conducted.

6.1 Manipulation Check

6.1.1 Effort Exerted

Figure 4: The picture-CAPTCHA

We evaluate the null hypothesis Heg: Solving a
CAPTCHA does not impact the effort exerted. We cal-
culate Diff _Tiredness (from the BMI in Section 5.3.3) as
the difference in self-reported tiredness before the start
of the CAPTCHA and after the registration.



A Kruskal-Wallis test showed that there was a statis-
tically significant difference in Diff_Tiredness between
the different conditions x2(2) = 12.736, p = .002 < .05,
with a mean rank Diff_Tiredness 26.64 for CONT, 44.00
for text-CAPTCHA and 29.86 for picture-CAPTCHA.
We reject the null hypothesis He o.

We run 3 Mann-Whitney tests, with a Bonferroni-
corrected significance level of o = .0167:
(a) Diff_Tiredness was statistically significantly greater
in the text-CAPTCHA condition than in the control
condition, U = 112.50, Z = —3.432, p = .001 < .0167,
r = —.42. This constitute a large effect size; (b) There
was no significant difference in Diff_Tiredness be-
tween the picture-CAPTCHA condition and the control
condition, p = .556 > .0167; (c) Diff_Tiredness was
statistically significantly greater in the text-CAPTCHA
condition than in the picture-CAPTCHA condition,
U =140.50,Z = —-2.577, p=.0100 < .0167, r = —.32.
We observe a medium to large effect size.

From these results, we conclude that the manipulation
was successful in leading participants to exert more ef-
fort in the text-CAPTCHA condition than in the picture-
CAPTCHA and CONT conditions.

6.1.2 Performance

We evaluate the null hypotheses Ht o/ Hs o/ Hro: A type
of CAPTCHA does not impact the [time spent/success
rate/results checking rate]. These DVs indicate partic-
ipants’ engagement and enable further evaluation of the
success of the manipulation.

Time to solve CAPTCHA. We note that Levene’s test
for equality of variances across conditions is not signifi-
cant with p = .640 > .05. With a two-tailed independent
samples ¢ — test, we find that participants in the text-
based CAPTCHA condition (M = 128.94, SD = 22.18)
have taken statistically significantly more completion
time than participants in the picture-CAPTCHA condi-
tion (M = 32.57, SD = 19.60), t(42) = 15.271, p < .001.
This gives an effect size of Hedges’ g =4.52 [3.38,5.64],
a very large effect. We reject the null hypothesis Hy .

Success at completing CAPTCHA. Although partic-
ipants seem to have tried longer for the text-CAPTCHA,
only five of them obtained a correct result; 20 did so
for the picture-CAPTCHA. We run a x2 test, where
we find a significant difference in correct results across
the CAPTCHA conditions with y*(1, N = 44) = 2321,
p < .001. The odds of having a correct result in the
picture-CAPTCHA were 68 times higher than in the
text-CAPTCHA. We reject the null hypothesis Hs o.

Checking Results. We counted the number of times
participants checked their results. Since the number of
checks failed Levene’s test for equality of variance across
the CAPTCHA conditions, with p = .002 < .05, we opt

for the non-parametric Mann-Whitney test. The number
of checks was significantly larger in the text-CAPTCHA
condition than in the picture condition, U = 19.5, Z =
—5.365, p = .000 < .005, r = —.66. This refers to a
large effect size. We reject the null hypothesis Hg g.

6.2 Stress and Workload

We investigate the overall STAI score and the difference
between the five pre/post STAI items and find no signif-
icant difference across the experimental conditions. We
investigate NASA-TLX’s across the dimensions of men-
tal demand, physical demand, temporal Demand, per-
formance, effort, frustration and the overall TLX_Score.
We find no significant difference across conditions. We
believe participants rated the last task only, that is the
GMAIL registration.

6.3 Impact on Password Strength

We evaluate the null hypothesis Hpg: Solving a
CAPTCHA does not impact password strength across
both password strength measures.

6.3.1 Passwordmeter

The distribution of the Passwordmeter password strength
score is measured on interval level and is not signifi-
cantly different from a normal distribution for each con-
dition. Saphiro-Wilk for (a) CONT, D(22) = .976,
p = .848 > .05, (b) text-CAPTCHA, D(22) = .967,
p = .641 > .05, (c) picture-CAPTCHA, D(22) = .962,
p = .534 > .05. Levene’s test for the homogeneity of
variances show that the variances were not significantly
unequal across conditions, F(2,63) = 0.638, p = .532 >
.05.

We computed an one-way ANOVA with the pass-
word strength score as dependent variable. There was
a statistically significant effect of the experiment condi-
tion on the password strength score, F(2,63) = 6.716,
p = .002 < .05. We measure the effect size in Cohen’s
f = .42 from (n? = .176 [0.043,0.296]) and Cohen’s
®> = 0.148. This constitutes a large effect. We provide
the descriptive statistics in Table 1 and the means/interval
plot in Figure 5. We reject the null hypothesis Hp .

As post-hoc test, we conducted a Tukey HSD report-
ing that the password strength was statistically signif-
icantly lower in the text-CAPTCHA condition (M =
31.05, SD = 29.16) than in the control condition (M =
67.68, SD = 37.02) with p = .002 < .05. We have an
effect size in Hedges’ g = 1.08 [0.44,1.71].

Furthermore, the password strength in the picture-
CAPTCHA condition (M = 42.36, SD = 35.18) was sta-
tistically significantly lower than in the control condi-



tion, p = .042 < .05. That is at an effect size in Hedges’
g =0.69 [0.08,1.29].

Mean
I
r

CONT text-CAPTCHA picture-CAPTCHA
Condition

Figure 5: Passwordmeter

Figure 6: 95% Confidence Intervals on means of pass-
word strength scores by condition. (Main Experiment)

6.3.2 Zxcvbn

The distribution of the zxcvbn logyo guesses is measured
on interval level and is not significantly different from
a normal distribution for each condition. Saphiro-Wilk
for (a) CONT: D(22) = .184, p = .053 > .05, (b) text-
CAPTCHA: D(22) = .148, p = .148 > .05, (c) picture-
CAPTCHA: D(22) = .121, p = .538 > .05. We also
computed Levene’s test for the homogeneity of vari-
ances. For the zxcvbn logig, the variances were not
significantly unequal: for CAPTCHA and control con-
ditions, F(2,63) = 1.072, p = .349 > .05.

We computed a one-way ANOVA with the zxcvbn
log1o guesses as dependent variable. There was a statisti-
cally significant effect of the experiment condition on the
zxcvbn logyg guesses, F(2,63) = 4.665, p = .013 < .05.
We measure the effect size in Cohen’s f = .36 from
(n? = .130 [0.016,0.244]) and Cohen’s @?> = 0.1. This
constitutes a medium to large effect size. We provide the
descriptive statistics in Table 2. Based on zxcvbn, we
would equally reject the null hypothesis Hp g.

As a post-hoc test, we computed Tukey HSD, report-
ing that password strength was statistically significantly
lower in the text-CAPTCHA condition (M = 6.38, SD =
2.84) than in the control condition (M = 8.66, SD =
2.11), p =.010 < .05. We have an effect size measured
in Hedges g = 0.89 [0.27,1.51]. There was no significant
difference between the picture-based CAPTCHA condi-
tion and the control condition.

Because the normality of the data was borderline,
we computed a Kruskal-Wallis test on the zxcvbn logig
guesses as well, which showed that there was a statisti-
cally significant difference in the zxcvbn logig guesses
between the different conditions x%(2) = 10.340, p =
.006 < .05, with a mean rank zxcvbn score of 42.55 for
CONT, of 23.95 for text-CAPTCHA and of 34.00 for
picture-CAPTCHA.

In addition, zxcvbn also provides an ordinal score
ranging from O to 4. We computed a Kruskal-Wallis
test which showed that there was a statistically signifi-
cant difference in the zxcvbn score between the different
conditions ¥2(2) = 9.251, p = .010 < .05, with a mean
rank zxcvbn score of 40.86 for CONT, of 24.27 for text-
CAPTCHA and of 35.36 for picture-CAPTCHA.

7 Discussion

Our findings that solving a CAPTCHA prior to choosing
a password impacts the password strength, has wide im-
plications because of the impact on authentication secu-
rity. We note that the more effortful text-CAPTCHA led
to weaker passwords. However although the effort spent
(via Diff_Tiredness) was not significantly different be-
tween the picture-CAPTCHA and the control, there was
still a difference in password strength between the two
conditions.

While Gro8 et al.’s [12] showed that a combination of
tasks specifically designed in psychology to cognitively
deplete users (the white bear, an impulse control and the
Stroop test), resulted in users choosing weak passwords,
this research shows that even common security measures
such as the CAPTCHA challenge has a detrimental effect
on password strength.

In addition, while system designers often create ac-
count registration forms (such as Facebook, Reddit,
Wikipedia) with a CAPTCHA challenge after password
choice rather than before, our research informs future de-
sign decisions of the positioning of CAPTCHAs. Our
findings indicate that we should clearly guide the se-
quence of user input for usability and not to put the pass-
word strength at risk. Design recommendations such
as positioning the CAPTCHA on a separate page after
password choice is likely to be beneficial for security.
We also observe that CAPTCHAs are often deployed as
a gateway to access Web sites at all, either when fre-
quent requests from the originating IP address were ob-
served or when the use of the TOR Anonymizer was de-
tected. Consequently, in these cases users are systemat-
ically exposed to CAPTCHAs before they could register
and choose a password.

Furthermore, apart from considering individual and
subsequent effects on a security task, it is also im-
portant to consider the overall, combined cognitive ef-



Table 1: Descriptive statistics of password strength via password meter by condition.

Condition N Mean Std. Dev. Std. Error 95% CI Min Max
LL UL

CONT 22  67.68 37.02 7.89 51.27 84.09 -8 151

text-CAPTCHA 22 31.05 29.16 6.21 18.12 4397 -16 103

picture-CAPTCHA 22 42.36 35.18 7.50 2676 5796 -17 102

Total 66 47.03 36.82 4.50 3798 56.08 -17 151

Table 2: Descriptive statistics of password strength via zxcvbn logyg guesses by condition.

Condition N Mean Std. Dev. Std. Error 95% CI Min Max
LL UL

CONT 22 8.66 2.11 0.45 772 9.59 477 1497

text-CAPTCHA 22 6.38 2.84 0.61 5.12 7.64 095 1341

picture-CAPTCHA 22 7.76 2.46 0.52 6.67 885 286 13.34

Total 66 7.60 2.62 0.32 6.95 824 095 14.97

fort of different tasks. In particular whether they lead
to the user rejecting security overall. So far past re-
search has only looked at security fatigue of the current
task [11, 24]. Therefore, our findings raise several ques-
tions (a) How does designing security tasks in sequence
impact (i) usability, (ii) rejection of security and secu-
rity fatigue, and consequently (iii) the overall security
achieved? (b) Does a sequence of security tasks induce
a weak link? (c) What combined effort can the user
bear? (d) What combination of security tasks is within
the user’s cognitive effort capacity?

7.1 Ethics

We followed the ethical guidelines at our University to
run both the pre-study and the main study. We did not
induce more effort than is reasonable in daily life. The
participants were informed of the approximate length of
the studies, were guided through a consent form and were
informed that they could cease participation at any time.
Participants were rewarded with a compensation of $6.5
for their time.

Participants’ data are kept securely under lock and key
and on machines with hard disk encryption. The personal
identifiable data of participants was separated from the
experiment data and the experiment data anonymized.

7.2 Limitations

Ecological Validity. Although requiring a more con-
trolled setup, we chose lab studies as a first step because
it is believed in password research that such studies of-
fer better data quality. We used the same GMail mockup

as previous studies [12] which is identical to the GMail
account registration page.

Our findings pertain to the chosen manipulations.
We chose the text-recognition CAPTCHA, known to
be widely used and an adapted picture-recognition
CAPTCHA, which often comes up from the widespread
reCAPTCHA. Further experiments can be conducted
on other CAPTCHA schemes and sequence in security
tasks.

Sample Size and Power The study fulfills recommen-
dations have a power of at least 1 — § = 80% against an
effect size of Cohen’s f = 0.5 in the omnibus ANOVA.
With the given sample size of N = 66, an effect of Co-
hen’s f = 0.4 could still be detected at 80% power. We
note that the ANOVA on zxcvbn slightly fell below that
mark.

Given the sample size investigated, the parameter es-
timation on the means and effect sizes in differences is
not especially tight. Further research with larger samples
could tighten the confidence intervals on the population
parameters.

Sampling Bias. Our sample was from university stu-
dent population, hence an educated sample with a mean
age of 21.79 in the main study. Although we found that
password choice was weaker in text-CAPTCHA than in
the control condition for both the pre-study and the main
study, for generalizability, this study can easily be repro-
duced on a stratified sample. A larger sample size can
also support other statistical analyses such as regressions.



Post Questionnaires. In the post-stress and the cogni-
tive workload questionnaires, we found that participants
evaluated the GMail registration only rather than the
CAPTCHA and registration. Future experiments evalu-
ating stress and workload combined across a sequence of
tasks would benefit from making clearer to participants
about the task being evaluated. It might also be benefi-
cial to consider a small stress and workload evaluation in
between the sequential tasks.

Our findings of security fatigue are focused on the se-
curity tasks chosen and the sequence in which they were
designed. For example it might be useful to also com-
pare the impact of setting a password on performance at
solving a CAPTCHA or other security tasks.

We did not include subjective evaluation of the
CAPTCHAs. Future studies can also benefit from addi-
tional measures such as self-report/subjective participant
feedback on solving the CAPTCHA and also from the
combination of CAPTCHA and password.

8 Conclusions

We provide a first empirical study evaluating security fa-
tigue in relation to sequential security tasks. We find that
password choice following a CAPTCHA lead to poorer
passwords than without the CAPTCHA. While our find-
ings impact design practice and research on individual
security tasks together with their pairing with other tasks,
they also have wide implications for the overall security
of systems.
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A Appendix
A.1 Password Re-Use

We asked participants whether they registered the account via a pass-
word they currently use for any services. In the control condition as
well as in the picture-CAPTCHA condition, 22.7% of the participants
re-used an existing password. 36.3% of the participants re-used an ex-
isting password in the text-CAPTCHA condition. This difference is
not statistically significant. While a social media password was most
commonly used, none of the participants re-used a banking or retail
password. Table 3 provides a detailed view of password type re-used.

Table 3: Re-Use Context
Service

Count

email

social-media

education

mobile

social media/mobile/education
social media/email/mobile/education

SRS SR SR NG

A.2 Password Strategies

We coded participants’ password strategies. Figure 7 depicts the strate-
gies across conditions while Sections A.2.1 to A.2.6 provide the quali-
tative details. There was no significant difference across groups.

o -

Personal

With date or #

Manipulation I

Easy to remember

Same as. I

0 5 10 15 20 25

Condition  conT || text-captcra [JJ] pcwre-captcra

Figure 7: Password strategy across conditions

A.2.1 Random

36% of the participants did not have a strategy, described it as random
or specifically said that they used a random thought.

8 participants stated that they did not have a strategy, for example,
P7 expressed “I did not have one” or P21 in “nothing really”. 9 par-
ticipants used a random password, such as expressed by P6 in “I put
random information together”, by P56 in "Trying to be funny” or by
P62 in "random words and letters”. 7 participants expressed a ran-
dom thought, such as by P20 in “Whatever comes to mind”, by P29
in “What comes to mind with different signs” or by P58 in “Randomly
Thought of [sic]”. We found that 8 participants in each condition used
arandom strategy.

A.2.2 Personal

36% of the participants chose a password related to their preference or
something personal to them.

10 participants chose a password linked with their preferences, for
example P22 expressed “Favourite Sport with mix of capslock inbe-
tween [sic]”, or P22 ”Favourite Football player” whereas 15 partic-
ipant created a password with personal meaning, such as expressed
by P26 “Daddy’s name + random letter [sic]”, P30 expressed “City
where i was born.[sic]” or P40 in "My Dog’s full name and the year
we got him”. We found that 9 participants created a password from
a preference or with personal meaning in the control, 7 in the text-
CAPTCHA and 8 picture-CAPTCHA, where 1 participant’s strategy
included both a preference and something personal.

A.2.3 Manipulation

We found that only 7 participants had a strategy involving complex-
ity combinations, changing characters to numbers or the equivalent in
another language, for example as expressed by P13 “make a strong
password with capital letters, small letters and numbers” or P48 in "a
bit creative with changing the i to 1”. 3 participants with this strategy
were from the control condition, 3 in the text-CAPTCHA condition
and 1 in the picture-CAPTCHA.

A.24 Sameas...

Only 4 participants described a re-use strategy, for example as ex-
pressed by P3 ”Same as always” or P47 ”Same as Username”. We
found that there was 2 participants employing this strategy in the con-
trol and 1 in each of the text and picture-CAPTCHA conditions.

A.2.5 Easy to remember

Only 6 participants reported that they created an easy to remember
password, for example as expressed by P4 ”just used two easy words
without spaces between which is easy to remember for me” or P15
“making the password unreal and easy to remember”. 2 participants in
the text and 4 in picture-CAPTCHA reported this strategy compared
to none in the control condition.

A.2.6

21% of participants created a password that was combined with num-
bers or dates, for example P18 reported using "My Initials and current
year” and P27 ”Favourite colour and 100”. 5 participants employed
this strategy in both the control and text-CAPTCHA conditions and 4
in the picture-CAPTCHA condition.

With date or number



