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Introduction

• What are Industrial Control Systems (ICS)
• Our work to date/Related work
• Design considerations
• Experiment lifecycle
• High-Level Model
• Model breakdown
• Practical implementation
• Living resource
• TIDE-H and future work



What are Industrial Control Systems (ICS)

https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/Industrial_Automation/IA_Horizontal/DG/Industrial-AutomationDG/Industrial-AutomationDG.html



Related Work

• Our work
– Over 6 years of ICS testbed development
– Collaborative engagement
– 5 Existing publications in this space

• Related work
– Surveys
– Theoretical concepts
– Practical implementation
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Design Considerations

Ani, U.D., Watson, J.M., Green, B., Craggs, B. and Nurse, J., 2019. Design Considerations for Building Credible Security Testbeds: A Systematic Study of Industrial 
Control System Use Cases. arXiv preprint arXiv:1911.01471.



Cyber Security Experiment Lifecycle

Mirkovic, J., Benzel, T.V., Faber, T., Braden, R., Wroclawski, J.T. and Schwab, S., 2010, November. The DETER project: Advancing the science of cyber security 
experimentation and test. In 2010 IEEE International Conference on Technologies for Homeland Security (HST) (pp. 1-7). IEEE.



High-Level Model



Model Breakdown



Baseline Implementation Guide

https://www.gunt.de/en/products/process-engineering/water-treatment/multistage-water-treatment/water-treatment-plant-1/083.58100/ce581/glct-
1:pa-148:ca-255:pr-57

https://www.fischertechnik.de/en/products/teaching/training-models/554868-edu-training-factory-industry-4-0-24v-education

https://factoryio.com/features

http://snap7.sourceforge.net/

https://www.gunt.de/en/products/process-engineering/water-treatment/multistage-water-treatment/water-treatment-plant-1/083.58100/ce581/glct-1:pa-148:ca-255:pr-57
https://www.fischertechnik.de/en/products/teaching/training-models/554868-edu-training-factory-industry-4-0-24v-education
https://factoryio.com/features
http://snap7.sourceforge.net/


Living Resource

• Online resource
– www.ics-testbed.co.uk
– Transcends static nature of paper
– Community contribution
– tide-ssg@lancaster.ac.uk

http://www.ics-testbed.co.uk
mailto:tide-ssg@lancaster.ac.uk


Security Lancaster’s TIDE-H & Future Work



Thank You for Watching!


