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Privacy and Software Development



Privacy should be a feature of every tech stack.
BELIEF



Instead for most developers, privacy 
creates added complexity and friction.
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Governance?
Ex-ante
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Governance, Manual Workflows,  
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Governance in the Stack 
Proactive, dynamic, low 
Friction part of SDLC

Front End

Back End

Database

Version Control

Infrastructure as code

Privacy as code



With an open-source standard for 
Privacy-as-Code we can begin to solve this. 

Let’s see how…



What is Fides?



An open-source description language and tools 
to add privacy to the CI pipeline and runtime. 

LicenseLicense Apache 2Apache 2 LicenseLicense CC BY 4.0CC BY 4.0



benefits
#  Dev friendly language to describe data (privacy) 
#  Integrate privacy checks in Git and CI 
#  Build automated privacy tasks in runtime 
#  Configurable data de-identification in analysis



fidesctl
Mgmt tool to validate fideslang and 

evaluate policy in CI pipeline.

fidesops

fideslang
Description language and taxonomy to describe privacy as code.

Data orchestration tool to automate 
privacy rights requests.



Benefits of Privacy-as-Code



1. Declare

2. Evaluate

5. Map

4. Audit

3. Enforce

In SDLC
Ex-ante



1. Declare

2. Evaluate

5. Map

4. Audit

3. Enforce

Context & Control 

#  Risks mitigated in SDLC 
#  Audit trail of SDLC 
#  Consistent Data Inventory 
#  Built-in Governance

In SDLC
Ex-ante



Use Case 1 
Enforcing Policies in Development
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#  Describe our systems 
#  “What, why, who and how” 
#  Check our system against policies 
#  Update our system to comply

PRIVACY CHECK IN CI



Use Case 2 
Programmatic Individual Rights



Data Subject Access Requests look like this…
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#  Construct a request policy 
#  Retrieve all data for a user 
#  Modify our request policy 
#  Retrieve only contact data for user

PRIVACY REQUEST IN RUNTIME
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fidesctl
Mgmt tool to validate fideslang and 

evaluate policy in CI pipeline.

fidesops

fideslang
Description language and taxonomy to describe privacy as code.

Data orchestration tool to automate 
privacy rights requests.



Join the community and contribute to help 
define an open standard for Trust and Respect.
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ethyca.com/fides

http://ethyca.com/fides

