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Privacy and Software Development



BELIEF

Privacy should be a feature of every tech stack.



CHALLENGE

Instead for most developers, privacy
creates added complexity and friction.
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With an open-source standard for
Privacy-as-Code we can begin to solve this.
Let’s see how...



What s Fides?



An open-source description language and tools
to add privacy to the Cl pipeline and runtime.



. fides benefits

# Dev friendly language to describe data (privacy)
# Integrate privacy checks in Git and Cl

# Build automated privacy tasks in runtime

# Configurable data de-identification in analysis



fidesctl fidesops

Mgmt tool to validate fideslang and Data orchestration tool to automate
evaluate policy in Cl pipeline. privacy rights requests.

fideslang

Description language and taxonomy to describe privacy as code.




Benefits of Privacy-as-Code
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Use Case 1
Enforcing Policies in Development
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PRIVACY CHECK IN CI
# Describe our systems

# “What, why, who and how”
# Check our system against policies
# Update our system to comply



Use Case 2
Programmatic Individual Rights



Data Subject Access Requests look like this...

AT

s 1 reference: 2018-S131196
T | T Date: 2018-05-18

Request to access to personal data according to Art. 15 GDPR

To Whom It May Concern:

| am hereby requesting access according to Article 15 GDPR. Please confirm whether or
not you are processing personal data (as defined by Article 4(1) and (2) GDPR)
concerning me.

In case you are, | am hereby requesting access to the following information pursuant to
Article 15 GDPR:

1. all personal data concerning me that you have stored:;

2. the purposes of the processing;

3. the categories of personal data concerned:

4. the recipients or categories of recipient to whom the personal data have been or will

be disclosed:;
5. where possible, the envisaged period for which the personal data will be stored. or if
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PRIVACY REQUEST IN RUNTIME
# Construct a request policy

# Retrieve all data for a user
# Modify our request policy
# Retrieve only contact data for user
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. fides

License Apache 2 License

fidesctl fidesops

Mgmt tool to validate fideslang and Data orchestration tool to automate
evaluate policy in Cl pipeline. privacy rights requests.

fideslang

Description language and taxonomy to describe privacy as code.




Join the community and contribute to help
define an open standard for Trust and Respect.

ethyca.com/fides


http://ethyca.com/fides

