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attended the first Enigma conference in January 2016 and was pleased

by the quality of the talks as well as by the depth managed by speakers,

who had just 20 minutes to make their points. While I had lots of favor-
ite talks, such as those by Stefan Savage and Ron Rivest [1], I found myself
wanting to dig a bit deeper into Nick Weaver’s talk.

Nick talked about “The Golden Age of Bulk Surveillance,” but in my mind his talk was really
about what can be done with captured data. Nick walked the audience through the process of
de-anonymization and just how easy it is when you have most traffic, particularly the meta-
data for the traffic [2].

Rik: Your PhD dissertation involved FPGAs, but somehow you got interested in TCP/IP and
security at the network layer. Can you explain how that happened?

Nick: Well, during my dissertation I participated in the NIST Advanced Encryption Stan-
dard (AES) process, evaluating how easy the various five final candidates would map to high
performance hardware.

But overall it was Code Red. When Code Red hit, the worldwide reaction was “13 hours, god
that’s fast.” A friend of mine, Michael Constant, and I were sucking down sodas and going “13
hours, god that’s slow. We're computer people, we should be able to do it faster than that.”

So we started sketching out concepts that became the “Warhol Worm” concept: how to
efficiently infect all the vulnerable machines in 15 minutes [3]. Once that happened, then you
have to think about various automated defenses. So I came into security during the dawn of
the “Worm Era,” where high speed, broad malcode became a thing.

Rik: There really was something like the Warhol Worm, a worm that abused some Windows
RPC over UDP, wasn’t there?

Nick: SQL Slammer which targeted MS-SQL. This was how the UCSD/ICSI collaboration
formed: Slammer hit, spread worldwide in ~10 minutes, and it was a rush analysis between
Vern Paxson, Stuart Staniford, myself, Stefan Savage, Colleen Shannon, and David Moore at
CAIDA to figure out just Whisky Tango Foxtrot happened [4].

Tt actually used a much simpler scheme than the one I proposed; it just sent infectious UDP
packets at line rate. We've since seen a similar one with the “Witty” worm [5].

Rik: In your Enigma talk, you mentioned Bro [6]. Is that something you use in your work at
ICSI?

Nick: T'm mostly just a Bro user. I've had a part in some high level and researchy stuff with
it (e.g., hardware acceleration and parallelization), but for the most part I'm just a user who
happens to work down the hall from the developers.
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My primary focus at ICSI is a catch-all of network measurement
and network security, including, in the past, malcode, packet
injection, network monitoring, and network mapping. Addition-
ally, “security@ICSI” is composed of not just system administra-
tors but myself and other researchers, so we end up having to do
our own incident response.

When the Snowden slides came out, I looked at them and went
“Well, they pretty much do what we do.”

Rik: So your Enigma presentation really comes out of a combina-
tion of the work you do and the Snowden slides?

Nick: Yep. Ilooked at the slides and saw basically what I do with
more money.

If you discount my civil liberties streak, my abysmal manage-
ment skills, and my blanket refusal to get a security clearance, I
would make a great technical director for the NSA. If anything,
what often frustrates me the most is where the NSA is ineffi-
cient or inelegant. If the NSA is going to try to spy on the rest of
the world and annoy everyone else in the process, at least they
should do a good (and less expensive) job!

Rik: It sounds like the way you work at ICSI has taught you how
to put together metadata. You also put together a monitoring
device that collects data but fits inside a lunchbox. Tell us about
that.

Nick: 1 don’t personally work at LBNL (Lawrence Berkeley, not
Lawrence Livermore), but Vern does, and I'm fairly familiar with
how they operate; I've been involved in multiple studies where

I or someone else have some analysis that should be performed,
and Vern then takes the analysis and runs it on LBNL’s data.

Thus, for example, in “The Matter of Heartbleed,” the LBNL bulk
recording was used to verify that Heartbleed wasn’t exploited by
someone against LBNL before public disclosure.

The lunchbox is largely taking advantage of the IDS flow’s scal-
ability not just up (to 100 Gbps+ installations) but down: you can
run on slower links with cheaper hardware. So the bulk of the
work in making the lunchbox was simply deciding what addi-
tional analyses to run. One of my minor to-dos is to see how well
I can get things to run on the latest Raspberry Pi 3.
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Inlooking at the Snowden documentation, the big difference
between what the NSA does on the network is focus on users, not
just machines. Thus they have some specific metadata they want
to extract to identify “who” rather than “what” is on the network,
and most of the work in the lunchbox was focusing on adding
these analyses and creating a snazzy Web interface: it was more
work for me to figure out enough Bootstrap to make it look good
than it was to figure out how, through passive analysis, to iden-
tify people in the network traffic.

Rik: Give us a paragraph about the hardware in your lunchbox.

Nick: The hardware is simply an Intel NUC (now two genera-
tions old) combined with a really nice DualComm Ethernet Tap/
Switch. I admit I gilded the NUC (16 GBRAM and a 120 GB
SSD), and you can buy cheaper taps (e.g., SharkTap) that could
substantially reduce the cost.

Everything else is simply stuff needed to create an access point
for people to connect to since I don’t want to tap people who don’t
consent to be monitored.
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