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What Are Dangling DNS Records?
/ Dangling DNS [/ IP Lottery

Domain example.com hosts services on
subdomains sub, abc, etc. using IP addresses
1.0.0.1and 1.0.0.2

ns.example.com

sub.example.com

»

1.0.0.1

abc.example.com
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What Are Dangling DNS Records?
/ Dangling DNS [/ IP Lottery

Domain example.com sets up a new service
using a cloud provider

let's do cloud!

ns.exampie.com

sub.example.com
abc.example.com
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What Are Dangling DNS Records?
/ Dangling DNS [/ IP Lottery

Domain example.com sets up a new service
using a cloud provider

new service, please

ns.example.com

sub.example.com
abc.example.com
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What Are Dangling DNS Records?

/ Dangling DNS [/ IP Lottery

The new resource is assigned the IP address
1.1.1.100

ns.example.com

sub.example.com

»

abc.example.com
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| 1.1.1.100

new service, please




What Are Dangling DNS Records?
/ Dangling DNS [/ IP Lottery

Domain owner creates new DNS record new.example.com,
resolvingto 1.1.1.100

NSgRX
o0

sub.example.com

abc.example.com

| 1.1.1.100
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What Are Dangling DNS Records?
/ Dangling DNS [/ IP Lottery

Domain owner releases the cloud resource at
1.1.1.100

... ok, we're done
with this

ns.example.com

new.example.com

sub.example.com

abc.example.com

>
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What Are Dangling DNS Records?
/ Dangling DNS [/ IP Lottery

Domain owner releases the cloud resource at
1.1.1.100

... ok, we're done
with this

ns.example.com

new.example.com

sub.example.com

abc.example.com
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What Are Dangling DNS Records?
/ Dangling DNS [/ IP Lottery

Domain owner forgets to purge DNS record
for new.example.com all done!

ns.example.com

new.example.com

sub.example.com

abc.example.com
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What Are Dangling DNS Records?
/ Dangling DNS [/ IP Lottery

Domain owner forgets to purge DNS record
for new.example.com all done!

Attacker sees public DNS record resolving to
cloud IP

—----\

Pl‘l -----
. 11.1.1.100

ns.example.com

new.example.com
sub.example.com

abc.example.com
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What Are Dangling DNS Records?
/ Dangling DNS [/ IP Lottery

Attacker creates cloud resources, hoping to be
assigned 1.1.1.100

new resource, please

ns.example.com

new.example.com

sub.example.com

abc.example.com
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What Are Dangling DNS Records?
/ Dangling DNS [/ IP Lottery

Attacker creates cloud resources, hoping to be
assigned 1.1.1.100

new resource, please

ns.example.com

new.example.com

sub.example.com

abc.example.com

»
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What Are Dangling DNS Records?
/ Dangling DNS [/ IP Lottery

Attacker creates cloud resources, hoping to be
assigned 1.1.1.100

new resource, please!

ns.example.com

new.example.com

sub.example.com

abc.example.com

»
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What Are Dangling DNS Records?
/ Dangling DNS [/ IP Lottery

Attacker creates cloud resources, hoping to be
assigned 1.1.1.100

new resource, please!

ns.example.com

new.example.com

sub.example.com

abc.example.com

»
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What Are Dangling DNS Records?
/ Dangling DNS [/ IP Lottery

Attacker creates cloud resources, hoping to be
assigned 1.1.1.100

new resource, please!!

ns.example.com

new.example.com

sub.example.com

abc.example.com

>
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What Are Dangling DNS Records?
/ Dangling DNS [/ IP Lottery

Attacker creates cloud resources, hoping to be
assigned 1.1.1.100

new resource, please!!

ns.example.com

1.1.1.100

new.example.com

sub.example.com

abc.example.com
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What Are Dangling DNS Records?
/ Dangling DNS [/ IP Lottery

new.example.com successfully resolves to
attacker-controlled resource / content

ns.example.com

new.example.com 1.1.1.100

sub.example.com

abc.example.com

% ATHENE  NationalResearch Center for Applied Cybersecurity



Takeaway 1: Attackers Don't Play IP Lottery
/ Dangling DNS [/ IP Lottery

Theorized, but...
inefficient,
impractical,

not seenin practice

new resource!!!

ns.example.com

new.example.com

sub.example.com

abc.example.com
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Going After Virtually Hosted Resources
| Dangling DNS /Virtual Hosting

5] () () =
y webserver 1
some-service.cloud.com _J

Virtually hosted resources
addressed via hostname

I vhost: some-service.cloud.com
vhost: ... |
\. y,
\_
ns.example.com let's do virtually
. hosted cloud!
~

>

abc.example.com
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Going After Virtually Hosted Resources

| Dangling DNS /Virtual Hosting

Domain owner creates resource
new-example

webserver

vhost: som.e_g_s_g;vice.cloud.com

ns.example.com

sub.example.com

>

abc.example.com

% ATHENE  NationalResearch Center for Applied Cybersecurity

"new-example"”
resource, please
|
W




Going After Virtually Hosted Resources

| Dangling DNS /Virtual Hosting

Domain owner creates resource
new-example

some-service.cloud.com
Cloud provider createsresource, _J
hostname and CNAME record

new-example.cloud.com

"new-example™
ns.example.com
resource, please

webserver

vhost: some-service.cloud.com

sub.example.com

abc.example.com

% ATHENE  NationalResearch Center for Applied Cybersecurity




Going After Virtually Hosted Resources
| Dangling DNS /Virtual Hosting

Domain owner creates CNAME
record, resolving

new.example.com to new- OUd.CO
example.cloud.com

webserver

some-service.cloud.com

vhost: some-service.cloud.com

new-example.cloud.com
A\ .

vhost: new-example.cloud.com

"new-example"”

ns.exampie.com
resource, please

sub example com

abc.example.com

cloud

% ATHENE  NationalResearch Center for Applied Cybersecurity




Going After Virtually Hosted Resources
| Dangling DNS /Virtual Hosting

Domain owner releases cloud resource, but forgets to purge DNS
record new.example.com

webserver

vhost: some-service.cloud.com

ns.example.com

new.example.com

sub.example.com

abc.example.com
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Going After Virtually Hosted Resources
| Dangling DNS /Virtual Hosting

Domain owner re-creates new-example resource

= webserver

vhost' some-service.cloud.com

"new-example"
ns.exampie.com resource, please

' new.example.com

sub.example.com

abc.example.com

% ATHENE  NationalResearch Center for Applied Cybersecurity



Going After Virtually Hosted Resources
| Dangling DNS /Virtual Hosting

Deterministic,
efficient,

practical, OUd.CO
exploited at scale

some-service.cloud.com

vhost: some-service.cloud.com

_JW
L/ vhost: ... I

. vhost: new-example.cloud.com

new-example.cloud.com

"new-example"
ns.exampie.com resource, please

' new.example.com

sub.example.com

abc.example.com

“» ATHENE  NationalResearch Center for Applied Cybersecurity



Takeaway 2: Randomize Virtual Hostnames!
| Dangling DNS /Virtual Hosting

see Google cloud
not exploited

ns.example.com

= = webserver

some-service.cloud.com

fe67a2900d8d9.cloud.com
a0a918ef8d11.cloud.com

vhost: some-service.cloud.com

vhost: fe67a900d8d9.cloud.com
Vhost: a0a918ef8d11.cloud.com

new.example.com

sub.example.com
abc.example.com

= ATHENE

National Research Center for Applied Cybersecurity

Ele;resource, please




Hunting for Real-World Exploitation
| Methodology / Domain Collection

domains lists —§ high-profile domains

Al retail.com
bigcarcompany.com
ortune 500 energy-business.com
universities |vy|eague-|.ll'll-edu

collect high-profile domains from well-
known sources
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Hunting for Real-World Exploitation
| Methodology / Domain Collection

domains lists —» high-profile domains -passiveDNS—J» subdomains

Alexa retail.com checkout.retail.com
some-service.retail.com
bigcarcompany.com
ortune 500 energy-business.com mail.bigcarcompany.com
(niversities ivyleague-uni.edu studnet.ivyleague-uni.edu

find active subdomains for high-
profile domains
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Hunting for Real-World Exploitation

| Methodology / Domain Collection

domains lists —» high-profile domains -passiveDNS—J» subdomains DNS » CNAMESs/IPs
Alexa retail.com checkout.retail.com A 1.1.1.101
some-service.retail.com ——CNAME some-retail-service.cloud.com

bigcarcompany.com

ortune 500 energy-business.com mail.bigcarcompany.com CNAME

bigcar-mailhost.cloud.com

2.2.2.202

(niversities ivyleague-uni.edu studnet.ivyleague-uni.edu A

= ATHENE  NationalResearch Center for Applied Cybersecurity

NXDOMAIN—¢

determine IPs & CNAMEs of active
subdomains



Hunting for Real-World Exploitation
| Methodology / Domain Collection

)

domains lists —» high-profile domains -passiveDNS—p subdomains DNS » CNAMEs/IPs subnet/suffix matching—p cloud domains
Alexa retail.com checkout.retail.com A 1.1.1.101 ¥
some-service.retai.com | ——CNAME some-retail-service.cloud.com |—*.cloud.com—Jp{some-retail-service.cloud.com
bigcarcompany.com ¥
ortune 500 energy-business.com mail.bigcarcompany.com CNAME bigcar-mailhost.cloud.com —*.cloud.com—J»|bigcar-mailhost.cloud.com
(niversities ivyleague-uni.edu studnet.ivyleague-uni.edu A 2.2.2.202 ——2.2.2.0124—{2.2.2.202
NXDOMAIN—¢

determine IPs in known cloud subnets &
CNAMEs matching known cloud suffixes

THENE NationalResearch Center for Applied Cybersecurity



Hunting for Real-World Exploitation
| Methodology / Hijack Detection

subdomains

some-service.retail.com

mail.bigcarcompany.com

studnet.ivyleague-uni.edu

subdomains linked to cloud

% ATHENE  NationalResearch Center for Applied Cybersecurity



Hunting for Real-World Exploitation
| Methodology / Hijack Detection

subdomains HTML sampling

some-service.retail.com

mail.bigcarcompany.com 20

studnet.ivyleague-uni.edu

YY YV

periodically download HTML to track
content over time

% ATHENE  NationalResearch Center for Applied Cybersecurity



Hunting for Real-World Exploitation
| Methodology / Hijack Detection

subdomains HTML sampling
some-service.retail.com — 20(? 401{1
mail.bigcarcompany.com |—Jp 20(? 20(51
studnet.ivyleague-uni.edu 20& 20(51
> [200}...{200}
> [200}...{404)

periodically download HTML to track
content over time
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Hunting for Real-World Exploitation
| Methodology / Hijack Detection

subdomains HTML sampling

200}...404}....]200)
200}...{200}....|404)
200}...{200}....]200)
200}...{200}....|404)
200Y...{404}...{404)

periodically download HTML to track
content over time

some-service.retail.com

mail.bigcarcompany.com

studnet.ivyleague-uni.edu

YV YV y
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Hunting for Real-World Exploitation
| Methodology / Hijack Detection

subdomains HTML sampling

200}...{404}....|200}... 200)
200}...200}....|404}.... 200)
200}...{200}....|200}....| 200)
200}...{200}....|404)... 200)
200}...{404}...{404}...{200)

periodically download HTML to track
content over time

some-service.retail.com

mail.bigcarcompany.com

studnet.ivyleague-uni.edu

YV YV y
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Hunting for Real-World Exploitation
| Methodology / Hijack Detection

subdomains HTML sampling

200}...{404)....|200}....] 200)
200}... [ 200}....|404)....| 200)
200}...{200}...{200}...{200)

200)...{200)...{404}...{200)
200}...{404)...{404}...{200)

identify content changes

some-service.retail.com

mail.bigcarcompany.com

studnet.ivyleague-uni.edu

vY VoYY
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Hunting for Real-World Exploitation
| Methodology / Hijack Detection

manual inspection

2
20

20

subdomains HTML sampling

200)...{404)...{200}... 200}
200}...[200}...|404)...]200) —
200}...{200}...{200}...{200)

200)...{200)...{404}...{200)
200}...{404)...{404}...{200)

some-service.retail.com

mail.bigcarcompany.com

studnet.ivyleague-uni.edu

vY VoYY

manually verify malicious content on selected
pages

% ATHENE  NationalResearch Center for Applied Cybersecurity



Hunting for Real-World Exploitation
| Methodology / Hijack Detection

manual inspection

2 : signature :

ﬁlﬁi extraction O OJA u) g
p.

20 (

subdomains HTML sampling

200)...{404)...{200}... 200}
200}...[200}...|404)...]200) —
200}...{200}...{200}...{200)

200)...{200)...{404}...{200)
200}...{404)...{404}...{200)

some-service.retail.com

mail.bigcarcompany.com

studnet.ivyleague-uni.edu

vY VoYY

create signatures of malicious content (e.g. keywords,
sitemapsize, ...)

% ATHENE  NationalResearch Center for Applied Cybersecurity



Hunting for Real-World Exploitation

| Methodology / Hijack Detectio

N

subdomains HTML sampling
some-service.retail.com _|—p |200}....|404)...| 200}... 200)
mail.bigcarcompany.com |—p 2061... 200'1.... 404).... 20(5’]
studnet.ivyleague-uni.edu |—Jp 20& 20(51 ¥ 20(?.... 20(51
> (200}...]|200}...404}...| 200)
- [200)...]404}...]404}.... 200)

% ATHENE  NationalResearch Center for Applied Cybersecurity

manual inspection

~y

170 : signature > [OICTA

extraction

2
20 {

signature matching

> (O|Q]|A|E

< » (O]C]A|C
» (O]C]A|C

—» |O]¢]A|E

» |O]¢|A|E

match signatures with other samples




Hunting for Real-World Exploitation
| Methodology / Hijack Detection

manual inspection

2 : signature :
ﬁlﬁi extraction O OJA u) g
p.

: {

subdomains HTML sampling signature matching

some-service.retail.com | —p |200].... 4011.... 200).... 20(51 » (O]o]AIl .-
(2]
mail bigcarcompany.com | [200Y... [200Y...404}...]200) — » (OISCTATIOT. =
®
studnet.ivyleague-uniedu |—p |200}...200}...{200}...{200] > [OTSTAIDT . 5
2
> (200)...{200)...{404)...{200] —» (OJo]A]m - S

- [200)...]404}...]404}.... 200) N RIDINEE

correlate signature matches across domains

% ATHENE  NationalResearch Center for Applied Cybersecurity



Facts & Figures

| Results | Domains & Dataset

B 3yearstudy froma.5Mto3.2M FQDNs that
point to cloud FQDNSs via A or CNAME.

B 17698abuseddangling recordsin31%
of Fortune 5oo companies and 25.4% of Global
50O companies.

B 1565Second-Level Domains and 218 top-level
domains affected.

B Abuse duration: 15days > 1 year.

% ATHENE  NationalResearch Center for Applied Cybersecurity

% hijacked domains active

0 200 400 600
# days in operation




Facts & Figures
| Results [ Content Analysis

5ooM / 25.8TB total files uploaded, with an average of 312 8120 HTML
files per abused FQDN

54 325 HTML index.html samples downloaded, 22% were
WordPress blogs.

56 946 keywords, ~3 keywords used to classify HTML index page as
abused.

792 unique WhatsApp phone numbers
1 884 unique Telegram, Twitter, Instagram and Facebook handles

2 671 unique forwarding links provided by URL shortening services

% ATHENE  NationalResearch Center for Applied Cybersecurity



What Do Attackers Use Hijacked Domains For?
| Results [ Content Analysis / Blackhat SEO

Domain Age of Second Level Domains

B DomainAge
300
B Keyword Stuffing S 200
O
e : 100+
B SSL/TLS Certificate Creation
D_
B Private Link Networks with ';""N"""“'”""‘”““’“‘322‘23ﬂﬂﬁﬂﬂﬁﬁﬁﬂﬁﬂﬁﬁﬁﬂﬁﬁmmﬁﬂﬁmﬁ
Cloa k|ng Domain Age (years)
H ClICk'JaCkmg # Keyword Count # Keyword Count
1 slot 144,108 2 online 77,669
B DoorwayPages 3 | judi (gambling) 60,521 || 4 | situs (website) 35,265
BT CeaR IREEG G
gacor (hot strea s agen (agen ;
9 daftar (register) 12,881 10 game 12,113
11 bola (football) 11,688 12 pulsa (credit) 10,467/
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Overlay Ad Networks for Indonesian Gambling
| Results [ Content Analysis /| Example

B Both gambling & promoting
gambling are illegal in
Indonesia.

B Theinherent reputation of
hijacked domains enables
advertising illegal content.

B \We observe an infrastructure
for fraudulent traffic referral.

ATHENE  NationalResearch Center for Applied Cybersecurity



How To Monetize Hijacked Domains
| Results [ Content Analysis / Monetization

o samecant | | canse s ™ | | Orgnal|

& ONs ol Hosting Content Google

/) .
mmAttacker -| ‘8 Business
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How To Monetize Hijacked Domains
| Results [ Content Analysis / Monetization

S v T w BT T 4t Google

& ONs ol Hosting Content Google

/) .
mmAttacker -| ‘8 Business
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How To Monetize Hijacked Domains
| Results [ Content Analysis / Monetization

& p—
osiiesaromsni W [ecmiecmicon | Wy [Orgral | T G o
| & Decctivateldef] |
—? » [def].example-cloud.com ‘\’

& ONs ol Hosting Content Google

e .
TR i & e
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How To Monetize Hijacked Domains
| Results [ Content Analysis / Monetization

—-»—-»ﬂ X &t Google
_ » [def].example-cloud.com ‘\’

\., Re-activate [def]
_# genemiecovion L g m

& ONs ol Hosting Content Google

e a
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How To Monetize Hijacked Domains
| Results [ Content Analysis / Monetization

m [/ —]
5.0 ¢
osocamecon) | tsmmecuicn ™ | Wy orgnal | T IE -
&
Hijack
» [def].example-cloud.com Reputation

'1 Re-activate [def]

aih Google

& DNS ‘ Restie Content Go gle

lllegal
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How To Monetize Hijacked Domains
| Results [ Content Analysis / Monetization

m [/ —]
5.0 ¢
osocamecon) | tsmmecuicn ™ | Wy orgnal | T IE -
&
Hijack
» [def].example-cloud.com Reputation

'1 Re-activate [def]

aih Google

& ONs ol Hosting Content Google
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How To Monetize Hijacked Domains
| Results [ Content Analysis / Monetization

m [ /—1
*k
osimeamecons | M e donon ™ | [Orgnal | T AL o e
&
_» [def].example-cloud.com \ Eg;ﬁtation

(‘Eﬁ Re-activate [def]

(— o] /]
| wp i v C ¢
A o ¥_

lllegal

* kK

ara Google
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Overlay Ad Networks for Indonesian Gambling

| Results / Content AnalySIS / Example "Doorway Page” hosted on hijacked domain

# | Keyword Count || # | Keyword ht with referral code attached to link
1 slot 144,108 2 online ,669 .

3 judi (gambling) 60,521 4 situs (website) 35,265

S Joker123 23,630 6 terpercaya (trusted) 19,407

'/ gacor (hot streak) 18,006 3 agen (agent) f| 16,939

9 daftar (register) 12,881 10 game [ 12,113

11 bola (football) 11,688 12 pulsa (credit) 10,467

Go gle slot situs daftar indonesia

lolismexicancravings.com
https://lolismexicancravings.com =

slot88 terbaik

........

dan game slot gacor hari ini resmi gampang menang dengan ...

6‘ casalocacantina.com
=7 https://www.casalocacantina.com

slot online terpercaya dan terbaik 2024. Daftar sekarang dan raih ...

frcaya ...

is game judi

Account Name:
Account Numbaer:

© happilyeverborrowed.com
https://www.happilyeverborrowed.com r

Olympus (Pragmatic Play) * Sweet Bonanza (Pragmatic Play) + Sword of Ares ( ...

| agree to the Terms & Conditions and the Rulds & Regulations of SPORTI88

&
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Thank you!

to purge your
stale DNS records
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