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Security checks mixed into business logic

how do we guarantee they satisfy the 
application’s security policies?



IFC Frameworks

application code

policies

IFC framework

policies are much smaller than application code



Existing IFC Frameworks

application code

policies
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static

dynamic



Existing IFC Frameworks

application code

policies
IFC framework

+ predictable behavior

+ no run-time overhead
-  no rich policies 

+ support for rich policies

dynamic

static

-  crashes/unpredictable behavior

-  run-time overhead



+ automatic checking of rich policies

Our solution: Storm

application code

policies
Storm

+ predictable behavior

+ no run-time overhead

static-  no rich policies 
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In this Talk

1. Overview: Wishlist App


2. How does Storm enforce IFC automatically


3. Evaluation
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Wishlist App

Policy:


Only the owner of a wish should have access to 
their private wishes.



Wishlist App

User

  name  String

  email String


Wish

  owner       UserId

  description String
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def OnlyPublic(wish, viewer):

  wish.accessLevel == "public" ||

  wish.owner == viewer



Wishlist App

User

  name  String

  email String


Wish

  owner       UserId

  description String

  accessLevel String


  read [description] @OnlyPublic 

def OnlyPublic(wish, viewer):

  wish.accessLevel == "public" ||

  wish.owner == viewer



def OnlyPublic(wish, viewer):

  wish.accessLevel == "public" ||

  wish.owner == viewer

Wishlist App

User

  name  String

  email String


Wish

  owner       UserId

  description String

  accessLevel String


  read [description] @OnlyPublic 

showWishes uid = do {

  wishes <- select (Owner ==. uid);

  descrs <- project Description wishes;

  respond descrs;

}



def OnlyPublic(wish, viewer):

  wish.accessLevel == "public" ||

  wish.owner == viewer

Wishlist App

User

  name  String

  email String


Wish

  owner       UserId

  description String

  accessLevel String


  read [description] @OnlyPublic 

showWishes uid = do {

  wishes <- select (Owner ==. uid);

  descrs <- project Description wishes;

  respond descrs;

}



def OnlyPublic(wish, viewer):

  wish.accessLevel == "public" ||

  wish.owner == viewer

Wishlist App

User

  name  String

  email String


Wish

  owner       UserId

  description String

  accessLevel String


  read [description] @OnlyPublic 

showWishes uid = do {

  wishes <- select (Owner ==. uid);

  descrs <- project Description wishes;

  respond descrs;

}



def OnlyPublic(wish, viewer):

  wish.accessLevel == "public" ||

  wish.owner == viewer

Wishlist App

User

  name  String

  email String


Wish

  owner       UserId

  description String

  accessLevel String


  read [description] @OnlyPublic 

showWishes uid = do {

  wishes <- select (Owner ==. uid);

  descrs <- project Description wishes;

  respond descrs;

}



def OnlyPublic(wish, viewer):
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Wishlist App

User

  name  String

  email String


Wish

  owner       UserId

  description String

  accessLevel String


  read [description] @OnlyPublic 

showWishes uid = do {

  wishes <- select (Owner ==. uid);

  descrs <- project Description wishes;

  respond descrs;

}

all wishes owned by uid

only viewable by uid
sessionUser != uid

leak



showWishes uid = do { 
  viewer <- requireSessionUser;

  wishes <- select (Owner ==. uid);

  descrs <- project Description wishes;

  respond descrs;

}

def OnlyPublic(wish, viewer):
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  wish.owner == viewer

Wishlist App

User

  name  String

  email String


Wish

  owner       UserId

  description String

  accessLevel String


  read [description] @OnlyPublic 



showWishes uid = do {

  viewer <- requireSessionUser;

  wishes <- 

    if viewer == uid

    then select (Owner ==. uid)

    else select (Owner ==. uid &&.

                 AccessLevel ==. "public");

  descrs <- project Description wishes;

  respond descrs;

}

def OnlyPublic(wish, viewer):

  wish.accessLevel == "public" ||

  wish.owner == viewer
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Wishlist App

Policy:


Only the owner of a wish should have access to 
their private wishes and public wishes should only 
be viewable by followers.



Wishlist App

User

  name  String

  email String


Wish

  owner       UserId

  description String

  accessLevel String


Follows   

  follower UserId

  followee UserId

  status   String 
 

"pending"

"accepted"

"rejected"



Wishlist App
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declare follows :: UserId -> UserId -> Bool
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User

  name  String

  email String


Wish

  owner       UserId

  description String

  accessLevel String


Follows   

  follower UserId

  followee UserId

  status   String 
 
  assert @AcceptedFollows


declare follows :: UserId -> UserId -> Bool


def AcceptedFollows(f):

  f.status == "accepted" =>

     follows(f.follower, f.followee)




Wishlist App

User

  name  String

  email String


Wish

  owner       UserId

  description String

  accessLevel String


  read [description] @OwnerOrFollower 


Follows   

  follower UserId

  followee UserId

  status   String 
 
  assert @Accepted


declare follows :: UserId -> UserId -> Bool


def AcceptedFollows(f):

  f.status == "accepted" =>

     follows(f.follower, f.followee)


def OwnerOrFollower(wish, viewer):

  wish.owner == viewer ||

  ( wish.accessLevel == "public" &&

    follows(viewer, wish.owner) )



notifyFollowers uid = do {

    -- Get list of wishes

    wishes <- select (Owner ==. uid &&. AccessLevel ==. "public");

    descrs <- project Description wishes;


    -- Get list of followers
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    followers   <- select (UserId <-. followerIds);
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    sendMail followers descrs;

}
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notifyFollowers uid = do {

  -- Get list of wishes

  wishes <- select (Owner ==. uid &&. AccessLevel ==. "public");

  descrs <- project Description wishes;


  -- Get list of followers

  follows     <- select (Followee ==. user &&. Status ==. "accepted");

  followerIds <- project Follower follows;

  followers   <- select (UserId <-. followerIds);


  -- Notify followers

  sendMail followers descrs; 
}


authorizees

observers

Authorizees and Observers



controller = s1 ; s2 ; s3 ; s4

under-approximates over-approximates

Compositional IFC



s2s1 ;

Compositional IFC



“The set of all users” “The empty set”

“The set of followers of uid” “The singleton set {sessionUser}”

Sets as Predicates



SMT

Solver

s1;


s2

Sets as Predicates
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Evaluation

1. Expressiveness


2. Effort


3. Auditability



Expressiveness

System Benchmark Model Policy
UrFlow secret 8 9

poll 14 16
calendar 15 29
gradebook 18 24
forum 19 34

Jacqueline conference 42 46
course 32 11
health 79 23

Hails gitsar 16 21
LWeb bibifi 312 101

Total 555 314

*all but one policy
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1. Expressiveness


2. Effort


3. Auditability



Typing Annotations

{-@ showWishes :: _ -> TaggedT<{\_ -> False}, {\_ -> True}> _ _ _ @-}

showWishes :: UserId -> Controller ()

showWishes user = do {

  wishes <- select (Owner ==. user);

  descrs <- project Description wishes;

  respond descrs;

}



Typing Annotations

{-@ getAuthors :: p: _ -> TaggedT<{\u -> PcOrAuthorOrAccepted p u}, {\_ -> False}> _ _ _ @-}

getAuthors :: Entity Paper -> Controller [Text]

getAuthors paper = do {

  (paperId, authorId) <- project2 (PaperId, PaperAuthor) paper;


  author              <- select (UserId ==. authorId);

  authors             <- mapT (project UserName) author;


  coauthors           <- select (PaperCoauthorPaper ==. paperId);

  coauthorNames       <- mapT (project PaperCoauthorAuthor) coauthors;


  return $ authors ++ coauthorNames;


}



Effort

Application LOC

Code Annot. Annot./Code

conference 644 43 0.07
course 198 5 0.03
wishlist 334 20 0.6

*1 line of annotation per 19 lines of code



Evaluation

1. Expressiveness


2. Effort


3. Auditability



⚬ PLMW (Jun 2020)

⚬ VMW (Jul 2020)

⚬ 100 Users



⚬ 4 Classes F20-S21

⚬ 50-200 Students



Disco and Voltron Architecture

Storm

server client

sensitive data



Application LOC

Server Models Policy Client

voltron 756 32 37 1012
disco 859 42 32 4630

Total 1615 74 69 5642

Auditability

*policy code < 4% of server code

(< 2% with client code)
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