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Ransomware Procedure eyl i

&> zscaler SOPHOS
38% vl 90% A

Ransom incidents Ransom money

(-) Alibaba Cloud

1,000+ attacks in 2022 Q3
118% increase 711

Ransomware is rampant in cloud!
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Common Protections R el i
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Not Working in Cloud R T SRR
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A New Hope
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Opportunity: Part |

Ransom

ware

File
system

LBA

Distinct access patterns on LBA

data

ﬁ read()

Xt

N

encrypt ()

—

Encrypted .data

@ write()

Encrypted .txt

74

Ransomware workload

read LI write
8‘465
TR
G 2eS
§ 1e5 =
< (-
LBA
Mallox
read [__1 write
8‘464 -]
= 3ed =
9 2e4
S 1e4 =
< (0=
LBA
BeijingCrypt
read [__1 write
3'864 =
i 6ed =
¢ 4ed =
S 2e4 =
<C . =l
LBA
Phobos

AAAAAAAAAA

EEEEEEEEEEEEEEEEEEE

Normal workload
read write
5 8e5 =
(O}
i 6eb =
? 4ed -
?5’ 2e5 =
<€ ]
LBA
MsSQL
read [__| write
o 4€6 =
(O}
= 3e6 =
¢ 2e6 -
?3)’ 1e6 =
< (-
LBA
Prometheus
read |_| write
o 4e5 -
(O}
= 0es =
N 2e5
§ 1e5 =
< (-




Opportunity: Part li 2= e
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Challenge 1 eI S
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Physical Disk | FTL == Count of Write-After-Read (WAR) 10
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Key Tech 1: Feature Engineering EnEHERD

For Challenge 1 t read() | write()
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Three unique 10 patterns from real-world ransomware trace 12



Challenge 2 RS EEERT

Existing feats.

Enhanced feats.

Value (%)

Precision Recall F1-score

Need additional 20% machines for feature calculation

Accurate but not efficient!
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Key Tech 2: Casading Two-layer Model EnEHERD
For Challenge 2

Layer-1: Fast Filtering
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Challenge 3
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Key Tech 3: Data Recovery mErBh R
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DeftPunk - Put All Together
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Evaluation Setup
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Experiment Results —
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False positive
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More evaluations in the paper (ablation study, runtime overhead, etc) 20
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Call For Attention

e New Trend
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—» read() —> write () —» read () —> write ()
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* Directly destroy data

 Create after delete

DeftPunk
dataset

https://tianchi.aliyun.com/dataset/177511

Never-ending arms race! 22
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