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A usable consent interface should

Address user needs

Require minimal user effort

Make users aware of what choices exist and where to find them
Convey choices and their implications so users understand them easily
Satisfy users and engender trust

Allow users to change their decision due to errors or changing their mind
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Avoid nudging users towards less privacy-protective options
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We want to give you the very best service during your search for the highest quality foods.

By clicking “Accept All Cookies”, you agree to the storing of cookies on your device to enhance site navigation,
analyse site usage, and assist in our marketing efforts.

Don't worry, all of our cookies are made from the best quality organic ingredients!
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ABSTRACT

Many websites have added cookie consent interfaces to meet regula-
tory consent requirements. While prior work has demonstrated that
they often use dark patterns — design techniques that lead users to
less privacy-protective options — other usability aspects of these
interfaces have been less explored. This study contributes a compre-
hensive, two-stage usability assessment of cookie consent interfaces.
We first inspected 191 consent interfaces against five dark pattern
heuristics and identified design choices that may impact usability.
We then conducted a 1,109-participant online between-subjects ex-
periment exploring the usability impact of seven design parameters.
Participants were exposed to one of 12 consent interface variants
during a shopping task on a prototype e-commerce website and
answered a survey about their experience. Our findings suggest
that a fully-blocking consent interface with in-line cookie options
accompanied by a persistent button enabling users to later change
their consent decision best meets several design objectives.
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consent interfaces must be usable, there are no existing standards
for usable consent interfaces. As a result, organizations use a wide
range of design practices in their implementations, some of which
have been highlighted in prior work as dark patterns [10, 29]. Dark
patterns within cookie consent interfaces are design practices that
nudge users toward less privacy-protective options and could lead
to users unknowingly consenting to data collection or failing to
exercise their preferred privacy choices. Beyond dark patterns, it
is important to consider other usability aspects of cookie consent
interfaces, such as user awareness and comprehension of choices,
as interfaces with poor usability could cause privacy fatigue in
users, described as “the tendency of consumers to disclose greater
information over time when using more complex and less-usable
privacy controls® [17].

We conducted a comprehensive two-stage evaluation of cookie
consent interfaces to more holistically assess the usability impact
of common interface designs beyond the presence of dark pat-
terns. Our study contributes a comprehensive definition of usability
for the context of consent interfaces and provides a better under-
standing of design choices that improve the consent experience.
Our results can be leveraged by websites, self-regulatory organi-
zations, and Consent Management Platforms (CMPs) to improve
consent interfaces, as well as by legislators and regulators who
define and enforce usable consent interface requirements.

We based our evaluation of cookie consent interfaces on those im-
plemented through CMPs. These services have emerged to help or-
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