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Are you using DP?Are you using DP?



Your DP system’s 
vulnerability to 
LLM-based 
privacy attacks 
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Text Inputs?Text Inputs? Text Outputs?Text Outputs?

Example:Example:



Case Study: 
Topics API

Google (2022). Get to know the new Topics API for Privacy Sandbox

Case Study: 
Topics API



Yohan, Beugin, McDaniel, Patrick (2024). A Public and Reproducible Assessment of the Topics API on Real Data



Threat Model: 
Membership 
Inference 
Attack (MIA)
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NOISE

Google (2022). Get to know the new Topics API for Privacy Sandbox



MIA 
Template
Input: 3 topics from a user 
Output: 3 binary values

- 0: topic is “normal” i.e. 
is a real user topic

- 1: topic was randomly 
selected and does not 
portray true user 
behavior

MIA 
Template



Hierarchical BERT’s 
ability to comprehend 
nuanced hierarchical 
relationships within 
topics 

→ 95.41% accuracy

MIA 
Results
MIA 
Results



Threat Model: 
Re-identification 
Attack (RIA)
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RIA 
Template
Input: 3 topics + history per user 
Output: a binary value for each 
user

- 0: historical topic set not 
related to user’s given current 
topics

- 1: strong correlation and thus 
indicate re-identification

RIA 
Template



RIA Results
(Alongside MIA)
RIA Results 
(Alongside MIA)



Addendum: 
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Niche TopicsNiche Topics
→ Formed their clusters in 
every embedding model. 
Due to uniqueness among 
other topics, higher tendency 
for word-vector models / 
sentence encoders to 
uniquely distinguish these 2 
classes of topics



Edge CasesEdge Cases



Remarks on DatasetRemarks on Dataset

Kulshrestha, J., et al. (2020). A Web Tracking Data Set of Online Browsing Behavior of 2,148 Users



Questions? Questions? 
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