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Overview

» Digital resources and providers

» Taking over resource holders’ accounts
» Vulnerable customers

» Potential resource manipulations

» Vulnerable resources

» Countermeasures & Conclusions
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Digital resources and providers

Provider datasets

RIRs AFRINIC APNIC ARIN Customers datasets
Digital resource Digital LACNIC RIPE
providers resources
Registrars Godaddy Namecheap = 75% of customers of
f; aws Networksolutions enom RIRs (Local ISPs)
0 name.com Alibaba Amazon Gandi
D g = i
§G° addy = @ Namesilo Google OVH " 100K-top Alexa

Cloud Amazon Azure

(1aaS) Alibaba Google IBM Tencent Oracle
DigitalOcean Linode IONOS Hostwinds
OVHCloud Vultr CloudSigma

Access to resources
via SSO accounts

Certificate IdenTrust DigiCert
Authorities Sectigo GoDaddy GlobalSign
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Attacking providers

Taking over accounts from off-path

= Take over accounts via password recovery:
Poison DNS cache for victim domain
Trigger password recovery for victim domain
Reset password and take over account

Customer
Network
AS 123
123.0.0.0/24

@ Poison provider’s DNS resolver

Provider via Hijack/Sad/FragDNS
Njfgwork @ Trigger password recovery Email
30 and change customer’s password
30.0.0.0/2 —

Attacker @ Log-in and exploit resources in
6.6.6.6 customer’s account
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How to poison cache?

= On-path lookup interception

= Off-path: _‘O’_
= BGP prefix hijacks gt A
= Side channels

» |P fragmentation

Vulnerable BGP sub- | Side- Frag-
providers prefix | channel| ment
5/5 0/4 3/5

RIRs

Registrars 11/11 0/9 11/11
Cloud providers 11/14 4/13 14/14
CAs 5/5 0/2 5/5
Total providers 27/30 4/24 28/30




Vulnerable Customers

How to poison cache?

= Accessibility of customers’ account details
= On-path lookup interception

75% of ASes have email addresses listed in WHOIS \

. = Off-path: -0)-
11% of Alexa 100K domains = BGP prefix hijacks ,Q\
Account identifiers can also often be guessed = Side channels

» |P fragmentation

= Nameserver configuration:
11-56% of accounts vulnerable

I I
Not Vulnerable Vulnerable

S 50% 1 [ [ . 2
= 40% |- mm RIR account nameservers oS - 3
% 30% - Alexa registrar account nameservers A 06F r g
= 20% |- T 04 - -
=] IO% B 0.2} - <
® 0% \ | P -
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Fragment size (bytes) 0 20 40 60 80 100
Mute rate (%)
Networks vulnerable to sub-prefix hijacks Domains with fragmented responses Domains vulnerable to side channel attack
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Manipulation of resources under providers

Test case: attacks via SSO account of LIR under RIPE NCC

. . . = £
= RPKI manipulation: create/remove/modify ROAs £ - 2 E g 2| Oucomes
) . 52 Attack 2 e S U Attacker use
Dlsrupt propagatlon of BGP announcements 2 3 o
EXpose to BGP hIJaCklng RIRs | Account transfer/delegation |v* v « X | permanent control
. . No | Changing the account details |¢ ¢ v v | permanent control
= RIPE DB manlpUIatlon RIRs |Close the account permanently [ v v ¢ v DoS
. . . No Disabling Email alerts v v X 7| remain stealthy
Allows impersonation of LIR representatives X oot comro]
. . RIRs Resource transfer 77 KK p el Tesonrces
Refuseq .BGP peerings, dropped routers, degradation of B B T T o s oo%
ConeCt|V|ty v v V /| financial Damage
CAs Purchase new resources AR A —
anonymous usage
] User’ role and contact management Control / Modify Whois DB |v ¢ X X fﬂcilitatt:s_ hij%:lcking
) No Resources VMs X X v X various
Create new users (admin/operator) " |NSrecords [X v/ X X | traffic hijacking
. . No | Create new ROAs/certificates |« X X  |facilitates hijacking
MOdIfy LIR ContaCtS/deta||S No Create invalid ROAs v X X X DoS
Terminate LIR membership No Revoke certificates X X X Vv DoS
: H H Object in RIPE Database Offering party details
MOdIfy LIR Organlsatlon’ address’ VAT I‘,::l”m, Enter name, ReglD or Organisation object to search
u TranSfer Of IPV4 resources IPv4 Transfers per week: adwin-c RIPE DB maniPUIation
. 6000 : : : : Receiving party details
Se” resources tO a thlrd pa rty % 5000 [ - ARIN . Enter name, ReglD or Organisation object to search
£ hot Sl I rerminate membersh
£ 3000 F : , T erminate membpbership
- 20001 ] IPv4 transfer
0 N

2012 2014 2016 2018 2020
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How many resources are vulnerable?

100%

80%

60%

40%

- il 0. K
0% -

BGP hijack Side-Channel Fragemtation Any Method

M |IPv4 addresses M Domains

BGP hijack Side-Channel Any Method

IPv4 addresses 81% 30% 51% 93%
Domains 47% 10% 27% 65%
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Recommendations for countermeasures

Taking over accounts Manipulating resources
Problems Problems
Easy access to infrastructure, Modifications are easy,
account details are public stealthy and fast
Countermeasures Countermeasures
v' Hide public account details v’ 2-Factor authentication
v’ Separate system for high-privilege accounts ¥" Account notificiations
v' CAPTCHAS v Account access restrictions
v DNSSEC v Manual review/waiting time

for transactions
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Conclusions

= Resource databases are poorly protected
adversaries can take over the accounts and can manipulate them

= Attacks against accounts are practical
Large fraction of providers and customers are potentially vulnerable to off-path attacks
Even interesting for on-path attackers (nation adversaries, etc.)

= Fixes exist, but are not enforced
Strict authentication might drive customers away?
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Philipp Jeitner, TU Darmstadt/Fraunhofer SIT
philipp.jeitner@sit.fraunhofer.de

cok
Inn AT tesekkirler
TR Merci
I beaucoup! Thank you
: ) very much!
Dank je Vielen _
well Dank! Muchas gracias
HbUhreES5TTnE LT Dzigkuje!
e ZOr spas
Grazie mille! 2, Sl

ATHENE  National Research Center for Applied Cybersecurity

10



