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Representation as Screenshot 
(VisualPhishNet, CCS 2020)

LIN, Yun | Research Assistant Professor | NUS 17

Reference Benign Webpage Phishing Webpage

false positive (similar screenshot)

PayPal Screenshot AT&T Screenshot PayPal Screenshot



Representation as Screenshot 
(VisualPhishNet, CCS 2020)
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Representation as Logo (Phishpedia, 
USENIX Security 2021)
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The screenshot and logo can only 
convey partial webpage intention.
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PhishIntention Solution
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- Comprehensive Intention
- Static and Dynamic Webpage Analysis
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As an object detection task:

Step 1: Extract the Abstract Webpage Layout (AWL)
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As a metric learning task:
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Step 3 : Credential-taking Intention Classification
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As a binary classification task:
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Step 4 : CRP (Credential-requiring Page) transition location
(Whether any link/button on this webpage can link to a CRP?)
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Experiments

 RQ1: Phishing Detection Experiment
 RQ2: CRP Location Experiment
 RQ3: Evaluating Model-wise Performance
 RQ4: Robustness Against Adversaries
 RQ5: Phishing Discovery Experiment
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Precision and recall in a collected 
phishing webpage dataset
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What is the performance to find a 
CRP from a non-CRP?
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How robust is the each of our 
deep learning model?
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What is the performance of PI to detect zero-day 
phishing webpages in the wild?
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What is the performance of PI to detect zero-day 
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Phishing Discovery Experiment

 Detect phishing in the wild with a Crawling system
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Phishing Discovery Experiment

 Two months starting from April 2021
 PhishIntention reports 1,942 real phishing 

webpages, 1,368 are zero-day phishing
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Phishing Discovery Experiment
 Distribution of brands of discovered phishing webpages

 Top five brands are Microsoft (751), Facebook (146), HSBC Bank (110), Amazon 
(89), and Instagram (58).
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Qualitative Analysis (False Positive)
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Qualitative Analysis (False Negative)
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Takeaways

brand intention

credential-taking intention
PI (PhishIntention)

intention detection

https://github.com/lindsey98/PhishIntention
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 PhishIntention: a visual reference-based phishing detection solution 
 with both brand and credential-taking intentions.
 with interaction for confirming more credential intentions.
 with a tool to effectively detect zero-day phishing webpages.
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