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The Importance of Stolen Credentials
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« Password stealers (PWS) or information stealers is a family of malware aimed at stealing

> -

user credentials.

Major rise in password-stealing malware
detected
m By Anthony Spadafora last updated June 11, 2020

60 percent increase in users hit by password stealers in the last

year
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50 Million Password Heist Shows
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 Recents reports state that PWS malware is a rising threat! _
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PWS Ecosystem Overview

Stolen
Credential
Marketplaces

PWS PWS C2

Operators Infrastructure PWS Victims
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What tactics do operators employ? « What are their roles and relationships?

« How profitable are they? « How effective are we in detecting them?
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Cyber Criminals Roles

Stealers Roles
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* The Stealers market is mature and competitive.

* The technical and financial entry barrier is low. @rgg;gia



PWS Operator Malbeacon
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Stealers Operations

Density Plot of Events Seen After Domain Registration
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* 69.03% of operators stop
accessing the panels within 30 days
of detection.
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Operator Network Characterization

Country | IPs__| Mobile Proxy[1] | Res. Proxy [2]

Nigeria 11,375 4,326 (38.03%) 1,181 (10.38%) O (0%)

USA 1,936 161 (8.32%) 36 (1.86%) 15 (0.77%)
Great 908 153 (16.85%) 65 (7.16%) 7 (0.77%)
Britain
South 812 170 (20.93%) 14 (1.72%) 0 (0%)
Korea
Germany 496 40 (8.06%) 47 (9.47%) 10 (2.01%)
« Stealer operators make frequent use of « Most operator devices are active during
VPN services including mobile and weekdays suggesting operators perform
residential proxies make attribution Stealer ops as a full-time job.
difficult.
[1] X. Mi, S. Tang, Z. Li, X. Liao, F. Qian, and X. Wang, “Your phone is my proxy: Detecting and understanding mobile proxy networks,” in -
Proc. of the 2021 NDSS, Virtual, Feb. 2021. (" %y Georgia
[2] X. Mi, X. Feng, X. Liao, B. Liu, X. Wang, F. Qian, Z. Li, S. Alrwais, L. Sun, and Y. Liu, “Resident evil: Understanding residential ip proxy - Tech

as a dark service,” in Proc. of the 40th S&P Oakland, May 2019.



Stealer Targeting

! Hosting 67,958 (40.5) \, MusA

' ISP/Telco 37,463 (22.3) ' Vietnam
' ReS|dent|aI 29,595 (17. 6) l U.K.

Business 27,269 (16.1)
Education 5,143 (3.0)
Government 207 (0.1)
Health 188 (0.1)

 United States account for most of the business and governmental network targeting.

v SEC
o i %
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ISTR

S. Korea
India
Nigeria
China

619 (2.2)
309 (1.1)
152 (0.5)
117 (0.4)
108 (0.4)
69 (0.2)

Canada
China
Italy
Indonesia
Israel
India

—-_— e e e -

14 (6.7)
8 (3.8)
6 (2.9)
5 (2.4)
4 (1.9)
4 (1.9)
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Operator Characterization
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Cluster ID

 Each service provider has 1 to
2 most Influential operators.

* The largest 1% service
providers account for most of
the activities.
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Top 5 Stealer Clusters
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 The top service providers appear to
operate for over a year and enjoy high
profit margins with most over 90%.

 The profit margins range from
approximately $2,000 to $11,000 per
month for the top service providers.

Name Size | Days | Operators | One-Off | Hosting | Revenue Profit | Margin
Seen Cost Cost

C2
C3
C4
C5

84
72
68
S

468
418
332
415

15
37
24
26

$5,481
$595
$963
$121
$2,592

$923
$200
$37
$638
$89

$11,834
$5,440
$2,579
$3,440
$1,930

$10,910
1$5,240
1$2,541
'$2 801
l$1 841

——— 7~

i 92,20
1 96.33%
1 98.55%
' 81.45%
| 95.39%

Gr Georgia
Tech.



g - o o o oy,

g o Em o o E—,

Findings and Takeaways

The PWS market is mature
@ with a low technical and

financial entry barrier.

- : The security community detection of
ﬂ PWS lags for an average of 64 days
after C2 provisioning.

PWS service providers enjoy large
profit margins of over 90% with
profits from $2,000 to $11,000 per
month.

The security community needs to
pay more attention to stealers
attacks as their stolen credentials
are often used in future data
breaches.

[

: I Researchers can use_tailore_d _

: / Internet-wide scanning to identify
I @ PWS C&C panels faster.
I

\

|l We make 6 months of the
PWS dataset along with code
I
I ",”“ available at:
I % https://github.com/Astrolavos
: [stealer-sec23 ¢ 5. Georgia
/ | || |
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