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Background

[1] Intelligence G. The mobile economy 2020[EB/OL]. 2020. https://www.gsmaintelligence.com

The number of Internet of Things (IoT) 

connections is increasing dramatically.

Ø It is expected to reach 8.01 billion in 2025 and 

video streaming is the dominant traffic in IoT 

traffic. [1]



Background

Ø Exposed to the outdoors and vulnerable to attacks 

through physical connections.

Ø Unable to deploy complex security mechanisms 

due to their limited hardware.

Ø Attackers can get unauthorized access and 

transform IoT devices into part of a botnet.

IoT security issues remain severe.



Background

How to achieve low-cost and real-time anomaly detection?

Rule-based Detection Systems

Ø ✅ Pros: available for scenarios

requiring high throughput, packet-

level schemes are low-cost.

Ø ❌ Cons: fail to detect unseen attacks 

and can be easily bypassed.

Unsupervised Learning-based Systems

Ø ✅ Pros: great generalizability, may discern 

unseen attacks.

Ø ❌ Cons: designed to deploy on the control 

plane without sufficient throughput, 

uploading traffic is high cost.



Background

New perspective on anomaly detection: Programmable Switches

The performance of the CPU on 

the control plane for processing 

and forwarding packets can't 

keep up with the surge in traffic, 

but the switch can.

Figure: Sigcomm-2021 Sailfish: Accelerating Cloud-Scale Multi-Tenant Multi-Service Gateways with Programmable Switches



Background

New perspective on anomaly detection: Programmable Switches

Programmable switches can achieve higher throughput, lower latency, and 

faster packet forwarding rate than control plane at equal cost.

Figure: Sigcomm-2021 Sailfish: Accelerating Cloud-Scale Multi-Tenant Multi-Service Gateways with Programmable Switches



General Idea and Key Challenges

General Idea

Preliminary screening of 

anomaly traffic at the switch, and

reporting suspicious traffic to

control plane.
Pkt PktPkt



General Idea and Key Challenges

Key Challenges

Ø It is challenging to extract and maintain the required flow features on the limited 

switch memory (e.g., 120 Mb SRAM);

Ø It is difficult to deploy an unsupervised model with both high anomaly recall and 

offloading capabilities on a programmable switch that only supports simple 

instructions and has limited resources.

Ø It is challenging to achieve a low false-positive rate using a high throughput deep 

model, since the control plane is a major throughput bottleneck.



Design of HorusEye

HorusEye

Ø Gulliver Tunnel (Data Plane):

preliminary screening, 

alleviate the burden of the 

control plane.

Ø Magnifier (Control Plane) :

further investigating, 

reduce the false positive rate.
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Design of HorusEye

Gulliver Tunnel: Burst Feature Extractor

Ø Burst-level Feature:

Identifying IoT behavior and reducing 

resource occupancy

Ø Total packet number & size 

Ø Burst segmentation



Design of HorusEye

Gulliver Tunnel: Burst Feature Extractor

Ø Bi-hash:

Ø Five tuple hash ❌

ℎ𝑎𝑠ℎ(𝑠𝑟𝑐_𝐼𝑃, 𝑑𝑠𝑡_𝐼𝑃, 𝑠𝑟𝑐_𝑃𝑜𝑟𝑡, 𝑑𝑠𝑡_𝑃𝑜𝑟𝑡, 𝑝𝑟𝑜𝑡𝑜𝑐𝑜𝑙)

Ø Bi-hash     O(1)✅

ℎ𝑎𝑠ℎ(𝑑𝑠𝑡_𝐼𝑃, 𝑑𝑠𝑡_𝑃𝑜𝑟𝑡, 𝑝𝑟𝑜𝑡𝑜𝑐𝑜𝑙)⨁ℎ𝑎𝑠ℎ(𝑠𝑟𝑐_𝐼𝑃, 𝑠𝑟𝑐_𝑃𝑜𝑟𝑡, 𝑝𝑟𝑜𝑡𝑜𝑐𝑜𝑙)

<1.1.1.1, 2.2.2.2, 61000, 23, 6> < 2.2.2.2, 1.1.1.1, 23, 61000, 6>

<1.1.1.1, 2.2.2.2, 61000, 23, 6> < 2.2.2.2, 1.1.1.1, 23, 61000, 6>



Design of HorusEye

Gulliver Tunnel: Burst Feature Extractor

Ø Double hash table:

Ø If the value conflicts in the first hash table, the algorithm 

executes the hash function on the first hash value and 

allocates it to the second hash table.

Ø Design hash-check to judge whether the first hash table 

conflicts.



Design of HorusEye

Gulliver Tunnel: IForest Rule Generation

Ø Merge hypercubes 

of iTrees

Ø Label Consistency

Ø Integer boundary 

fine-tuning



Design of HorusEye

Gulliver Tunnel: Implementation on Programmable Switch

Ø Ingross:

flow identification, burst feature 

extraction, storage and anomaly 

detection.

Ø Egross:

packet mirroring and forwarding



Design of HorusEye

Magnifier: An Asymmetric Lightweight Autoencoder

Ø Separable Convolution

Ø Dilated Convolution

Ø Model quantization



Evaluation

Performance of Rule Generation

Ø Convert iForest model into 

rule with nearly 100% 

label consistency.

Ø The number of burst-type 

whitelist rules does not 

change much.

Num of iTrees Num of  rules



Evaluation

Hardware Performance

Ø The whole Gulliver 

Tunnel deployment only 

requires very little 

resources, i.e., 2.78% of 

TCAM and 9.90% of 

SRAM.



Evaluation

Detection Performance

Ø HorusEye has 

higher PR_AUC 

and TPR (with 

low FPR) than 

SOTA.



Evaluation

Throughput and Detection Capability

Ø HorusEye has excellent throughput and anomaly detection capabilities.



Conclusion

Ø We propose HorusEye, an unsupervised Internet of Things (IoT) anomaly detection 

framework. It offloads abnormal traffic detection into the data plane, thereby 

freeing resources in the control plane to recheck results for higher accuracy.

Ø In the data plane, we propose a rule generation algorithm for iForest and a new flow 

feature extraction scheme, which implement the first unsupervised model that can 

reflect the limited resources of switches. 

Ø On the control plane, we adopt a lightweight unsupervised model and a high-speed 

inference scheme. 
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