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Abstract

Browser extensions enrich users’ browsing experience, e.g.,
by blocking unwanted advertisements on websites. To per-
form these functions, users must grant certain permissions
during the installation process. These permissions, however,
give very limited information about the fact that they allow
the extension to access user’s personal data and browsing
behaviour, posing security and privacy risks. To understand
users’ awareness of these privileges and the associated threats,
we conducted an online survey with 353 participants, focus-
ing on users’ attitude, knowledge, and preference towards
extensions’ permission requests. We found that users report
interest in seeking information, trust the developers but do
little to protect their data. They have limited knowledge about
the technical abilities of browser extensions and prefer per-
mission statements that evoke a clear mental model. Based on
our findings we derive recommendations for the improvement
of browser extension permission dialogues through clear lan-
guage, technical improvements and distinct responsibilities.

1 Introduction & Motivation

Web browsers are an important technology in modern daily
life. We constantly use them to access online content for news,
education, shopping or communication. As a result, browsers
have a very large user base as well as a diverse scope of appli-
cations. To meet the requirements of such diverse use cases or
enhance the browsing experience, browsers’ functionalities
can be extended through browser extensions.
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Browser extensions, also known as browser add-ons, are
small software programs that run inside a web browser. They
are often developed by third-party companies or indepen-
dent developers and are typically free of charge. Popular
browsers have their web stores offering extensions in var-
ious categories ranging from productivity over accessibility
to shopping (e.g. over 180k browser extensions are available
for Google Chrome as of August 2019 [39]). The ten most
popular browser extensions for Google Chrome alone have
over 100 million combined downloads. The large number and
variety of extensions enable users to customise their browser
experience for their personal needs and preferences. Popular
extensions block unwanted advertisements on websites or
translate web text into the desired language. Others increase
the accessibility of the browser through voice interaction [53]
or automatically generate image descriptions on Twitter for
people with vision impairment [35]. Recently, extensions
were also proposed for detecting fake news through automatic
fact checking [11], assisting users in the understanding of on-
line privacy policies through spotting opt-out statements [7],
or providing personalised password strength estimation [30].

To perform their intended purposes, extensions request per-
missions to access the content of visited websites and, often,
other parts of the browser such as the browser’s history. These
special privileges enable extensions to read highly sensitive
and personal data such as passwords or payment informa-
tion, which can have serious implications for users’ privacy
and security. Especially with the nowadays ubiquitous online
behaviour, knowledge about users’ online browsing habits
is highly valuable for revenue generation in the various do-
mains (e.g., targeted advertisement). This illustrates a high
commercial interest in users’ browsing data which motivates
malicious practices to gain access. Many leakage reports over
the years [13,49,55] explored browser extensions and identi-
fied their role in online security and privacy issues.

To install an extension and benefit from its functionality
users must grant all requested permissions and allow access to
their browsing data. Users, therefore, have to make a trade-off
between privacy concerns and convenience.
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These trade-offs are not equally apparent to all users. As
cybersecurity expert Schneier states in an interview:

"In general, security experts aren’t paranoid; we
just have a better understanding of the trade-offs
we’re doing. Like everybody else, we regularly give
up privacy for convenience. We just do it knowingly
and consciously." [38]

It is, therefore, crucial to inform users appropriately about
the data collection of browser extensions to enable them to
make an informed decision. To do so, most browsers display
a permission dialogue that users have to confirm to install
browser extensions. However, explanations of these dialogues
vary across browsers in regards to the user interface, used
language and level of detail, as shown in Figure 1.

While it is easy and fast to install an extension at the click
of a button and simultaneously grant the permission requests,
it is unknown if the users are aware of the meaning and sig-
nificance of these permissions and the associated risks. Re-
cent research in the related topic of browsers’ private modes
has shown that differences in-browser explanations across
browsers caused misconceptions about what private browsing
mode does and how it protects users’ privacy [54]. If such
explanations can not convey the necessary knowledge, users
are unable to make an informed decision and develop a false
sense of security. To ensure their sovereignty over their per-
sonal data and to design better technology supporting them in
privacy-related decisions, it is crucial to identify these gaps.

To better understand users’ attitudes, knowledge, and pref-
erence towards browser extension permissions, we conducted
an online survey with 353 participants. We investigated the
effectiveness of modern browsers to communicate the mean-
ing of permission requests. Our research particularly focuses
on users’ knowledge of the data that extensions can access
and their understanding of the security and privacy risks com-
ing with these privileges. We found that users have limited
knowledge about the technical abilities of browser extensions.
Their knowledge is mostly restricted to the beneficial features
of the extensions they use and does not extend to other pos-
sible privacy and security risks. Their inability to apply this
knowledge in a broader context shows their lack of technical
understanding of the underlying permissions. Furthermore,
users’ perception of likelihood seems to be driven by the level
of intrusion a scenario can potentially have on their privacy.
We derive recommendations based upon our results and con-
sider the perspective of users, developers and policymakers.
These recommendations focus on improving the extension
system, language of permissions and users’ attitude. This pa-
per contributes the first large scale survey on understanding
users’ attitudes, knowledge, and preferences about the privacy
and security of browser extensions. Our study identifies a
gap in users’ perception about the current permission model
and calls for long-overdue security improvements inspired by
similar domains.

2 Related Work

As relevant prior work, we firstly summarise the background
of the current browser extension system. We then present
related research in the fields of human-computer interaction
(HCI) and usable security about understanding users’ knowl-
edge, attitude and behaviour.

2.1 Browser Extensions & Browser Extension
Security

With the exception of Safari!, most modern browsers use
the extension system that was first implemented by Google
Chrome in 2009. The Chrome extension system stems from
the design proposed by Barth et al. [8]. Their design was
based upon the assumption that extension developers have
good intentions but are, usually, not security experts. They
argued that well-intentioned extension developers often write
buggy code that can be exploited by malicious website opera-
tors to gain control over the extension. These exploits posed
significant threats for two main reasons: 1) Under the former
Firefox extension system, which was popular at that time, ex-
tensions often used unnecessarily powerful APIs and 2) they
could have access to full user privileges at par with browsers
or other native applications. To overcome these challenges,
Barth et al. proposed a new browser extension system that
improved the security of extensions by using principles of
least privilege, privilege separation, and isolation. Their de-
sign separated the extension into three components, namely a
content script, an extension core, and a native binary. Only the
least privileged part of the extension (i.e. content scripts) was
exposed to potentially malicious websites. In an evaluation
of this security architecture, Carlini et al. [12] found it was
mostly successful at preventing direct web attacks on exten-
sions, but underlined its susceptibility to network attacks and
website metadata attacks.

The Chrome extension system was designed to protect
buggy-but-benign extensions, however, it provides no protec-
tion to users against intentionally malicious extensions. In
recent years, a large number of browser extensions were found
to be malicious, challenging the buggy-but-benign assump-
tion. In an analysis between 2016 and 2018, Chen and Kaprav-
elos identified over 3000 browser extensions from Chrome
and Opera that were potentially leaking privacy-sensitive in-
formation [13]. The ten most popular Chrome browser ex-
tensions on that list, with confirmed malicious behaviour, af-
fected over 60 million users. Another large-scale study inves-
tigated the 10,000 most popular browser extensions of Google
Chrome and found that hundreds of extensions leaked sen-
sitive information about users’ browsing habits [49]. They
found that while most extensions leaked information acciden-
tally, e.g., when third-party content is injected into a website,

! Apple announced in WWDC 2020 that Safari will switch to the same
extension API in the near future
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others abused their access to user data on purpose. In July
2019, Jadali identified eight browser extensions with a to-
tal of 4 million downloads that collected browsing histories
and exposed them in real time [28]. Similarly, a report from
May 2020 identified 111 malicious extensions that were si-
phoning personal data such as passwords, credential tokens
stored in cookies or parameters, screenshots, and tracking
users browsing history [25]. Jointly, these 111 extensions had
more than 32 million downloads. Another malevolent practice
performed through browser extensions is malvertising which
includes altering web content and displaying malicious adver-
tisements, leading users to download and install malware. A
screening of 18,000 Chrome extensions in 2015 found that
extensions practising malvertising had over half a million
users [55]. These studies and reports on malicious extensions
with millions of downloads strongly challenge the assumption
that all extension developers have good intentions.

To protect users from malicious extensions, most web
stores use an automated review process [3, 15,17,22]. In cer-
tain cases, especially when sensitive permissions are involved,
a manual review may follow an automated one. However, data
leaks and reports of malicious activities underline the limits of
these approaches. In response to privacy-breaching browser
extensions, various solutions were proposed to protect or in-
form the users. These solutions include privacy-focused exten-
sions to notify the user if an installed extension was suspected
of malicious practices [51] or generating visits to random
websites to conceal users’ true browsing behaviour [49]. Sim-
ilarly, to protect users from malvertising, Xing et al. proposed
a browser extension that automatically detects extensions that
inject ads [55]. These privacy-focused extensions not only
increase users’ privacy but can also improve users’ brows-
ing experience [10]. The proposed solutions and the review
process of the web stores can assist users in protecting their
online privacy and security. Nonetheless, the decision about
extensions’ security cannot be left to trusted parties alone [24].
The bulk of potential risks and the responsibility to make
an informed choice lies with the user. The current practice
of browsers to inform users about their extensions is using
dialogues to describe the requested permissions during the
installation process. However, there is limited research on
users’ attitude and knowledge towards browser extensions
and the effect that permission dialogues have on them.

2.2 Privacy Knowledge and Data Sharing Be-
haviours

Next, we discuss related works in associated domains about
understanding users’ attitude and knowledge towards permis-
sions and data collection.

In the domain of mobile applications, researchers found
that smartphone users are often unaware of the permission
settings and data collection of apps running on their de-
vices [2,9,34,48]. This is partly because users display low

attention and comprehension when it comes to reading per-
mission dialogues. In a study, Felt et al. found that 17% of
participants paid attention to permissions during installation
in a laboratory setting, and only 3% could correctly answer
permission comprehension questions in an online survey [19].
When confronted with real app behaviours users felt their
personal space had been violated [48]. This insight has led
to studies trying to improve users’ understanding of certain
permissions and the data they give away. Almuhimedi et al.
used a custom permission manager to make users aware of the
data that applications were accessing and were able to make
users reassess and restrict the permissions they were giving
to applications [2]. Similar studies have also been conducted
in other domains that deal with highly sensitive health data,
such as wearable and fitness trackers [23,40]. Research finds
that with wearable technology it is less about the knowledge
that data is collected, but about the value of this data [1] and
the severity of the consequences of it being collected [47].
Schneegass et al. showed that non-expert users lack an under-
standing of the relationship between access to sensor data and
access to information derived from this sensor data [47]. Fur-
thermore, Aktypi et al. found that users highly underestimate
the value of personal fitness data for third parties [1].

These studies across domains have been beneficial in de-
veloping systems that support users in making informed and
sensible decisions with regards to access permissions. Even
though browser extensions have existed for longer than mobile
apps and fitness trackers, there is limited research in under-
standing users’ attitude, knowledge or preference towards
extension permissions, or making the extension permissions
more understandable and usable. To fill this gap in the litera-
ture, in this paper, we study the privacy and security attitude
of users towards browser extensions. We assess their knowl-
edge about permissions and finally gather their preferences
towards existing permission statements.

3 Method

We conducted an online survey to learn about (1) users’ atti-
tudes towards privacy and security topics related to browser
extensions, (2) their general knowledge about browser ex-
tensions, (3) the influence of browser extension permission
dialogues on their understanding, and (4) their preference for
specific browser extension permission dialogues.

3.1 Browsers and Browser Extensions

In this paper, we study the browser dialogues of the most
common browsers and browser extensions. As per Statista,
the six largest desktop browsers by market share are Chrome
(69.42%), Safari (8.74%), Firefox (8.48%), Edge (3.45%), In-
ternet Explorer (2.88%) and Opera (2.39%) [50]. We excluded
Internet Explorer in our study because Microsoft ended devel-
opment for the browser in 2016 and replaced it with Edge.
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Figure 1: Permission dialogues of our sample extension for Chrome, Safari and Firefox. The sample extension used the super-set

of permissions of the selected extensions.

Next, we surveyed the 10 most used extensions for each
browser based upon download count if available, otherwise
the number of ratings. Table 2 in the appendix (section B)
shows these browser extensions for the five browsers. We,
then, extracted the extensions with the highest appearance
rate (number of browsers they appeared in) and ranked them
by downloads across all browsers. Based on our criteria, we
identified the following five extensions for our study: (1) Ad-
block Plus, (2) uBlock Origin, (3) Grammarly, (4) Adblock,
and (5) Honey. Since Opera and Edge are both Chromium-
based and their permissions are, therefore, almost identical,
we decided to eliminate them from our study and focus on
the differences between Chrome, Firefox and Safari (having
around 86% market share). The permissions requested by the
selected browser extensions are shown in Table 1. Next, we
implemented a representative extension that used the super-set
of permission requested by these five extensions in Chrome,
Firefox, and Safari. Our extension used an ambiguous name
and logo (see Figure 1). We locally installed the dummy ex-
tension on all the browsers and captured the actual permission
dialogues.

3.2 Scenarios

To evaluate respondents’ knowledge and beliefs about the
technical abilities of browser extensions, we created ten sce-
narios. The scenarios were developed in iterative discussions
involving three researchers with backgrounds in usable se-
curity and interface design (see section 4.3.2, figure 5 for a
complete list of scenarios). Scenarios 1-3, 5, 8 were derived
from the existing literature on malicious activities of exten-
sions [13,25,28,32,37,49,55]. Scenarios 4, 6, 7, 9, 10 were
added to ensure a broader possibility spectrum. The most
common permission required by the browser extensions is to
"Access all data on all websites". We found that among the
50 most downloaded browser extensions on the Firefox web
store’, 47 extensions request this permission. Given the ubig-
uitous need for this permission, five out of ten scenarios were

Zhttps://addons.mozilla.org/en-US/firefox/extensions/

based upon the functionality provided by it. Other scenarios
considered access to the device’s camera and microphone
and the ability to control other extensions. Furthermore, three
scenarios were based upon functionality outside the scope of
a browser, namely, change the default password of the com-
puter, restart the computer, and install an application on the
computer.

We framed the scenarios as neutral statements without any
harm being explicitly mentioned in them. We postulate that
the neutral statements have a higher ecological validity as
they can be considered direct derivatives of the statements
of the browser permission dialogues. For example, scenario
S5 "The browser extension reads the user’s usernames and
passwords and stores them on an external server" is a specific
case of the Chrome permission "Read and change all your
data on websites you visit". Thus, the scenarios could test the
case-specific knowledge of the various permission statements.

The permissions specified under the extension API allow
the browser extensions to, among other things, access the web
content, and access browsing history. In general, the permis-
sions available under the extension API model are limited
to the browsers. However, some extensions work in tandem
with desktop applications such as Zotero® and Grammarly*.
This model allows the extensions to leverage the privileges of
their tandem applications and perform functions outside the
scope of the extension API. Thus, in a broad sense, browser
extensions can control any aspect of a computer, even though
many functionalities are outside the scope of the extension
APIL. In an absolute sense, all of the scenarios are technically
possible but some require additional intervention by the user.

3.3 Survey Structure

Our survey comprised 35 unique questions, including atten-
tion checks. However, since it included randomisation and
branching logic, the average participant was shown around
28 questions. The survey consisted of "yes/no/don’t know",

3https://www.zotero.org/
“https://www.grammarly.com/

102 Seventeenth Symposium on Usable Privacy and Security

USENIX Association


https://4https://www.grammarly.com
https://3https://www.zotero.org
https://2https://addons.mozilla.org/en-US/firefox/extensions

Read and change

Change
your

Chrome: all your data on the D|s.p'lay' privacy-
N AP notifications
websites you visit related
settings
Web Page Content:
Can read sensitive Browsing
information from History:
web pages, Can see
Safari: | i
. Downloads Ratings Downloads it Imellelime vs{h_e.n you
Extension A B passwords, phone visit:
Chrome Safari Firefox .
numbers and credit - all web
cards on: pages
- all web pages
Extend
Access IP  Store Access develope
. Read and L
Display ; address  unlimited Access browser rtools to
__Access your data NN modify L
Firefox: . notifications _ and amount browser activity access
for all web sites privacy ) )
to you ) hostname of client- tabs during your data
settings . . " LY !
information side data navigation in open
tabs
Adblock Plus +10.0M 108 6.8M C,S,F C,F S F [ [P [
uBlock Origin +10.0M  not available 3.8M C,F C,F (& F F (®
Grammarly +10.0M 613 1.1M C,S,F C,F S F
Adblock +10.0M 1K 1.0M C,S,F CF S F [ [P [
Honey +10.0M 4.6K 958K C,S,F S

Table 1: Permissions requested by the selected browser extensions in Chrome (C), Firefox (F) and Safari (S). Download and

rating count were retrieved in August 2020 from the respective browser extension stores.

multiple-choice, five-point Likert scale questions and one
open-ended question. The complete survey can be found in
the appendix (section A). Our survey methodology is adopted
from similar studies in the HCI and usable security commu-
nity that focused on understanding users’ knowledge, attitude
and behaviour for various digital platforms [23,27,44]. The
survey consisted of the following sections:

Demographics: Participants’ age and education as well as
whether they have a professional background in any computer
science-related field.

Confidence and attitudes regarding the information on
browser extensions: The specific browsers and browser ex-
tension participants use. Their confidence about knowing
what kind of data browser extensions collect and if develop-
ers made sure their data is safe. Their own precautions and
attitudes towards privacy policies and terms and conditions.

Knowledge of the capabilities of browser extensions:
The plausibility of the ten scenarios and the likelihood of them
being used maliciously. Participants had to judge whether the
scenarios were technically possible by answering "yes", "no",
or "I don’t know" and how likely they would deem the scenar-
ios to be used maliciously on a five-point Likert scale from
"very unlikely" to "very likely". In a separate question placed
before the scenarios, we also asked the participants if an in-
stalled ad-blocker can read passwords on various websites.

Comprehension of extension permission dialogues:
Comprehension and understanding of existing browser di-
alogues for Chrome, Firefox, and Safari. Participants were
randomly presented with one of the browser extensions per-
mission dialogues. They had to judge the same ten scenarios
again on their plausibility and likelihood of being used ma-

liciously, taking the permission dialogue into account. We
were interested in whether the dialogues would convey the
information to correctly assess the possibility of the scenarios
if participants had previously failed to do so.

Preference of permission statements: The three browsers
formulate their permission statement differently. Firefox uses
all-inclusive words such as "access"”, Chrome uses distinct
keywords such as "read and change", and Safari provides
specific examples such as "read sensitive information on web
pages including passwords ...". For each of the browsers, we
studied information conveyed and participants’ preference
for four commonly requested permissions. To do so, we cre-
ated a comprehensive description including an explanation
and examples for the four permissions. Our comprehensive
description was based upon the reference text provided by
the different browsers such as Firefox [20] and Chrome de-
veloper documentation [14]. To remove any bias towards a
single source, we included the important keywords used by all
browsers in our comprehensive description. For example, the
following description represents the permission about access
to information on all pages:

"The browser extension can access, meaning read
and change, all information including sensitive
information such as passwords, phone numbers,
credit card numbers, text and images on all web-
sites such as those for online banking, email service,
online shopping, and social media."

Participants were asked to rate the similarity and preference
of browsers’ original permission statements compared to the
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comprehensive descriptions. The complete list of comprehen-
sive descriptions that we developed for the study can be found
in the survey (appendix section A, Q 6.1-4, page 17-18).

3.4 Participants

The recruitment of participants was done through the on-
line platform Prolific [41]. The survey was hosted on
Qualtrics [43]. 408 participants completed the survey, and
on average it took them 11 minutes to finish it. The study par-
ticipants had an average Prolific approval rating of 98.9% and
they resided in more than 20 countries (mostly EU). Partici-
pants were paid £1.2 at a rate of £6.5 per hour. We excluded
12 participants due to failed attention checks and ended up
with a total of 396 valid survey responses. Since we were
interested in users of browser extensions, we excluded 43
participants from the main analysis who do not use browser
extensions. We will, however, discuss their answers separately
in our insights. Consequently, we analysed a data set of 353
responses of participants using browser extensions.

Of the 353 respondents, 219 (62%) identify as male, 134
(38%) as female. Their age ranged from 18 to 63 with a mean
age of 28 (§D = 9.6). Regarding education, six (2%) had no
formal education, 130 (37%) had a high school diploma or
equivalent, 209 (59%) had a university degree and eight (2%)
a doctoral degree.

3.5 Limitations and Ethical Considerations

While our study is based upon a relatively large and diverse
sample, it may not be representative of the entire population.
Our sample is relatively young, well educated and has a high
proportion of people with a background in computer science.
We also recorded 12 invalid responses from participants who
left the survey early as well as 10 participants who did not fin-
ish the survey in the maximum allocated time of 49 minutes.
This might have been due to a stereotype bias caused by the
leading demographic questions, however, given the relatively
small number of invalid responses the bias is unlikely to be
pronounced. As it is sometimes the case with surveys in the
domain of usable privacy and security, we would like to un-
derline that some of our findings may have been impacted by
social desirability and response bias where participants tend
to present an inflated view of their privacy concerns, believing
this is how the researchers want them to respond. Besides
these, in our survey, most questions were based upon a rating
scale and we had limited free text questions. For example, to
study the appropriateness of extension browser permission
statements, we asked the participants to evaluate their sim-
ilarity and preference as compared to their comprehensive
descriptions on a three-point scale (see section 4.3.5 and 5.2.4
for more information). While this approach allows us to deter-
mine the appropriateness of browser permission statements, it
is not suitable to determine specific shortcomings in a given

Have you ever read the privacy policy
for any of your browser extensions?

Have you ever read the terms and condi-
tions for any of your browser extensions?

Have you taken steps to ensure your data
is secure and private for your browser
extensions?

0 25 50 75 100
don’t know

yes no
Figure 2: Participants’ response to having read the privacy
policy or terms and conditions of their installed extensions.

statement. A future work looking to elicit these specific short-
comings may find other approaches such as surveys focused
on open response questions followed by qualitative coding
more useful. It should also be noted that our study is based
upon a frequently used, but limited, set of permissions, which
only covers a part of the many permissions that are available
to browser extensions.

The survey was conducted within the ethical research guide-
lines of our university and did not require separate approval
from the ethics board. Besides the Prolific IDs, which were
necessary for compensating the participants, we did not col-
lect any personally identifiable information in the survey.

4 Results

The following results were extracted from the survey and
present users’ usage of browsers and browser extensions, as
well as our three main focal points on users’ attitude, knowl-
edge, and preference. Since our survey is exploratory, we pri-
marily used descriptive statistics supported by graphic repre-
sentations and complemented with significance testing where
applicable.

4.1 Browsers and Browser Extensions

Most participants report Chrome (66%) as their default
browser. This is followed by Firefox (18%), Opera (6%),
Brave (4%), Edge (3%), and Safari (3%). Vivaldi, Yandex
and Opera GX were also mentioned by one participant each.

85% of the participants use ad-blockers (e.g. Ad-block
Plus, uBlock Origin), 30% use language tools (e.g. Oxford
Dictionary, Grammarly), 29% use video or music download-
ers (e.g. YouTube Downloader, Video DownloadHelper), 26%
use password managers (e.g. LastPass, 1Password), 25% use
shopping assistants (e.g. Honey, Piggy), and 19% use produc-
tivity tools (e.g. Todoist, Evernote).

Of the 43 respondents who do not use browser extensions,
449 didn’t know they existed, 42% said that they do not need
them, 7% find them too difficult to install, and 5% do not
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You know what type of data is collected
by your browser extensions

You know how your data is used by your
browser extensions

The developers of your default browser
have made sure your data is safe

The developers of your browser extensions
have made sure your data is safe

0 25 50 75 100
1 - not confident at all 2 3 W4 M5 - very confident

Figure 3: Participants’ confidence in their own knowledge
about the data collection, data usage and developers of their
installed browser extensions.

use them because of concerns about data privacy. 2% were
uncertain if they were using browser extensions.

4.2 Attitude

This section presents users’ attitudes towards reading
terms and conditions, their confidence in developers of web
browsers and browser extensions, the impact of the permis-
sion dialogue and their interest in seeking information on
security and privacy concerning browser extensions.

4.2.1 Terms and Conditions

More than 60% of the participants in our survey reported
that they have not read the privacy policy or the terms and
conditions of their installed browser extensions. Furthermore,
59% reported that they did not take any steps to ensure their
data is safe with the browser extensions. Figure 2 shows the
response of the participants.

4.2.2 Confidence in Developers

Figure 3 shows the participants’ confidence in developers of
their default browser and installed browser extensions, that
they have ensured user data is not being tampered with or
shared without explicit consent. Participants showed slightly
higher confidence in the developers of their default browser
(median = 3.0,mean = 3.17,5D = 1.07) compared to the de-
velopers of their browser extensions (median = 3.0, mean =
2.87,8SD = 1.00). A Wilcoxon signed-rank test showed that
the differences were statistically significant (p < 0.001). Only
a small number of participants had either very high or no
confidence in the developers of both browsers and browser
extensions, with three out of five being the most frequent
choice.

4.2.3 Awareness of Permission Dialogues

To study users’ awareness of permission dialogues, we
showed participants the Chrome dialogue as a representative

Before: Degree of interest in
seeking out information about
security and privacy in relation |
to browser extensions.

After: Degree of interest in

seeking out information about |
security and privacy in relation | o
to browser extensions.

Figure 4: Interest in seeking information in the beginning and
end of the survey.

of browser extension dialogues. 123 (34.8%) of the partic-
ipants reported that they had seen the provided example or
a similar permission dialogue before. 28.3% reported that
they had not seen a permission dialogue, and the rest could
not remember. Out of the 123 who had seen a permission
dialogue, 68% reported that it influenced their decision about
installing the browser extension.

4.2.4 Interest in Seeking Information

We asked the participants about their interest in seeking out
information on security and privacy concerning browser ex-
tensions in the beginning as well as at the end of the survey.
At the end of the survey, participants were more interested in
seeking out information and the median interest increased
from three to four. The results are shown in figure 4. A
Wilcoxon signed-rank test showed a statistically significant
difference between the interest in the beginning and the end
of the survey (p < 0.001). Furthermore, most participants are
not comfortable in having browsing history or personal data
being collected and stored by a browser extension. On a scale
from 1 - Not at all comfortable to 5 - Extremely comfortable,
they gave a median score of two.

4.3 Knowledge

In this section, we report our findings in regards to partici-
pants’ knowledge about browser extensions, the practices of
data collection and the impact permission dialogues have on
users’ knowledge.

4.3.1 Data Collection And Use

We asked participants to rate their confidence in their knowl-
edge of what data is collected, and how the collected data
is used by browser extensions. Participants rated their con-
fidence on a five-point unipolar Likert scale from 1 - Not at
all confident to 5 - very confident. Figure 3 shows a mostly
uniform distribution of the responses. However, participants
were less confident in how the data is used than what type of
data is collected.
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Scenarios: “The browser extension...”
S, - Blocks access to a webpage.

S, - Replaces the advertisement on the website
with advertisement from its own ad network.

S, - Replaces the product link to e-commerce websites
such as Amazon and eBay with an affiliate link.

S, - Accesses the user's camera and microphone,
and records a video.

S, - Reads the user's usernames and passwords,
and stores them on an external server.

S, - Installs an application on the user's computer.
S, - Uninstalls another browser extension.

S, - Changes the password of the user's social
media account.

S, - Restarts the computer.

S, - Changes the default password for the computer.
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Figure 5: Participants’ perception of the plausibility of scenarios and likelihood of them being used maliciously.

4.3.2 Users’ Knowledge of Browser Extensions

For each of the ten scenarios (see figure 5), we asked partici-
pants to select "yes", "no", "don’t know" to indicate whether
they thought a scenario was technically possible to occur
(which all of them were as explained in section 3.2). We
found that most users thought S;: "Blocks access to a web
page" (84%) and S;: "Replaces advertisements" (69%) was
possible. Roughly half of all participants thought S3: "Re-
places product links" (58%), S4: "Accesses the camera and
microphone" (58%), Ss: "Reads the user’s password" (54%),
and Sg: "Installs an application on the user’s computer" (52%)
were possible to occur. Less than a third of the participants
thought §7, 53,59, S10 were possible. Figure 6 shows the re-
ported plausibility of selected scenarios across the conditions.

Furthermore, participants rated the likelihood of the sce-
narios being used maliciously. On a bipolar five-point Likert
scale, the median response was "likely" for scenarios Sy, Ss,
and Sg, and "neither likely nor unlikely" for the rest. The
impact of the different permission dialogues on participants’
perceptions is further illustrated in a graph in the appendix
(figure 8).

4.3.3 Knowledge of Ad-Blockers

To the separate question on "Assuming that you have an ad-
blocker installed as a browser extension, can it read passwords
that you use on various websites?", 41 (9%) participants se-
lected "yes", 142 (40%) selected "no" and rest of the partici-
pants (51%) did not know.

4.3.4 Effectiveness of The Browser Extension Dialogues

To test how effective the browser dialogues were in communi-
cating the abilities of the browser extension, we scored partic-
ipants’ knowledge before and after they saw the dialogue. To
calculate the score, one point was added for a correct assess-
ment of a scenario to be possible, one point was subtracted
for a wrong answer, and no point was added for answering "I
don’t know". For this comparison, we only took scenarios S,
S5, 83, S5, and Sg into account which were explicitly permissi-
ble by the permissions (i.e. without the need of a tandem appli-
cation). Thus, the maximum score was +5 and the minimum
score was —5. Without seeing a dialogue, respondents had a
median score of two (mean = 1.69,SD = 2.48). After seeing a
dialogue the median score increased significantly (p = 0.015)
to three (mean = 2.05,SD = 2.68) across all browser dia-
logues. Regarding individual browsers, participants who saw
the Firefox dialogue had a median score of three (mean =
2.16,8SD = 2.54), those who saw the Chrome dialogue had
a median score of three (mean = 2.6,SD = 2.41), and the
ones who saw the Safari dialogue had a median score of
two (mean = 1.29,5D = 2.96). A Kruskal-Wallis test found a
significant difference between the browsers (p < .001). Post-
hoc Wilcoxon rank-sum tests found that there is a statisti-
cally significant difference between Firefox and without di-
alogue (p = .045,r = .09), Chrome and without dialogue
(p < .001,r = .17), Firefox and Safari (p = .038,r = .14),
and Chrome and Safari (p < .001,r = .22). Effect sizes were
calculated according to Robertson and Kaptein [45]. To sum-
marise, Chrome and Firefox significantly improved the score
as compared to the baseline (i.e. without-dialogue) and Safari
with a small effect.
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Before Dialogue

S, - Blocks access to a webpage

S, - Replaces the advertisement

S, - Replaces the product links

S, - Reads usernames and passwords

S, - Changes social media password
100 0 25 50

All Browsers

[ yes [ no

Firefox Chrome Safari

100 0 25 50 75 100 25 50

[ don't know

Figure 6: Participants’ evaluation of the plausibility of selected scenarios. Each participant first evaluated the plausibility without
seeing a permission dialogue, and then again after seeing a permission dialogue of either Firefox, Chrome, or Safari (randomly
chosen). The permission dialogues for the three browsers are shown in figure 1.

4.3.5 Similarity and Preference of Existing Permission
Dialogues

Participants rated all permission statements as similar to
our comprehensive descriptions. Figure 7 shows that for dif-
ferent statements, the majority of participants rated them "Ex-
tremely similar”, and less than 13% rated them to be "Not at
all similar". However, participants did not prefer most of the
original browser permission statements to be used instead of
our description. For all statements except two, the majority
of the participants rated them as "Not at all preferred”, and
less than 12% rated them to be "Extremely preferred". The
only two statements for which participants reported slightly
higher preference were "display notification" and "display
notification to you" (see figure 7).

5 Findings

We draw the following main insights from the findings of our
survey results.

5.1 Attitude

We found that the majority of users are interested in seek-
ing out information about security and privacy in relation to
browser extensions. They feel somewhat confident about what
data is collected by their browser extensions and how the data
is used. However, less than a third have ever read the terms and
conditions or the privacy policy of their browser extensions
or have taken any steps to ensure their private data is secure.
Here our findings are in line with existing literature that the
majority of the users do not read privacy policies [5,23] and
further highlight the low utility of terms and conditions and
privacy policies in conveying to the user what information
online services collect and how it is used [26, 29, 36].

5.1.1 Trust in Developers

With regards to the access and storage of users’ data, the ma-
jority of the participants reported moderate to high trust in

developers. They put slightly higher trust in developers of the
browsers as compared to the trust in the developers of exten-
sions. Here the results vary from our initial hypothesis that
the trust in developers of browsers would be notably higher
as compared to the trust in the extension developers since,
in contrast to browser extensions, browsers are universally
adapted applications and developed by selected organisations.
Given the findings, we speculate that the trust in browsers is
extended to the trust in the browser extensions since browser
extensions are distributed through the browsers’ webstore.

5.1.2 Users Seek More Information

Our results show that after having completed our survey, par-
ticipants’ interest in seeking more information about security
and privacy in regards to browser extensions increased signifi-
cantly. In the text field at the end of the survey P54 commented
"I’'m more aware of the risks now". P311 wrote: "It made me
more aware of the vulnerabilities of all the extensions [ use".
For some participants, the survey even made them reiterate
their past and future decisions (P85): "I will re-read all my
extensions and read the terms every time I install a new one".

5.2 Knowledge

5.2.1 Users’ General Knowledge about Technical Abili-
ties of Browser Extensions is Limited

Participants gave higher possibility ratings to scenarios that
are closely related to specific types of browser extensions.
The two scenarios where participants were most sure of their
plausibility are: Si: "Blocks access to a web page" (84%)
and S,: "Replaces advertisements" (69%). Both scenarios are
strongly connected to ad-blockers which the majority of par-
ticipants use (85%). Scenario S3: "Replaces the product link"
is most likely associated with shopping assistants and sce-
nario Ss: "Reads user names and passwords" with Password
managers, which both a quarter of all participants use.
Regarding the likelihood, scenarios were rated more likely
to be used maliciously when they included an invasion of pri-
vacy. S4: "Accesses the camera and microphone”, Ss: "Reads
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Firefox: Access all your data for all websites

Chrome: Read and change all your data on websites you visit

Safari: Web page content: Can read sensitive information on web pages
including passwords, phone number and credit cards on all web pages

Chrome: Change your privacy-related settings

Firefox: Read and modify privacy settings

Chrome: Display notifications

Firefox: Display notifications to you

Safari: Browsing history: Can see when you visit all web pages
Firefox: Access browsing history

Chrome: Read and change your browsing history
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Figure 7: Participants’ rating of similarity and preference of existing permission statements in comparison to our comprehensive
descriptions. The majority of the participants rated existing permission statements to be similar but did not prefer them in place

of our description.

the user’s password", and Sg: "Installs an application on the
user’s computer”, had the highest ratings in this regard.

Generally, we observe that users’ understanding relies on
individual experiences with specific extensions. While users
seem to be aware that browser extensions such as password
managers can read and store passwords, they do not consider
that similar permissions are enabling ad-blockers to do the
same.

5.2.2 Permission Dialogues Have Limited Effectiveness

We found significant differences between the browsers and
observed that the framing of the permission statements mat-
ters just as much as having permission statements in the first
place. The dialogues of Chrome and Firefox significantly im-
proved participants’ scores as compared to Safaris’ dialogue
and the baseline. Overall, the browser permission dialogues
improved participants’ scores significantly. While the median
score improved from two to three across all browsers, 30% of
all participants still scored 0 and lower. Even with the permis-
sion dialogues, participants were still not entirely informed
about the technical implications of all the permissions.

5.2.3 Specific Statements Restrict Peoples’ Ability to
See Implications

Both Chrome and Firefox’s permission dialogues improved
user scores as compared to the baseline and Safari. Scenario
S5 "Reads usernames and passwords" was the only scenario
where the Safari condition shows similar plausibility scores to
Chrome and Firefox. This was also the only scenario explic-

itly mentioned in Safari’s permission dialogue (see figure 1).
The same permission, however, also enables the other four
scenarios, which users, seeing the Safari permission dialogue,
did not consider to be possible. Contrary to our initial hy-
pothesis, that permission statements with examples would
improve users’ overall understanding, we find that Safari’s
dialogue statements are too specific and limit users’ ability to
see its implications for other scenarios.

5.2.4 Users do Not Prefer Existing Permission State-
ments

In the survey questions Q6.1-4, we had asked participants
about the similarity in the information conveyed by four ex-
isting permission statements, as well as their preference for
these browser permission statements compared to the com-
prehensive descriptions. When analysing the response of the
participants we consider the four cases by dividing the score
into low and high for similarity and preference. Firstly we con-
sider the case when most participants give high similarity and
high preference scores to the browser permission statement
compared to its comprehensive description. We argue that this
implies that the two statements have the same meaning and
that the comprehensive description is a natural elaboration of
the browser permission statement. In this case, the browser
permission statement is better (and thus more preferred) since
the users do not gain new information from the comprehen-
sive description. We observe this case in response to question
Q6.3 for the “send notifications” statement.

In the second case, most participants give a high similarity
but low preference score to the browser permission statement.
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This would imply that the comprehensive description can be
compacted to the browser permission statement but with loss
of information. In this case, the comprehensive description
is better since the user gains new and relevant information
from it (and thus the browser permission statement is less
preferred). We observe this case in response to question Q6.1,
Q6.2 and Q6.4 for “access all data for all websites”, “change
privacy related settings” and “access browsing history” related
statements for the three browsers. Our results suggest that
existing permission dialogues for these three permissions
are too limited to be regarded as a suitable representative of
their underlying meaning. The other two cases with a low
similarity score would imply that the statements are disjoint.
These cases are not observed in the responses.

5.3 Summary

Our findings show that users have a conflicting attitude to-
wards privacy and security topics when it comes to browser
extensions. Although users indicate interest in the topic, the
majority of them have not read privacy policies, terms and
conditions or taken steps to ensure the safety of their personal
data. They trust developers to securely handle their data but
often lack the knowledge to see the potential threats. Users’
knowledge in regards to browser extensions is highly con-
nected to individual experiences. While most users know ex-
tensions can read passwords, probably because of their experi-
ence with password managers, they don’t consider that similar
permissions enable ad-blockers to do the same. Permission
dialogues help users, but unfortunately, their effectiveness
is limited in building this understanding. We find that they
alone are not sufficient to impart the knowledge needed for
making informed decisions. Finally, we see preference as an
important lever to make information accessible to users. The
improved knowledge can change peoples’ attitude towards
topics such as security and privacy of browser extensions.
Overall we conclude that people’s attitudes can be posi-
tively affected through knowledge as our evaluation about
users’ interest in the topic, before and after the survey, sug-
gests (see figure 4). Participants were not only more inter-
ested but also more concerned about the topic. P288 even
commented: "I am now scared of browser extensions", which
highlights the scale of the problem and the large gap that is
there to close in users’ understanding of browser extensions.

6 Discussion

Browser extensions use extensive permissions, such as one
single permission to access a whole website. This coarse
model allows a range of extensions to access all kinds of
user data. For example, under this model, both ad-blockers
and dictionary extensions can technically access the same
sensitive user information such as passwords, tokens, page

URL, and payment information. To inform about these pos-
sibilities, browsers present the requested permissions during
the installation process to assess the technical abilities of
the extensions before (re-)confirming users’ decision of in-
stalling an extension. These permissions aim to assist users
to fill the knowledge gap between the technical abilities and
functionalities of an extension.

In this paper, we explored the effectiveness of browser
permissions in informing users about the plausibility of the
technical abilities of the extensions. We find that the current
model leaves a gap between the conveyed information and
the user’s understanding. In many cases, users have a mis-
conception about the technical abilities of the extensions and
the majority does not think that these abilities are likely to
be used maliciously. More importantly, the permission state-
ments have limited success in conveying the technical abilities
of the extensions or changing users’ perception of the like-
lihood. The problems are further exacerbated because the
majority of the users do not read the privacy policy or the
terms and conditions, and they have moderate to high trust in
the browsers and browser extensions.

The results of our study are in line with trends in the re-
lated domain of mobile applications. We find that the majority
of the users have a considerable understanding of the sce-
nario related to popular features, such as the ability of an
ad-blocker to replace advertisement or block access. How-
ever, they lack understanding about other scenarios feasible
under the same permissions. Similarly, studies in the fields
of mobile applications and wearables have shown that users
have a limited understanding of the permissions and data col-
lection [1,2,6,19,23]. In our study, only 34% of participants
recall seeing the permission dialogue. This is similar to the
results of Felt et al. on users’ behaviour towards mobile app
permission dialogues, where they found that the majority of
the people just skip over or accept them without reading [19].

Even though in many ways, browser extensions are more
powerful than and equally popular as mobile applications,
limited research has looked into users’ understanding of their
abilities and users’ attitude towards them, while numerous
studies have been conducted for mobile applications [4, 18,
19,33,56]. With this study, we take a step towards filling this
gap in the usable privacy and security literature for browser
extensions.

Over the years, various measures for data security have
been proposed, such as the right of informational self-
determination introduced by German Federal Constitutional
Court, which states the users should be able to decide
what parts of their personal data can be accessed by whom,
Canada’s Personal Information Protection and Electronic Doc-
uments Act (PIPEDA) [42] and EU’s General Data Protection
Regulation (GDPR) [52]. In this paper, we present evidence
that, with respect to browser extensions, users cannot make
use of these rights, because they do not know that data is
made accessible, let alone what kind of data is given away.
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Users seem unaware of the trade-off between privacy and
convenience and they are unable to make an informed choice
in relation to browser extensions.

6.1 Recommendations

Based on our findings, we provide recommendations for fur-
ther developing the extension model to empower the users
and to safeguard them from malicious extensions.

1. Users’ perspective: Improve understanding

The overall goal of the permission dialogues should be to
increase informational self-determination by users. We find
that existing permission statements are not a suitable represen-
tative of their underlying meaning in case of three out of the
four permissions that we studied. Considering these aspects,
we recommend that the browser should not assume that users
are aware of the meaning of various permissions, and instead
encourage the user in gaining information about the extent
of the permissions. Here we suggest the use of “Human in
the loop” framework [16] while designing the permission
dialogues to ensure that the users comprehend the meaning of
the statements. As Cranor [16] points out, similarity to related
symbols, complexity and vocabulary all impact comprehen-
sion. Using familiar and unambiguous statements can aid
these shortcomings and offer help in building understanding
for terms that do not yet have a stable mental model. Similarly,
for conveying which information is collected and how it is
processed, an approach based upon the “nutrition label for
privacy” may be better suited [31].

Building on existing experiences, we also recommend par-
ity with similar systems: Recently, iOS 14 and Android 10
introduced a new fine-grained permission system that allows
for time-limited permissions, permission reminders and con-
firmation on first-use, among others. Browsers already have
runtime notifications for some permissions such as camera
and microphone. While this may not be possible for all exten-
sion permissions as they are required for the basic functioning
of the extension, the browser may still benefit from displaying
permissions on runtime (i.e. when users first open a web-
page) instead of only during the installation as it would allow
the user to see the permission in the context of the webpage.
Browsers can further call attention to the extent of the permis-
sion by highlighting the parts of the web page and browser
settings accessible under it.

2. Browser’s perspective: Limit access To improve the
existing permission system, browsers should assume that de-
liberately or otherwise the extensions are prone to be ma-
licious. Following the principle of least privilege [46], we
recommend that browser extensions should be provided ac-
cess only to the relevant part of the DOM. The sensitive
information should be redacted from the extensions that do
not need it (Redacted DOM). Most browsers already identify
sensitive fields (such as password or credit-card fields) and,
thus, they can be encapsulated with separate permissions.

Furthermore, as proposed in Chrome Manifest V3~ and
Apple WWDC 2020° browsers should provide the possibility
to limit the scope of the extensions to certain categories of
websites (Restricted website access). This feature could be
especially helpful in preventing malicious extensions from
gaining access to sensitive information on corporate websites
or financial web services.

3. Policy perspective: Convey responsibility We recom-
mend that browsers should make users aware of their respon-
sibilities as well as the responsibilities browsers take on them-
selves. Browsers should convey to the users that they are
responsible to only allow access to the extension APIs speci-
fied in the permission statements, and the users’ responsibility
lies in making an informed choice after knowing the upper
bounds from the permission statements and understanding the
actual behaviour through terms and conditions. If the browser
takes additional responsibility they should explicitly specify it.
A similar technique is adopted by the Firefox Recommended
Extensions program to promote the safest and highest quality
extensions [21]. We hypothesise that making users aware of
their responsibility can improve their attitude towards online
security in the long term. Further studies are required to estab-
lish the effectiveness of our recommendation on clearer lan-
guage, parity with similar systems, redacted DOM, restricted
website access, and responsibility conveying.

7 Conclusion

To conclude, our survey results have provided insight into the
attitude, understanding and preferences towards security and
privacy practices of browser extension users. Users expressed
confidence in their knowledge of what data is collected and
trust developers to securely handle their data but they have
limited understanding to assess the potential risks. Users’
knowledge in regards to browser extensions seems to be con-
nected to individual experiences. For example, while most
users know extensions can read passwords, probably due to
their experience with password managers, they don’t consider
that similar permissions enable ad-blockers to do the same.
Overall, our findings lead us to believe that browser extension
users require a greater awareness of the risks associated with
browser extensions and future work should look into making
extension permissions understandable and fine-grained.
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A Survey

Demographics

Q1.1 Please enter your Prolific ID here
Q1.2 What is your age?

Q1.3 What is your gender?

Options: Male; Female; Diverse; Other; Prefer not to say
Q1.4 What is your highest level of education?

Options: No formal education; High school diploma or
equivalent; Bachelor’s degree or equivalent; Master’s degree
or equivalent; Doctoral degree or equivalent
Q1.5 Are you majoring in or have a degree or job in computer
science, computer engineering, information technology, or a
related field?

Options: Yes; No

Behaviour and knowledge
Q3.1 Which is your default desktop browser?

Options: Chrome; Firefox; Safari; Edge; Opera; Other
(Please specify)

03.2 Please select all the desktop browsers that you use to
some extent.

Options: Chrome; Firefox; Safari; Edge; Opera; Other
(Please specify)

03.3 Do you use browser extensions?

Options: Yes; No
03.4 (Shown if Q3.3 = Yes) Which type of browser extension
do you use? (Select all that apply)

Options:

Advertisement, cookies, or tracker blocker (e.g. Ad-block
plus, uBlock origin);

Password manager (e.g. Lastpass, 1Password); Shopping
assistant (e.g. Honey, Piggy);

Language tool (e.g. Oxford dictionary, Grammarly);

Productivity (e.g. Todoist, Evernote);

Video or music downloader (e.g. Youtube Downloader,
Video DownloadHelper);

I don’t use any browser extension;

Other (Please specify)

03.5 (Shown if Q3.3 = Yes) Please indicate on the scale; how
confident you are that:

Columns: 1 - Not at all confident; 2; 3; 4; 5 - Very confident

Rows:

R1 You know what type of data is collected by your browser
extensions;

R2 You know how your data is used by your browser ex-
tensions;

R3 Please choose the fourth option;

R4 The developers of your default browser have made sure
your data is safe from being tampered with or shared without
your consent;

R5 The developers of your browser extensions have made
sure your data is safe from being tampered with or shared
without your consent

Q3.6 (Shown if Q3.3 = Yes) Please respond to the following
questions, in relation to your browser extension:

Columns: Yes; No; I don’t remember

Rows:

R1 Have you ever read the privacy policy for any of your
browser extensions?;

R2 Have you ever read the terms and conditions for any of
your browser extensions?;

R3 Have you taken steps to ensure your data is secure and
private for your browser extensions?

Q3.7 (Shown if Q3.3 = No) Please indicate on the scale; how
confident you are that:

Columns: 1 - Not at all confident; 2; 3; 4; 5 - Very confident

Rows:

R1 You know what type of data is collected by browser
extensions;

R2 You know how user data is used by browser extensions;

R3 Please choose the fourth option;

R4 The developers of browsers have made sure user data
is safe from being tampered with or shared without user’s
consent;

RS5 The developers of browser extensions have made sure
user data is safe from being tampered with or shared without
user’s consent.

03.8 (Shown if Q3.3 = No) Please respond to the following
questions, in relation to browser extensions:

Columns: Yes; No; I don’t remember

Rows:

R1 Have you ever read the privacy policy of any browser
extension?;

R2 Have you ever read the terms and conditions of any
browser extension?;

R3 Have you taken steps to ensure your data is secure and
private for any browser extension?

(3.9 Please indicate on the scale:

Columns: 1- Not at all interested; 2; 3; 4; 5 - Extremely
interested

Rows:

R1 Your degree of interest in seeking out information about
security and privacy in relation to browser extensions.
(3.10 Please indicate on the scale; how comfortable you are
with:

Columns: 1 - Not at all comfortable; 2; 3; 4; 5 - Extremely
comfortable

Rows:

R1 Having everything you do in the browser collected and
stored by a browser extension.

Q3.11 (Shown if Q3.3 = No) Why don’t you use browser
extensions?

Options (randomised):

I don’t need them;

I didn’t know they exist;

Due to concerns about data privacy;

It’s too difficult to install them;
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Other:
03.12 Assuming that you have an Ad-blocker installed as
a browser extension; can it read passwords that you use on
various websites?

Options: Yes; No; I don’t know

General Scenarios
Q4.1 Please indicate if you think it is technically possible for
a browser extension to cause the following scenarios. Also
indicate how likely you think the scenario will be used in a
malicious way. An installed browser extension:

Columns: G1 Possible (SG1 Yes; SG2 No; SG3 I don’t
know); G2 Likely to be used in a malicious way ( SG4 Very
unlikely; SG5 Unlikely; SG6 Neither likely nor unlikely; SG7
Likely; SG8 Very likely)

Rows (randomised):

R1 Reads the user’s usernames and passwords and stores
them on an external server;

R2 Replaces the product link to e-commerce websites such
as Amazon and eBay with an affiliate link;

R3 Replaces the advertisement on the website with adver-
tisement from its own ad network;

R4 Accesses the user’s camera and microphone and records
a video;

R5 Uninstalls another browser extension;

R6 Installs an application on the user’s computer;

R7 Blocks access to a webpage;

R8 Changes the password of the user’s social media ac-
count;

R9 Restarts the computer;

R10 Changes the default password for the computer.

Specific Scenarios
(Each participants is shown one question out of Q5.1-3 at
random)

05.1 (Chrome permission dialogue) Given the dialogue
below; please indicate if you think it is technically possible
for a browser extension, asking for these permissions, to cause
the following scenarios. Also indicate how likely you think
the scenario will be used in a malicious way. The browser
extension:

Columns: G1 Possible (SG1 Yes; SG2 No; SG3 I don’t
know); G2 Likely to be used in a malicious way ( SG4 Very
unlikely; SG5 Unlikely; SG6 Neither likely nor unlikely; SG7
Likely; SG8 Very likely)

Rows - Same as in Q4.1 with the randomised order
maintained
Q5.2 (Safari permission dialogue) - Same as Q5.1 in other
aspects and the randomised order maintained from Q4.1 in
rows
Q5.3 (Firefox permission dialogue) - Same as Q5.1 in other
aspects and the randomised order maintained from Q4.1 in

rows

Analysis of permission statements
Q6.1 Statement A: "The browser extension can access; mean-
ing read and change; all information including sensitive in-
formation such as passwords, phone numbers, credit card
numbers, text and images on all websites such as those for
online banking, email service, online shopping, and social
media." Compared to Statement A; please indicate ...

... how similar is the information conveyed by the following
permissions.
... your preference for the following permissions in place of
Statement A.

Columns: G1 Similarity ( SG1 Not at all similar; SG2
Somewhat similar; SG3 Extremely similar); G2 Preference
( SG4 Not at all preferred; SG5 Somewhat preferred; SG6
Extremely preferred)

Rows (randomised):

R1 Access all your data for all websites;

R2 Read and change all your data on websites you visit;

R3 Web page content: Can read sensitive information on
web pages including passwords, phone number and credit
cards on all web pages.

06.2 Statement B: "The browser extension can read and mod-
ify the privacy settings of your browser. These settings control
the information the browser makes available to websites, man-
age the browser’s inbuilt password manager, and control the
network connections." Compared to Statement B; please indi-
cate ...

... how similar is the information conveyed by the following
permissions.

... your preference for the following permissions in place of
Statement B.

Columns: G1 Similarity ( SG1 Not at all similar; SG2
Somewhat similar; SG3 Extremely similar); G2 Preference
( SG4 Not at all preferred; SG5 Somewhat preferred; SG6
Extremely preferred)

Rows (randomised):

R1 Change your privacy-related settings;

R2 Read and modify privacy settings.

Q6.3 Statement C: "The browser extension can display no-
tifications to you. Notifications can be used to inform you
about background processes such as a summary of network
requests blocked by an Ad-blocker or combine messages from
one or more web services." Compared to Statement C; please
indicate ...

... how similar is the information conveyed by the following
permissions.

... your preference for the following permissions in place of
Statement C.

Columns: G1 Similarity ( SG1 Not at all similar; SG2
Somewhat similar; SG3 Extremely similar); G2 Preference
( SG4 Not at all preferred; SG5 Somewhat preferred; SG6
Extremely preferred)

USENIX Association

Seventeenth Symposium on Usable Privacy and Security 115



Rows (randomised):

R1 Display notifications;

R2 Display notifications to you.
06.4 Statement D: "The browser extension can access; mean-
ing read and change; your browsing history. Your browsing
history contains information including timestamps and num-
ber of visits about the websites that you have opened in the
past." Compared to Statement D; please indicate ...
... how similar is the information conveyed by the following
permissions.
... your preference for the following permissions in place of
Statement D.
Columns: G1 Similarity ( SG1 Not at all similar; SG2 Some-
what similar; SG3 Extremely similar); G2 Preference ( SG4
Not at all preferred; SG5 Somewhat preferred; SG6 Extremely
preferred)

Rows (randomised):

R1 Browsing history: Can see when you visit all web pages;

R2 Access browsing history

R3 Read and change your browsing history.

Privacy policy and terms of use
Q7.1 Please indicate on the scale; the likelihood that you will
now:

Columns: 1 - Not at all likely; 2; 3; 4; 5 - Extremely likely

Rows (randomised):

R1 Read the privacy policy for your browser extensions;

R2 Read the terms and conditions for your browser exten-
sions;

R3 Take steps to ensure your data is secure and private for

your browser extensions
(7.2 Please indicate on the scale; the likelihood that you will
now:

Columns: 1 - Not at all likely; 2; 3; 4; 5 - Extremely likely

Rows (randomised):

R1 Read the privacy policy if you will install a browser
extension;

R2 Read the terms and conditions if you will install a
browser extension;

R3 Take steps to ensure your data is secure and private if
you will install a browser extension.

Q7.3 Please indicate on the scale:

Columns: 1 - Not at all interested; 2; 3; 4; 5 - Extremely
interested

Rows:

R1 Your degree of interest in seeking out more information
about security and privacy in relation to browser extensions.
Q7.4 Have you ever seen this or a similar permission dia-
logue?

Options: Yes; No; I don’t remember
Q7.5 (Shown if Q7.4 = Yes) Did the permission dialogue in-
fluence your decision about installing the browser extension?

Options: Yes; No
Q7.6 (Shown if Q7.4 = Yes) Please explain your answer to

the last question.

B Additional Graphs and Tables
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as of September 2020 Selected five extensions for our study

LIS E Number of Number of
Exenaion In Firefox In Chrome InEdge InOpera InSafari xtop lists — Ratings/ requested
X ! top 10?  top 10? top 10?  top 10?  top 10? across Reviews P
o S——— downloads permissions

Adblock - best ad blocker X X X X 4 +10.0M 295K 2
Adblock Plus X X X 3 +10.0M 171K 2
Honey X X 2 +10.0M 158K 1
Adblock for Youtube X 1 +10.0M 113K
Google Translate X 1 +10.0M 43K
Grammarly for Chrome X X X 3 +10.0M 38K 2
Avast Online Security X 1 +10.0M 24K
uBlock Origin X X X X 4 +10.0M 22K 2
Adobe Acrobat X 1 +10.0M 11K
Avast SafePrice X 1 +10.0M 11K

Magic Lasso Adblock for Safari X 1 928
Adblock for Safari X X X X 4 902 2
Rakuten Ebates Cash Back X 1 718
Grammarly for Safari X X X 3 613 2
Unicorn Blocker:Adblock X 1 346
Notebook - Take Notes, Sync X 1 245
StopTheMadness X 1 194
Mate: Universal Tab Translator X 1 159
Ka-Block! X 1 152
Ecosia X 1 146

Adblock Plus X X X 3 6.8M 6
uBlock Origin X X X X 4 3.8M 6
Easy Screenshot X 1 3.0M

Video DownloadHelper X 1 2.3M

Cisco Webex Extension X 1 22Mm

Facebook Container X 1 1.5M

Grammarly for Firefox X X X 3 1.1M 3
DuckDuckGo Privacy Essentials X 1 1.0M

Ghostery - Privacy Ad Blocker X X 2 1.0M

Adblock for Firefox X X X X 4 1.0M 6
Excluded browsers in our study

Edge

WindmillVPN - Fast,Safe,Best VPN & Proxy X 1 708

G-Translate X 1 650

Norton Safe Web X 1 619

Honey X X 2 530

uBlock Origin X X X X 4 522

AdGuard AdBlocker X X 2 514
Tampermonkey X 1 428

Video Downloader professional X 1 387

YouTube Video Downloader and MP3 converter X 1 309

Hola Free VPN proxy Unblocker - Best VPN X 1 307

SaveFrom.net helper X 1 87.2M 3467
Adblock Plus X X X 3 40,7M 2625
Adblock X X X X 4 14.2M 1212
Install Chrome Extensions X 1 13.6M 2611
360 Internet Protection X 1 8.8M 687
Adguard X X 2 7.9M 2303
uBlock Origin X X X X 4 7.1M 1580
Translator X 1 5.8M 2063
Ghostery X X 2 5.6M 946
Amazon for Opera X 1 5.5M 307

Table 2: Table of the top 50 most used browser extensions across Chrome, Safari, Firefox, Edge and Opera as of September 2020.
In addition, the number of requested permissions are listed for the five browser extensions we selected for our survey study.
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Accesses the user's camera and microphone, and
records a video.

Without Dialogue | 25% 19% . 56%
Safari | 35% 23% . 42%
Firefox | 27% 19% . 54%
Chrome | 23% s B | 51%
All Dial 28% 23% [ . 49%
Blocks access to a webpage.
Without Dialogue | 35% [ | 27% L 38%
Safari | 36% | 2% e 33%
Firefox | 25% [ | 3% L Wl 44%
Chrome | 24% | | 35% . 40%
Al Dial 28% | | EXE | 39%
Ch the default p d for the computer.
Without Dialogue | 44% [ ] 18% 39%
afari | 40% L | 3% [ I 36%
Firefox | 39% | 18% . 43%
Chrome | 35% [ ] 25% [ . 40%
Al Dial 38% — 2% [ . 0%
Changes the password of the user's social media
account.
Without Dialogue |  37% 20% [ 43%
afari | 33% 6% 51%
Firefox | 34% 0% S 46%
Chrome | 24% 19% [ 56%
All Dial 30% 19% [ . 51%
Installs an application on the user's computer.
Without Dialogue |  23% 21% _— '56% |
Safari | 33% 6% B 4%
Firefox | 24% 23% [ 53%
Chrome | 27% 7% . 46%
Al Dial 28% %% . 47%
Reads the user's usernames and passwords, and
stores them on an external server.
Without Dialogue | 22% [ | 20% 0 . 58%
afari | 22% 13% 0 . 64%
Firefox |  20% [ | 1% 68%
Chrome | 17% | | 15% 0 . 68%
Al Dial 20% | | 13% I 67%
Repl adverti on the website with
advertisement from its own ad network.
Without Dialogue | 28% [ ] 29% e 43%
afari | 36% | 26% S 38%
Firefox | 25% || 4% e 52%
Chrome | 23% [ ] 25% [ 52%
All Dial 27% || 25% e 48%
Replaces the product link to ce wet
such as Amazon and eBay with an affiliate link.
Without Dialogue | 27% [ ] 26% S | A% |
Safari | 31% | EIE | 38%
Firefox | 20% || 33% [y | 47%
Chrome | 23% | | 24% [ . 52%
Al Dial 25% | | 29% . . 46%
Restarts the computer.
Without Dialogue |  46% [ 7% Il 27%
Safari | 50% | ] 2% W 21%
Firefox | 45% [ ] 31% | Il 24%
Chrome | 43% [ ] 4% B 23%
Al Dial 46% | 1% 23%
Uninstalls another browser extension.
Without Dialogue |  38% [ | %% W 35%
afari | 39% . EIC T | 30%
Firefox | 37% [ | 25% [ Il 38%
Chrome | 32% [ ] 38% ] 30%
AL 36% [ sin o 3%
100 50 0 50 100
Percentage

Response || Veryunlkely ~ Unlikely  Neither ikely.noruniikely ~ Likely I Very.ikely

Figure 8: Impact of permission dialogues on participants’ perception of the likelihood of scenarios being used maliciously.
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