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Do you know this situation?

Hi, i forgot the PIN for the lock,
could you please send it to
me?

Sure, I'll call you in a second!



Methodology

Five Studies on MTurk
and Prolific

1. Tool Usage
2. Texts
3. lIcons
4. Animations
5. Validation

Study: Tool Usage
on MTurk

1. Started (n=173)
2. Finished (n=160)
3. Valid (n=149)

Invalid (n=11):
a) Low quality answers
(n=11)

Qualification Task
on MTurk

1. Started (n=3187)
2. Finished (n=2954)
3. Qualified (n=749)

Invalid (n=2205):
a) Not WhatsApp users
(n=2205)

Study: Disclosures
on MTurk

- 1. Started (n=234)
2. Finished (n=210)
3. Valid (n=196)

Invalid (n=14):

a) Attention checks failed
(n=10)

b) Admitted dishonesty (n=4)

Study: Icons

on MTurk

> 1. Started (n=100)
2. Finished (n=90)
3. Valid (n=86)

Invalid (n=4):

a) Attention checks failed
(n=2)

b) Admitted dishonesty (n=2)

Study: Animations
on MTurk

L-| 1. Started (n=253)
2. Finished (n=159)
3. Valid (n=107)

Invalid (n=52):

a) Attention checks failed
(n=52)

b) Admitted dishonesty (n=0)

Study: Validation
on Prolific

1. Started (n=159)
2. Finished (n=150)
3. Valid (n=145)

Invalid (n=5):

a) Attention checks failed
(n=5)

b) Admitted dishonesty (n=0)
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Study: Icons

on MTurk

- 1. Started (n=100)
2. Finished (n=90)
3. Valid (n=86)

>

Invalid (n=4):

a) Attention checks failed
(n=2)

b) Admitted dishonesty (n=2)

Study: Animations

\]

on MTurk
1. Started (n=253)

2. Finished (n=159)
3. Vvalid (n=107)
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Invalid (n=52):

a) Attention checks failed
(n=52)

b) Admitted dishonesty (n=0)

- Asked for prefered tools for day-to-day and

sensitive conversations.

SMS / Text message
Facebook Messenger
E-Mail

WhatsApp

iMessage

Skype

Instagram DM
Google Hangouts

86
74
56
30
23
16

14

L /7
7777

E2E Support
H Default
[ZZ4 Feature
[ None

Uﬂilll

T T T 1
20 40 60 80

Count (n = 149, multiple answers)

& -

Study: Validation
on Prolific

1. Started (n=159)
2. Finished (n=150)
3. Valid (n=145)

Invalid (n=5):

a) Attention checks failed
(n=5)

b) Admitted dishonesty (n=0)
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— Switches do happen! What can we do?



Study: Tool Usage
on MTurk

1. Started (n=173)
2. Finished (n=160)
3. Valid (n=149)

Qualification Task
on MTurk

1. Started (n=3187)
2. Finished (n=2954)
3. Qualified (n=749)

Study: Disclosures
on MTurk

>~ 1. Started (n=234)
2. Finished (n=210)
3. Valid (n=196)

Invalid (n=11):
a) Low quality answers
(n=11)

Invalid (n=2205):
a) Not WhatsApp users
(n=2205)

-

Invalid (n=14):

a) Attention checks failed
(n=10)

b) Admitted dishonesty (n=4)

Study: Icons

on MTurk

- 1. Started (n=100)
2. Finished (n=90)
3. Valid (n=86)

e

Invalid (n=4):

a) Attention checks failed
(n=2)

b) Admitted dishonesty (n=2)

Study: Animations
on MTurk

1. Started (n=253)
2. Finished (n=159)
3. Valid (n=107)

\]

-

Invalid (n=52):

a) Attention checks failed
(n=52)

b) Admitted dishonesty (n=0)

Study: Validation
on Prolific

1. Started (n=159)
2. Finished (n=150)
3. Valid (n=145)

Invalid (n=5):

a) Attention checks failed
(n=5)

b) Admitted dishonesty (n=0)

5

Methodology

MTurk

Screening for WhatsApp users

Screencasts with fictitious WhatsApp update



Study: Tool Usage
on MTurk

2. Finished (n=160)
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Qualification Task
on MTurk

2. Finished (n=2954)
3. Qualified (n=749)
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Invalid (n=11):
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Study: Icons
on MTurk

2. Finished (n=90)
3. Valid (n=86)

Study: Animations
on MTurk

\]

2. Finished (n=159)
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Study: Validation
on Prolific

2. Finished (n=150)
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- 1. Started (n=100) >

Invalid (n=4):

a) Attention checks failed
(n=2)

b) Admitted dishonesty (n=2)

1. Started (n=253) |

Invalid (n=52):

a) Attention checks failed
(n=52)

b) Admitted dishonesty (n=0)

1. Started (n=159) >

Invalid (n=5):

a) Attention checks failed
(n=5)

b) Admitted dishonesty (n=0)

( N
“Messages to this chat are now encrypted.”

& J
( )
“Messages to this chat are now end-to-end encrypted.”

- J
4 N
\ ]

— "Encrypted” disclosure performed best

— No impact on usability and satisfaction
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Study: Animations
on MTurk
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(n=5)
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-

Closed letter

- Shield
- Lock

— Negative effect for all icons



Animations

Study: Tool Usage
on MTurk

Invalid (n=11):

2. Finished (n=159)
3. Vvalid (n=107)

Study: Validation
on Prolific

1. Started (n=159)
2. Finished (n=150)
3. Valid (n=145)

(n=52)
b) Admitted dishonesty (n=0)

1. Started (n=173) > a) Low quality answers
2. Finished (n=160) (n=11)
3. Valid (n=149)
Qualification Task
on MTurk Invalid (n=2205):
1. Started (n=3187) > a) Not WhatsApp users
2. Finished (n=2954) (n=2205)
3. Qualified (n=749)
Stud)":v Disclosures Invalid (n=14):
on MTurk i :
a) Attention checks failed
b~ 1. Started (n=234) -
2. Finished (n=210) =10}
3. Valid (n=196) b) Admitted dishonesty (n=4)
Stud)_':' Icons Invalid (n=4):
on Murk a) Attention checks failed
b 1. Started (n=100) [ ¥ 2ttention checks fai
2. Finished (n=90) G
3. Valid (n=86) b) Admitted dishonesty (n=2)
. . —
Stud)“:‘ Animations Invalid (n=52):
on Mk a) Attention checks failed
L-| 1. Started (n=253) || o
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Sure, where is it? |

X Just now

-

Sure, where is it?

& Just now

>

(a) Condition: Disappearing Messages

RF4R5 CdDj7 UC J0z

Just now

=

Sure, RF4R5 Cd Dj7 -

Just now

(b) Condition: Encryption/Decryption

N

Decrypting. .

Just now

I O

Sure, where is it?

Just now

Just now

Decrypting..

(¢) Condition: Progress Circle

Invalid (n=5):

a) Attention checks failed
(n=5)

b) Admitted dishonesty (n=0)

> None significant, progress circle weak positive effect




Validation
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Study: Animations
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Study: Validation
on Prolific

1. Started (n=159)
2. Finished (n=150)
3. Valid (n=145)

Z

Invalid (n=5):

a) Attention checks failed
(n=5)

b) Admitted dishonesty (n=0)
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- Confirmed results from study 2-4
— Any visualization is better than none

— Animation not better than text

“‘Honestly, | guess | just trust in the brand that it's safe. | do
this through the popularity, good press and confidence in
their service.” - P18

— App reputation greatly impacts perceptions
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