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Two factor authentication is not enabled yet.
Tiwo-factor authentication adds an additional layer of security o your account by requiring more than just a
password to log in.

Learn more

W Identifier Challenge

Backup codes Backup code Backup code
Phone Call  Phone number Code through call
Push notify  Registration ID Auth Req approval

SMS Phone number Code through text

TOTP Shared secret Code through secret
& timestamp

Signed challenge
Signed Challenge

U2F Public key
WebAuthn Public key

2FA manager design

» Abstract design of setup/removal

» Partially automates setup/removal
+ Unified, fast, and easy-to-use

» Support mass 2FA setup/removal

Setup/Removal Abstract Interface

/supportedMethods Lists all supported 2FA methods

I /enabledMethods Lists all 2FA methods currently enabled by the user

l /requestSetup Request enroliment for a 2FA method

LSS B /response Retum response to challenge

l (203188 /remove Unregisters a second factor

2FA manager prototypes

* Browser extension
» KeePass manager extension

Select the accounts you would
like to protect with 2FA
] ] o
Google Facebook Dropbox
o ]
o ! E :
Linkedin Twitter Github
o o o
a Y @
"
Amazon Yahoo Reddit

Get Started

ﬁ Setting up Github

oOn

Setting up Github 0
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Set Up Authenticator

Enter the 6-digit code you see in the
app.

Set Up Authenticator

« Install authenticator app
* Select Set up account

Code
Submit
Need to scan QR code again?
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Methodology

» Evaluate usability of 2FA manager

* 60-person between-subjects
* 2FA setup and removal task on
Google, Facebook, and Dropbox

A Manual Non-TOTP user
B 2FA manager Non-TOTP user
(e} 2FA manager TOTP user

* Research questions center around
success rate, completion time and
perceived usability

» Quantitative and qualitative results

Grouwp —succoss —ralure
A

15 (75%) 5 (25%)
0 (0%)
2 (10%)

B 20 (100%)
18 (90%)

m Setup time (s) | Removal time (s)

A 472 162
B 315 62.4
Cc 262 59.67

Supported by NSF under Grant No. CNS-1816929



