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Background
Issues on online safety literacy

• Learning online safety & ethics is critical for everyone.

• However, not so many people learn such knowledge regularly.
• Only 17.9% of smart device users had taken explicit training on online ethics[1].

• It is important to learn about Internet security and ethics in daily life.
• Conventional learning styles like e-learning may not fit well to their lifestyles.
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[1] Japan Information-technology Promotion Agency. “Awareness survey on information security ethics in fy2019 report” 
https://www.ipa.go.jp/files/000080783.pdf (2019)



Our Idea
We propose DualCheck

• Integrating online safety microlearning into human verification task.

• Microlearning is a learning style that learners do small learning tasks in a short time.

• Often used for vocabulary learning etc. in HCI fields[2,3]  .
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[2] Trusty et al. “Augmenting the Web for Second Language Vocabulary Learning” (CHI ’11) 
[3] Cai et al. “Wait-Learning: Leveraging Wait Time for Second Language Education” (CHI ’15) 



• Integrating online safety microlearning into human verification task.

• Often appear when entering forms or logging in.

• The famous one is CAPTCHA (known as “I’m not a robot”).

• Our idea is to propose a question of online safety instead of conventional tasks.
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Our Idea
We propose DualCheck



• Users respond to the question and read explanations.

• DualCheck is expected to detect bot access by cursor behavior
(like reCAPTCHA checkbox).

• Human verification does not depend on whether the answer is correct.
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Implementation
System design
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• We implemented prototype in a Web environment.

• In our current implementation, a human verification mechanism is not 
integrated into DualCheck.

• Our main purpose is to investigate the learning effect and the usability of 

DualCheck.

• The code of reCAPTCHA is not publicly available.

Implementation
Prototype



This is the demonstration movie of DualCheck.
You can view it at the link below.

https://youtu.be/5W16fpjeg4M

https://youtu.be/5W16fpjeg4M


• We created a set of questions related to online safety and ethics.
• The questions should be moderately difficult.

• We collected common issues from teaching materials for high school, etc.

Chose

10
questions

Created

25
questions

Crowdsourcing-based study (N=110 on average)

Chose 10 questions based on the
correct answer rate  (< 0.8)

7

Question Curation
Prepared 10 questions



• We designed the 15-day deployment study to verify the learning effect 

and the usability of DualCheck.

• The task imitated the practical usage of DualCheck.
• The participants answered to a questionnaire and then responded to DualCheck.
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Deployment Study
Conducted 15-day study



• We set two modes in DualCheck: OneTime / Repeat mode.
• OneTime mode allows the users to go through even if they answered wrong.

• Repeat mode demands them to answer until they answer correctly.

• We recruited participants through crowdsourcing service (N=34).

• Split them randomly into two groups: OneTime (N=16) and Repeat (N=18).
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Deployment Study
2 modes of DualCheck



Participants answered 10 questions about online
safety & ethics.
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1
Pretest

Day

Deployment Study
Procedure

The question set we made in 
our quiz curation process



Participants answered 10 questions about online
safety & ethics.
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1 2-14
Pretest Learning Process

Day

Deployment Study
Procedure

Participants answered a questionnaire & 
a DualCheck’s question 3 times each day.

Randomly selected from
our quiz set



Participants answered 10 questions about 
online safety & ethics.

Participants answered to 10 + 10 questions
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1 2-14 15
Pretest Learning Process Posttest

Day

Deployment Study
Procedure

Original question set +
additional similar 10 questions

Participants answered a questionnaire & 
a DualCheck’s question 3 times each day.



• We conducted a two-way ANOVA for mean accuracy (=correct answer rate).
• Within : Day1 vs Day15 / Between : OneTime vs Repeat

• The mean accuracy rose significantly after the deployment study.
• 0.68 (SD=0.11) -> 0.94 (SD=0.04), p<.001

• We did not find significant differences in accuracy between
OneTime / Repeat mode (p=.30).
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Results
Mean accuracy rose after the study



9 questions showed significantly higher accuracy

in day 15 than day 1.
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Results
Positive learning effect of original questions
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Results
Positive learning effect of similar questions



Compared SUS score with other CAPTCHAs.
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Results
Higher SUS score



• Qualitative analysis

For more information, please 

read our paper.
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74.19

80.60

Questions
Question difficulty 15
Issues on question presentation 9
Issues on answer explanations 5

Advantages of DualCheck
Perceived advantages 15

Usability of DualCheck
Positive opinions on usability 11
Issues on usability 10

Suggestions
Possible improvements 8

The categorization of participants’ comments

Results
Comments for DualCheck



• Task design might affect the evaluation of DualCheck.
• Participants’ attribute, sampling method, etc.

• Investigation of other topics / formats of questions is important.

• Thinking about more practical aspects of DualCheck is also important.
• Integrate reCAPTCHA or other CAPTCHA.

• Maintain and update question sets.
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Limitations and future work
Limitations and future work



• Our user study confirmed the positive learning effect of DualCheck.

• It also confirmed higher perceived usability.

• DualCheck would support Internet users learning online safety and 
ethics.
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Conclusion
DualCheck’s potential as a learning platform



Title DualCheck : Exploiting Human Verification Tasks for 
Opportunistic Online Safety Microlearning

Design • Users answer to a multiple-choice question about online safety
• DualCheck simultaneously process human verification

Study • Participants used DualCheck for 15 days
• Collected the accuracy of target questions and analyzed

Results • Confirmed positive learning effect of DualCheck
• Also confirmed higher perceived usability

Ryo Yoshikawa
ryo@iis-lab.org

IIS-Lab, The University of Tokyo

ContactSummary
Thank you for listening!
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Extra
Accuracy transition


