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Abstract
Smart home devices have recently become a sought-after

commodity among homeowners worldwide. Among these,

smart locks have experienced a marked surge in market share,

largely due to their role as a primary safeguard for homes and

personal possessions. Various studies have delved into users’

apprehensions regarding the usability, security, and privacy

aspects of smart homes. However, research specifically ad-

dressing these facets concerning smart locks has been limited.

To bridge this research gap, we undertook a semi-structured

interview study with 29 participants, each of whom had been

using smart locks for a minimum period of two months. Our

aim was to uncover insights regarding any possible usability,

security, or privacy concerns related to smart locks, drawing

from their firsthand experiences. Our findings were multi-

faceted, shedding light on mitigation strategies employed by

users to tackle their security and privacy concerns. Moreover,

we investigated the lack of concern exhibited by some partic-

ipants regarding certain security or privacy risks associated

with the use of smart locks, and delved into the reasons un-

derpinning such indifference. In addition, we explored the

apparent unconcern displayed by some participants towards

specific security or privacy risks linked with the use of smart

locks.

1 Introduction

Over the past two decades, the Internet of Things (IoT) has

seen a significant uptick in the complexity and range of its

applications. These applications span various sectors, from
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healthcare and smart manufacturing to smart home solutions

that aim to enhance users’ quality of life by affording them

greater control over their home devices. One of the emerging

technologies within this space is smart locks, which were

introduced as an advanced alternative to traditional locks [17].

These devices offer a broader array of features beyond mere

door locking and unlocking. In recent years, the smart lock

market has expanded and grown more competitive, leading

to an array of diverse designs and operational characteris-

tics being introduced [3]. As per the Statista Research De-

partment [15], the global smart lock market size, valued at

approximately 0.42 billion dollars in 2016, is predicted to ex-

ceed four billion dollars by 2027. Considering the anticipated

market size and the critical role smart locks play as a primary

line of defense against potential intruders, it’s crucial to eval-

uate their usability, privacy, and security from the perspective

of current users. Understanding these user evaluations can

highlight potential areas of improvement, informing future

design and functionality enhancements for these devices.

Several studies, such as [11,29–31], have assessed concerns

related to the usability, security, and privacy of smart homes,

primarily from the user’s standpoint. While other researchers

[13, 21, 28] have examined the issues and possible mitigation

strategies related to the privacy and security of smart locks

from the systems perspective, little research has been done

on smart locks’ usability, privacy, and security from the end

user’s perspective, creating a gap in the research. To address

this, our study was carried out to investigate user perceptions

of privacy, security, and usability associated with smart locks.

As part of this study, we investigated the following research

questions:

• RQ1: What aspects of the smart lock’s design and func-

tionalities make it appealing to users from a usability

standpoint?

• RQ2: What privacy and security concerns do end users

have regarding smart locks?

• RQ3: How do end users deal with their privacy and se-
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curity concerns?

• RQ4: What are the end user’s perceptions regarding how

the security and privacy of smart locks can be improved?

To help us answer these questions, we conducted semi-

structured interviews with 29 smart lock users who had used

their locks for at least 2 months before the interview and had

used their smart locks to share access with other users. Our

main goal was to better understand their concerns related to

different aspects of smart locks as well as how they deal with

those concerns. In general, our work makes the following

contributions:

• Provide a thorough analysis of the usability, security, and

privacy of smart locks from the perspective of the end

user which gives us an understanding of how to improve

each of the three aspects.

• Demonstrate that more work needs to be done to increase

consumer awareness regarding security and privacy is-

sues related to smart locks.

• Offer suggestions and recommendations for improving

the security and privacy of smart locks based on our

analysis of participant feedback.

2 Related Work

2.1 Smart Locks Security and Privacy
The comprehensive analysis of smart locks, with a particular

focus on usability, privacy, and security from the user’s per-

spective, remains largely unexplored. Despite this, there are

multiple studies conducted by researchers, which delve into

the examination of the overall security and privacy of the var-

ious smart lock models. For instance, Ye et al. [28] analyzed

the security facets of the August smart lock, highlighting po-

tential threats that could compromise the security and privacy

of users. Their analysis reveals that these locks are vulnerable

to several types of attacks, including Denial of Service (DoS),

and loopholes that could allow attackers to access the owner’s

personal information, thereby risking their privacy. In a simi-

lar vein, Ho et al. [13] carry out a security and privacy analysis

of five different commercially available smart locks to iden-

tify potential vulnerabilities and suggest effective defenses

against these. Their findings indicate that some of these locks

could fall victim to state consistency attacks, relay attacks,

and unwarranted unlocking, among other problems. They also

offer potential defensive strategies against such breaches. Sev-

eral other studies [2, 5, 14, 20, 21, 26] aim to enhance the

security and privacy of smart locks by proposing innovative

frameworks, utilizing technologies such as blockchain [5], fa-

cial recognition [14, 20], and a combination of steganography

and cryptography [2]. There is also an acknowledgment of

the deficiencies in the access control management systems

currently employed in commercial smart locks. These defi-

ciencies could potentially jeopardize the security and privacy

of these devices. Xin et al. [26] proposed replacing the preva-

lent role-based system with an attribute-based access control

system, which could enhance the granularity of access control

within smart locks and address issues like state consistency

attacks, unauthorized unlocking, and cascading deletion of

permissions.

2.2 Smart Home User Studies

As a member of the smart home device family, smart locks

share several common attributes and functions with their coun-

terparts. Most notably, these devices are typically managed

through a dedicated companion app and maintain access logs.

Previous studies have investigated various facets of smart

home device usability, exploring topics like the motivation

behind investing in such devices and the impact they have on

enhancing domestic life quality. In [6], a significant number

of participants expressed that the adoption of smart home de-

vices elevated their sense of security and control within their

homes. Participants also identified additional incentives for

adopting these devices, such as the convenience they offer

and the sense of staying abreast of technological advance-

ments. Another study [4] proposed that smart home devices

are generally expected to outperform their traditional counter-

parts in terms of functionality. However, the reliance solely on

smartphone control and the absence of manual control options

for some of the simplest yet most frequently used features

was found to heighten user frustration [7]. This reflects the

necessity for a balance between technological advancement

and user-friendly design in the development of smart home

devices.

Earlier studies have delved into the security and privacy

apprehensions of end-users concerning smart home devices.

For instance, Haney et al. [11], in their study involving inter-

views with 40 smart home device users, sought to understand

any security or privacy worries these users may harbor and

the strategies they adopt to alleviate these concerns. Their

findings pointed out that the principal worry for users cen-

tered around devices equipped with audio and video features

potentially being breached, a sentiment echoed by Zheng et

al. [31] in their study. This suggests that users may express

less concern over the security implications associated with

other smart home devices lacking audio or video capabilities,

such as smart locks. A number of studies, such as Haney et

al. [9] and Tabassum et al. [22], report a seeming lack of con-

cern among certain users regarding the security and privacy

aspects of smart home devices. However, this apparent lack of

concern doesn’t necessarily denote lack of awareness. In fact,

the studies indicate that this lack of concern often stems from

a trust in the device manufacturer’s ability to rectify any secu-

rity issues, or a belief among users that they are unlikely to

be targets for potential attackers [29]. Some users expressed

560    Nineteenth Symposium on Usable Privacy and Security USENIX Association



that their concern was confined only to smart home devices

located in sensitive areas within their homes, suggesting a

nuanced understanding of privacy and security concerns in

different contexts [30].

In [23], Tabassum et al. conducted a user study with 39 par-

ticipants (18 owners of smart locks and video doorbells and 21

non-owners) to explore the users’ perceptions of the configu-

rations and controls available in smart locks and video door-

bells. Some participants reported concerns regarding unau-

thorized attempts to unlock the smart lock but they mostly

turn the notifications on in order to be alerted to such at-

tempts. Other participants were also concerned about hacking

attempts which might allow adversaries to remotely unlock

the door and provide physical access to the home. For most

of the security concerns, some participants stated that their

only way to cope with those concerns was to put trust in

the manufacturers’ security measures. However, unlike [23],

our study puts more focus on examining smart locks users’

level of concern regarding specific aspects of the security and

privacy of the smart locks as well as investigating the usage

behaviors of smart lock users. Zlatolas et al. also conducted

a survey study with 306 participants in order to get an in-

sight into their security perceptions of IoT devices within the

smart home [18]. The findings of the study revealed a positive

impact of device vulnerability awareness on the perception

of security importance. Meaning that users who were more

aware of the security vulnerabilities of smart home devices

also believed in the importance of implementing mitigation

strategies in order to protect their smart home devices against

possible security threats and vulnerabilities.

Our study results mostly align with previous work while

identifying additional privacy and security concerns and mit-

igation strategies specific to smart locks. Furthermore, our

study investigates the usage behaviors of the smart lock’s end

users.

3 Methodology

We conducted a semi-structured interview study with smart

lock users in order to gain a deeper understanding of smart

lock users’ opinions on different aspects of the lock based

on their experience using the lock and to explore their ideas

about how the lock can be improved in terms of usability,

privacy, and security.

3.1 Participants
We sought participants who had used their smart locks for

at least two months and shared electronic keys (digital keys)

with others (family members, neighbors, parcel delivery, etc.).

The participants were recruited through a mass email sent

to the students and employees at the university as well as

an advertisement post on the SmartHomes sub-reddit on the

Reddit forums. Potential participants were asked to fill out a

screening survey which contained questions such as what type

of smart locks they have, for how much time have they been

using them, and how many people do they share the locks

with. Such questions allowed us to verify the participants’

eligibility to take part in the study. A total of 29 participants

were recruited. Among the participants, 10 were males and

19 were females, and all of them live in the United States.

Most of them (n=16) were in the age group of 26-35 while 10

participants were in the age group of 18-25 and 3 participants

were in the age group of 36-50. The majority of participants

(n=24) stated that they had been using at least one smart lock

for more than 4 months while 5 other participants had used

their locks for 2-4 months.

3.2 Procedure
A researcher contacted participants who were selected for

the study based on the screening survey to arrange a date

and time for the interview. According to each participant’s

preference, all interviews were conducted virtually over Zoom,

Google Meet, or Webex. Interviews lasted about 40 minutes

on average and each participant was given a $10 Amazon gift

card for participating in the study. The study was approved

by the university’s Institutional Review Board (Protocol #21-

0295). Each interview was divided into two sections. The first

part focuses on exploring the usability aspect of the smart

lock while the second part focuses more on the privacy and

security aspect of smart locks. Each part contained open ended

questions as well as Likert scale questions. Participants were

asked to explain their reasons for choosing a particular answer

in order to better understand their perspective. Towards the

end of the privacy and security section of the interview, we ask

the participants to watch a YouTube video that was prepared

and uploaded by one of the researchers which contains a

demonstration of 2 types of state consistency attacks that

some smart locks are susceptible to. Once the participant

finishes watching the video, the researcher asks them some

questions regarding the two issues illustrated in the video.

3.3 Data Analysis
Each interview conducted was audio-recorded and subse-

quently transcribed for analysis. Our data collection was bi-

furcated into qualitative and quantitative components. The

qualitative data was processed using an inductive coding ap-

proach. This procedure was carried out independently by two

researchers who then engaged in discussions to finalize the

coded data, thereby resolving any potential disagreements.

The final codebook consisted of 13 main codes and 53 sub-

codes. The complete codebook is added in Appendix A.3.

Turning to the quantitative data, our main approach involved

the use of descriptive statistics, given that the bulk of our

interview questions were not formulated to test for statisti-

cal significance among variables. Nevertheless, for the few
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questions that did require a test of statistical significance, we

employed the non-parametric Wilcoxon Signed Ranks Test,

considering the data didn’t adhere to a normal distribution

pattern.

4 Results

4.1 Usage Behaviors

The purpose of this section of the paper is to identify the

popularly used smart lock features as well as understand end

users’ usage behaviors. Investigating these aspects of smart

locks leads to a broader understanding of what aspects of the

smart lock’s design and functionalities make it appealing to

end users from a usability standpoint (RQ1).

4.1.1 Adopting a Smart Lock

As an emerging technology, smart locks have their strengths

and weaknesses in terms of privacy, security and usability,

especially when compared to traditional locks that homeown-

ers are already familiar with. In response to a question about

whether participants hesitated before switching to a smart

lock from a traditional lock, 12 participants said that they had

some concerns initially and that it took them some time to

become convinced that adopting a smart lock was the right

choice. The two main reasons behind the hesitation were price

and security. A smart lock can cost up to ten times as much as

a traditional lock, which can be a big financial commitment.

The security of smart locks was also a big concern among

some participants who hesitated before adopting a smart lock.

Asked why they chose to switch from a traditional lock to

a smart lock, the majority of participants (n=20) said it was

because of how convenient using a smart lock is compared

to using a traditional lock, whereas only 8 participants cited

security as a reason for using one.

4.1.2 Automation

By using communication protocols such as Zigbee and Z-

Wave, smart home devices can communicate with each other

to automate tasks. In spite of this, only 4 out of 29 partici-

pants created automation scenarios that utilized smart locks.

P2, for example, has an automation scenario set up so that

when an authorized user unlocks the smart lock, the home

security alarm is automatically disabled without having to

manually disable it every time a resident enters the house.

Many automation scenarios can be set up using the smart

lock to increase the level of convenience and security of a

house, but most participants were not aware of the possibility

of creating automation scenarios that include the smart lock.

Reason for turning on notifications Count
Get alerts when the deadbolt is jammed 10

Get alerts about who is accessing the house 8

Get security alerts 4

Get battery alerts 1

Table 1: Reasons for enabling smart lock notifications.

4.1.3 Features and Capabilities

Compared to traditional locks, smart locks offer more features

besides the basic function of locking and unlocking doors.

The three most popular features that participants mentioned,

unprompted, when asked to describe the features of their

smart locks that they liked most were the ability to remotely

control the lock (n=14), keyless entry (n=10), and the ease

of giving others access (n=5). The ability to remotely check

if the door is locked (n=3), the ability to unlock the door in

multiple ways (n=3), and the auto lock feature (n=2) were not

as popular among participants.

We also engaged the participants to evaluate their usage

frequency of distinct smart lock features. To do this, we used a

Likert scale that used the following designations: ‘never’, ‘sel-

dom’, ‘sometimes’, ‘frequently’, and ‘always’, where ‘never’

corresponded to 1 and ‘always’ to 5. The "auto-lock" and the

"remote lock status checking" features emerged as the most

utilized among the smart lock features, as illustrated in Fig-

ure 1. The popular preference for these features stems from

the heightened sense of security they afford to participants,

particularly when they’re away from home, by guaranteeing

the door is securely locked – an observation underscored by a

number of participants.

In terms of notifications, the majority of participants (n=21)

stated that they keep smart lock notifications on. According

to participants, the most common reason for enabling notifi-

cations is to be notified when the deadbolt jams on the door

frame and does not lock properly, which is a common problem

with smart locks. Notifications were also enabled to keep track

of who was accessing the house in real-time, get alerts when

the smart lock’s battery was low, and see who was entering the

apartment in real-time. in contrast, some participants (n=8)

stated that they prefer to turn notifications off either because

they don’t prefer to use the app at all or because they find

notifications annoying. Another participant was concerned

that turning notifications on could violate other household

members’ privacy.

4.1.4 Managing Electronic Keys

Electronic keys are usually shared and revoked through the

companion application. They can be in the form of a token on

the user’s smartphone or an access code that the user needs

to enter every time they unlock the door. Participants were

asked to evaluate two factors - ease of use and reliability -
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(a) Usage frequency (b) Average usage frequency

Figure 1: Smart lock’s features usage frequency.

when it came to sharing their smart locks with others. Twenty-

two participants found sharing access to the smart lock quite

easy, but seven found it quite challenging, especially for older

or less tech-savvy individuals. Among the participants, only

two found it difficult to revoke someone’s access to the smart

lock. It is also worth mentioning that 13 participants reported

that they never felt the need to revoke another person’s access.

Participants did not report any issues with the reliability of the

access sharing process. When they share access with others,

the other person is always able to operate the lock based on

their access rights with no issues.

Access Sharing Patterns Access to the smart lock is usu-

ally shared through sending an invitation either by phone

or email. When the other person accepts the invitation, they

would be able to control the lock to the extent of their ac-

cess level. Another way to share access to the smart lock is

through an access code, usually 4 to 6 digits long, that allows

the other person to unlock the door. Out of 29 participants, 13

reported that they only share access to their locks with people

who live with them, such as roommates or family members.

They feel more secure knowing that only the residents can

unlock the door. The rest of the participants (n=16) stated that

they give access to those who live inside the house, as well as

others who don’t live in the house such as guests, babysitters,

contractors, dog walkers, etc. However, it is common for them

to give "temporary access" to some of those who do not live

in the house. For example, a dog walker who walks the dog

from 10am to 11am can only unlock the door during these

hours. Others, such as visiting family members or friends, can

access the house at any time, but do not have full access to the

lock in terms of checking access logs, giving access to others,

or any other features besides locking/unlocking the door.

4.1.5 Usability Improvements

Although some participants were fairly satisfied with the

smart lock’s current features, others believed that it could

be significantly improved by making some modifications and

adding some new features. Some of these modifications in-

clude:

Improving the Battery In the case of smart locks, a dead

battery can leave someone locked out of their home, especially

if the lock doesn’t offer any other means of unlocking it. Some

participants (n=3) suggested different ways to improve the

battery.

P27: "It would be nice if there was such thing as
like a mini key fob that I could put on the bottom
of the lock, just give it a charge so I can unlock it
real quick to get into the house. That way, I could
have that on my keys, and if I’m locked out when
the battery’s dead, I could just kind of like jump
start it."

Smart Watch Integration One of the participants sug-

gested allowing smart locks to be operated by smart watches.

This would be a very convenient feature especially for run-

ners who prefer to leave their smartphones at home and only

wear their smart watch. However, this feature already exists in

some smart locks and watches such as the August smart locks

that are compatible with Apple watches. Not all commercially

available smart locks and smart watches support this feature

though.

4.2 Security and Privacy Concerns
The purpose of this section is to explore and analyze the

participants’ insights regarding their privacy and security con-

cerns (or lack thereof) with their smart locks (RQ2). In order

USENIX Association Nineteenth Symposium on Usable Privacy and Security    563



(a) Level of concern (b) Average level of concern

Figure 2: The participants’ level of concern associated with different smart locks privacy and security threats.

Security or privacy concern Count
Hacking 9

Using and sharing access codes 7

Physical tampering with the lock 3

Losing the smartphone 2

Getting locked out 2

Revocation evasion 1

Table 2: The participants’ security and privacy concerns re-

lated to smart locks (unprompted).

to ensure that they have had enough time to develop an opin-

ion regarding the security and privacy controls of their smart

locks, all participants have owned/used their smart locks for

at least two months prior to the interview date and have used

shared access to the lock with other users.

To gain an overall comprehension of the primary security

and privacy concerns that smart lock users possess, we ini-

tially solicited from the participants any general security or

privacy concerns they have associated with smart locks (Re-

fer Table 2). This was followed by questions regarding their

degree of concern about specific security and privacy issues

related to smart locks (Refer Figure 2). The specific threats

presented to the participants were formulated based on find-

ings from previous research in the fields of smart locks and

smart home security. These threats included concerns of log

evasion, log revocation, and the possibility of being locked

out, as discussed in previous studies such as [13, 16, 19, 25],

which explored the security vulnerabilities prevalent in some

smart lock systems. Furthermore, we asked the participants

about concerns regarding hacking threats, storage of personal

information, maintaining a log of all interactions, sharing

personal details with other authorized users, and the pos-

sibility of information being disseminated to other parties.

These additional concerns were also derived from previous

research [11, 24, 29, 31], which delved into security concerns

of smart home users associated with smart home devices. The

participants’ responses were recorded using a Likert scale,

with designations ranging from ‘not concerned’ (assigned a

score of 1) to ‘extremely concerned’ (score of 5).

4.2.1 Hacking

When asked, unprompted, about which privacy and security is-

sue participants were concerned about the most when it comes

to their smart locks, hacking was by far the most mentioned

concern (N=9), which is in line with prior studies such as [11].

However, although 3 participants expressed extreme concern

about hacking, a large portion of the participants were only

slightly concerned (N=13) mostly because they don’t believe

themselves or their houses to be a potential or a high prior-

ity target for hackers, which seems to be a common thought

process for a lot of homeowners [10, 22].

P22: "slightly concerned. I recognize that it can
happen. But I don’t see that our house is being a
high priority target. It’s not like we’re particularly
I don’t feel like that we would be. I don’t foresee us.
Basically, security through obscurity is what I’m
banking on. I don’t see why anyone would want to
get into our house specifically."
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4.2.2 Profiling and Information Collection

The majority of participants (n=19) expressed no concern

about the smart lock collecting personal information about

them and the residents of their home, which is consistent

with previous research such as [11]. In fact, some participants

appreciated that this sort of information is collected which

can help improve the quality of the access logs. Some of those

“not concerned” participants also believe that the information

the lock collects is not significant and cannot harm them in

any way, although when asked about the type of information

they think the lock collects, some of them thought the lock

only collects their name and email which is not accurate [1].

However, some other participants were more concerned about

selling or sharing this information with other parties. P18,

who was extremely concerned about sharing their information

with third parties, says:

P18: “Sharing my privacy information with some
other third parties is what I think is illegal and I
don’t feel it will be safe, because I trust that partic-
ular company and I don’t trust the other.”

Based on the type of information the smart lock collects

about its users and the fact that the smart lock also has the

capability of sending and receiving information to and from

other smart home devices, this creates the possibility of a

profiling issue which is a huge privacy risk that most smart

home users have to deal with. None of the participants ex-

plicitly mentioned “profiling” which could be because they

are not familiar with that term or not even familiar with the

type of information the smart lock collects and that it can lead

to profiling. However, some participants were worried about

others knowing the schedule of exactly when they are home

and when they are not.

4.2.3 Using and Sharing Access Codes

Seven participants (n=7) expressed concern about the secu-

rity implications of using or sharing their access codes. For

example, two participants were concerned about an adversary

observing them or other residents while using their access

code to unlock their smart lock, which could allow the ad-

versary to unlock their door later. Other participants (n=3)

were more worried about the wear and tear of the keypads

or touchpads that come with their smart locks (the most fre-

quently used buttons wear faster than the others). Touchpads

can show fingerprints, which can help an adversary figure

out the access code based on observing how the keypad or

touchpad looks based on which 4 buttons are used the most.

Additionally, one participant was concerned about sharing ac-

cess to the lock with others since they might not take security

very seriously and make it easier for someone else to gain

unauthorized access.

4.2.4 Physical Tampering with the Lock

The physical security of the smart lock was a concern for

some participants (n=3). P5 is concerned about the lock itself

being stolen for how expensive it is. Two other participants,

on the other hand, were worried about the possibility of a

burglar tampering with the lock and being able to gain access

to the home. Especially in smart locks that have a physical

keyhole as an extra option to unlock the door which can make

it susceptible to picking just like traditional locks.

4.2.5 Losing the Smartphone

For a smart lock user, losing their smartphone is equivalent to

losing their home key, especially if they do not secure their

smartphone with a strong passcode or if they have the auto-

unlock feature ON, which allows the lock to unlock itself

when the smartphone is within a certain range of the lock

without having to unlock the smartphone’s passcode. Two

participants were concerned that this could happen and an

adversary could gain access to their homes. However, most

smart locks already give their users the option to log in to

their accounts through a website and disable the lost phone to

avoid such an issue.

4.2.6 Getting Locked Out

Getting locked out of the home can be a huge security issue

especially when it happens late at night or in a dangerous

neighborhood. Although only about 28% of the participants

(n=8) reported that they were locked out of their homes at least

once because of the smart lock, the majority of participants

(n=18) showed at least a slight concern that they might get

locked out due to a smart lock related issue such as losing

connectivity to the internet or a dead battery. Most of those

who had already been locked out in the past also mentioned

that it was indeed either an internet connectivity problem or a

battery related issue.

4.2.7 Log Evasion and Revocation Evasion

Log evasion and revocation evasion affect smart locks that fol-

low a Device-Gateway-Cloud architecture since they mostly

rely on WiFi bridges or the user’s smartphone to access the

internet [13]. Through a companion app on the user’s smart-

phone, these smart locks retrieve the access control list from

a remote server, and verify it with the lock through Bluetooth

to determine if a particular user is authorized to operate the

lock. Unless the user’s phone is connected to the internet or

a WiFi bridge is available, the lock cannot retrieve the most

recent access control list. As a result, even if user X’s access

to the smart lock was recently revoked, they can still operate

the lock until the lock can connect to the internet and update

the access control list. This is called revocation evasion which
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Pre-Video (μ, σ) Post-Video (μ, σ) Z-value P-value
Log Evasion Threat

(1.72, 0.882) (2.24, 1.354) -2.334 0.020

Revocation Evasion
(1.79, 1.114) (2.21, 1.320) -1.530 0.126

Table 3: The mean and standard deviation for the participants’

level of concern regarding state consistency attacks in smart

locks before and after watching the demonstration video.

is the first type of state consistency attacks. Likewise, a legiti-

mate user, who has authorization to operate the lock, can also

avoid appearing in the access logs simply by turning off their

smartphone’s internet connection. This is the second type of

state consistency attack (evasion of access logs).

Although state consistency attacks have been heavily dis-

cussed in the literature [13, 16, 19, 25], only 3 participants

stated that they were aware of the revocation evasion issue

within smart locks while only 2 participants were aware of

the log evasion issue. Users tend to be less concerned about

security issues they are not familiar with. To give participants

an overall understanding of the issues and how they can occur,

we prepared a video demonstrating two types of state consis-

tency attacks on one of the most popular smart locks on the

market. We first asked the participants, on a scale of 1 to 5,

how concerned they were regarding each of the two issues

before watching the video and then again after watching the

video towards the end of the interview. Our aim was to ex-

amine how raising the level of awareness of security threats

affects users’ level of concern about those threats.

The results showed an increase in the level of user concern

regarding both of the security issues after watching the video

as illustrated in Figure 1a and table 3. In order to determine

whether statistically significant differences exist between the

participants’ level of concern before and after watching the

video of the two security issues, a Wilcoxon Signed Ranks

Test was performed. The tests revealed a statistically signifi-

cant difference in the participants’ level of concern in regards

to log evasion (Z= -2.334, p=0.020, α= 0.05). However, The

tests did not reveal a statistically significant difference in the

participants’ level of concern in regards to revocation evasion

(Z= -1.530, p=0.126, α= 0.05). The reason behind this is that

the participants were already more concerned about the possi-

bility of revocation evasion compared to the possibility of log

evasion even before knowing that the issues do exist. There-

fore, although the participants’ level of concern has mostly

increased towards both issues after watching the video, it was

more noticeable for log evasion.

After watching the video demonstration, most of the partic-

ipants believed both issues to be very serious. However, they

considered revocation evasion to be more serious compared to

log evasion ( x = 3.90 and x = 3.49 , respectively). Referring

to the revocation evasion problem, P13 says:

P13: “Extremely serious. That can really make
or break someone’s life extremely, especially with
stalkers and domestic violence issues. I’m just try-
ing to think about all the issues that someone has
changed their locks because of some type of danger
or harm that they felt that they might have been in
to revoke someone’s access into their home. So that
person can still access their home, when they are
not on Wi-Fi. That’s scary.”

Furthermore, we asked the participants if they would switch

back to traditional locks if they found that their smart locks

had either of those problems. For both the revocation evasion

and the log evasion issues, most participants (n=19 and n=23

respectively), stated that they would NOT go back to using a

traditional lock. Some participants explained how they would

buy a different smart lock instead of going back to a traditional

lock because they appreciate the features that a smart lock

offers. However, most of them stated that now that they know

about those issues, they will make sure to test their smart

locks and be more careful about which smart lock they buy in

the future and who they share access to their locks with.

4.3 Reasons for the Lack of Concern
Using Mitigation Strategies Some participants mentioned

that having added layers of security such as using a video

doorbell or installing an alarm system on their smart locks

was a factor that increased their trust in their smart locks and

made them less concerned about possible security and privacy

issues related to the smart locks.

Trusting Other Users Most of the participants who did not

seem very concerned about most security issues related to

smart locks stated that they only share access to their smart

locks with people they absolutely trust and are not expecting

any of these individuals to actively invade their privacy or

compromise their security.

Trusting the Manufacturer The manufacturer’s security

and privacy policies play a crucial role in protecting the

integrity and confidentiality of the data that is transferred

from the end user to the manufacturer. Similar to previous

research [22], Some participants stated that they trust the man-

ufacturer to not sell or share their data with other third parties

as well as keep their data secure on the cloud against any

hacking attempts.

Everything about me is Already Out There! Some partic-

ipants stated that their lack of concern with some privacy and

security issues related to smart locks is due to the fact that

their personal information is already on the internet one way

or another and has already been sold to advertising agencies

by other applications and services that they used in the past.
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Therefore, they were not greatly concerned about their smart

locks sharing personal information with other parties.

My House is not a Target! The participants were mostly

aware of the fact that smart locks are susceptible to hacking.

However, some of them did not show any concern regarding

the possibility of hacking mainly because they were under the

impression that hackers would have no interest in compromis-

ing their smart locks and gaining access to their homes.

4.4 Mitigation Strategies

Despite the fact that some participants showed concerns re-

lated to the security and privacy of smart locks, they also made

it clear how convenient it is to use the smart lock and enjoy

the added features compared to its counterpart the traditional

lock especially when its counterpart also has its own security

and privacy issues. However, the participants reported that

they tend to use specific protective measures and mitigation

strategies to cope with those concerns and improve the secu-

rity of their smart locks without losing the convenience factor

of using a smart lock (RQ3).

4.4.1 Adding Another Layer of Security

When asked if they use any other devices or gadgets to in-

crease the security and privacy of their smart locks, most

participants (n=25) stated that they do. The majority of those

(n=24) have a video doorbell installed, which records every-

thing that happens around the area where the smart lock is

installed. In addition, it allows users to see who is actually

at the door before unlocking it. The second most commonly

used device to improve the security of smart locks was a chain

guard or a swing guard (n=4), which is a small device that,

when engaged, can be installed on the door and door frame to

make it harder for an intruder to access the home even if they

managed to get the smart lock to unlock. Two participants

(n=2) also installed a secondary lock on the door, so that even

if the smart lock was unlocked, the intruder would still have

trouble getting in. Several participants (n=2) reported that

their home had a security system that could alert them in case

of a break-in. Those systems usually require the user to input

a passcode every time they get through the front/back to stop

the alarm from going off.

However, we asked the participants if they would still feel

safe with the smart lock if those other security layers were

not installed. To our surprise, 21 participants said they would,

indicating either that they are confident in the security features

of smart locks or that they do not consider their homes a target

for intruders.

4.4.2 Configuring the Network

Some participants (n=3) suggested improving the security of

the network that the smart lock connects to as a solution to

concerns related to hacking and remote manipulation of the

lock.

P12: “My biggest concern was the connectivity to
the internet and, obviously, the ability that someone
else may have to access the lock remotely, or gain
access to the code or anything of that nature. I’ve
kind of mitigated that by using Bluetooth instead of
connecting it directly to wireless. And then when
it’s connected on my phone through Bluetooth, I
actually have a separate wireless network that I’m
connected to the separate VLAN so that anytime
I’m connected to that device, it’s not on the center
VLAN that I use to surf the web and stuff like that.”

We hypothesized that improving authentication through us-

ing Multi-factor Authentication (MFA) would be something

that at least some participants might mention as a possible

mitigation strategy but when asked unprompted, none of the

participants mentioned it. For this reason, we asked the partic-

ipants if the applications they use to control their smart locks

support MFA. About half of the participants (n=14) stated

that their application does offer it, while 10 participants stated

that they don’t have this feature and 3 other participants did

not know if they had it or not.

For the 14 participants who had access to MFA, 10 of them

had it in the form of a One-Time-Password (OTP) that is sent

to their phone or email when they log in from a new device, 5

participants have it in the form of a PIN, fingerprint, or face ID,

that is required every time they use the companion application,

and 1 participant had it in the form of a confirmation from an

already logged in person. However, only one person out of

the 14 participants who have the MFA feature stated that they

use it frequently (in the form of a PIN, fingerprint, or face ID)

while the others either don’t use it or are required to use it

every time they log in from a new device.

4.4.3 Managing Access Codes Carefully

Some participants (n=3) stated that they choose to manage

access codes more carefully and put some regulations in place

when it comes to creating and sharing access codes. This

includes things like changing the access codes frequently

and giving access only to a limited number of people who

absolutely need it. Moreover, the companion applications

used to control smart locks are usually reliable when it comes

to sending out notifications of every interaction with the lock

in real time to the homeowner as well as keeping an access

log that records every interaction with the lock along with

other information such as who interacted with the lock, when,

and how. Some participants (n=2) said that this has been very
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effective for them when it comes to dealing with their security

concerns since they can always be notified of who is using

the lock so they can confirm whether it was a person they

recognize or not and can react to the situation accordingly.

4.4.4 Maintaining the Keypad/touchpad

As mentioned in the previous section, smart locks that are

equipped with a touchpad/keypad have their own security

issues especially when it comes to the wear and tear of the

buttons and the touch screen itself. Participants (n=2) who

have this sort of smart locks take some protective measures

to deal with those possible security risks such as covering the

touchpad/keypad with a plastic wrap so that it does not wear

down as quickly as well as wiping off any fingerprints that it

might catch after each use.

4.5 The Security of Smart Locks Compared to
Traditional Locks

When asked whether it made them feel safer having a smart

lock installed in their home compared to having a traditional

lock, the majority of participants (n=19) said that it did. Ac-

cording to the participants, having features such as the ability

to remotely lock the door, get security notifications, restrict

others access time, and the ability to use the auto-lock feature

made them feel that their home is secure even when they are

away from home. However, other participants (n=10) did not

necessarily feel more secure with the smart lock, but they ap-

preciate its convenience. Some of them even felt less secure

for various reasons such as the possibility of getting hacked,

and the fact that others can see them as they type in their

access codes and might be able to use that access code in the

future.

4.6 Security and Privacy Improvements
In this section we report and discuss the participants’ insights

regarding how the smart lock’s design and functionality can

be altered in a way that enhances its overall security and

privacy (RQ4).

4.6.1 Built-in Camera

Most commercially available smart locks don’t have a built-

in camera, but some of them can be easily integrated with

other commercially available video doorbells. However, some

participants (n=6) believe that having the doorbell camera

already built-in can save the user money and time spent to

integrate the two which sometimes might not even allow the

user to use the full capabilities of both devices. Moreover,

some participants lack the technological background to con-

nect the two devices together. In fact, some participants (n=8)

have both devices but do not have them connected due to

different reasons such as not knowing how to connect them

or the fact that they are not compatible in the first place. In

terms of security, a built-in camera allows the users to see a

video of who is interacting with the lock in real time as well

as knowing exactly who is at the door before letting them in.

4.6.2 Improve Authentication

Some participants (n=6) believe that the authentication pro-

cess within smart locks can be improved to increase the over-

all security of smart locks. According to the participants, they

would feel more secure if instead of using an access code or

a button on the companion application to authenticate, they

would be able to use a more secure method such as face recog-

nition or fingerprint (which is already available on some smart

locks but not the most popular ones). However, some of partic-

ipants also liked the idea of using Multi-factor Authentication

(MFA) to improve the authentication process for logging into

the companion application which was discussed at some point

during the interview. Most of them were not familiar with the

concept of MFA before the interview.

4.6.3 More Data Transparency

In line with previous work [27], several participants (n=5) be-

lieve that the manufacturer needs to be more transparent when

it comes to explaining how the customer data is being used,

who it’s shared with, and how much of the user’s information

is shared.

P12: “I would say that it would be easier to have
a little bit of better visibility into how your data is
being used. It’s not so transparent as to how your
data is being used from third parties or from the
company itself.”

4.6.4 Improving the Physical Security of the Lock

Two participants stated that the smart lock is not physically

secure and could use some improvements in that aspect. This

can be accomplished by implementing an intrusion detection

system or a tamper detection system with specific sensors that

can detect any tampering with the lock, attempts to break it,

or hitting it with a strong force.

4.7 Limitations
Like many interview-based studies, our convenience sample

size was limited and might not wholly reflect the broader pop-

ulation. Our recruitment efforts were predominantly focused

on university students and employees, which confined us in

terms of geographical diversity and the educational level of

our participants. Therefore, nearly all our participants were

from the United States with a generally high educational

background. We attempted to address this lack of diversity by
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promoting the study on Reddit forums. However, our attempt

was hindered by the fact that most of the responses to the

screening survey posted on Reddit came from bot accounts or

were instances of a single person submitting multiple surveys.

We identified this anomaly thanks to the data analysis and in-

sights provided by the survey platform we utilized, Qualtrics.

5 Discussion

In this section, we will discuss some of the key takeaways

from our study as well as discuss implications and recommen-

dations for researchers and smart lock designers.

Smart Lock Adoption Our study revealed that most partic-

ipants chose to adopt a smart lock mainly because the features

that the smart lock offers make it more convenient compared

to a traditional lock. This, however, contradicts with a prior

study that aimed to explore the key factors affecting smart

lock adoption in which improving the security and safety

of the home was the most important factor that influenced

the participants intention to adopt a smart lock [17]. This

contradiction can be due to the different backgrounds or de-

mographics of the participants in the two studies. Another

reason could be the fact the participants in our study have had

at least 2 months of experience using the smart lock before

the interview, while the participants in the study conducted

by Mamonov et al. hadn’t adopted the smart lock at that point

in time.

Convenience Over Security Although several participants

expressed their concerns about privacy and security issues

related to smart locks, most of them believed that the conve-

nience of using the smart lock outweighs its security flaws.

After all, its counterpart, the traditional lock, is not necessarily

flawless in terms of security since it’s susceptible to picking

and tampering. However, several participants did not seem

to be extremely concerned about the security drawbacks of

the smart lock. Some of these participants were not aware of

the possible security threats while others trust the mitigation

strategies they put in place to increase the privacy and security

of the lock and the smart home in general.

Unique Security Concerns and Mitigation Strategies Our

findings revealed security concerns and mitigation strate-

gies unique to smart locks which have not been discussed

in prior studies that aimed to investigate the security and

privacy concerns and mitigation strategies related to smart

home devices in general. For example, some participants in

our study expressed concerns regarding shoulder surfing at-

tacks or the fact that attackers might be able to figure out the

smart lock’s correct access code based on which keys on the

keypad are more worn due to being pressed more frequently.

These sorts of concerns also introduced mitigation strategies

that are more unique to smart locks such as maintaining the

keypad/touchpad more regularly and managing access codes

more carefully. Furthermore, some participants were also con-

cerned about the possibility of losing their smartphone which

would be equivalent to losing their key to the house, while

other participants showed concerns regarding the possibility

of getting locked out of their homes due to internet connec-

tion or battery related issues with the smart lock. While it’s

possible to mitigate some of the security concerns regard-

ing most smart home devices by installing the device in a

different location within the house, or turning the device off

for a specific amount of time [22, 29], this is not applicable

in the case of smart locks due to obvious reasons. However,

our findings show that using an extra layer of security is the

main mitigation strategy used by smart lock users to deal with

their privacy and security concerns. For most participants,

this extra layer of security was a video doorbell due to the

fact that video doorbells are usually installed near the smart

lock which provides the user with a clear view of what is

happening around the lock and who is trying to interact with

it.

The Trust Factor The lack of concern that some partici-

pants showed when answering questions related to security

and privacy concerns was sometimes due to them having trust

either in the other users, the manufacturer, or the security com-

pany that installed the smart lock [10, 29]. Having complete

trust to the point of neglecting security vulnerabilities could

be detrimental to the security of the entire home. For example,

one participant mentioned that they do not check access logs

because they trust all the other lock users. However, checking

the access logs does not necessarily mean a lack of trust, but

simply allows the lock owner to verify that only those who

should have access to the lock actually do.

Sharing Electronic Keys The security of the smart lock

and therefore that of the entire household, since compromis-

ing the smart lock can lead to unauthorized access to the

home, is largely dependent on how safely the access codes

and electronic keys are being managed. Carefully assigning

access codes and electronic keys along with choosing the right

access type for each person that uses the lock is extremely

critical. For that reason, almost half of the participants chose

to only give access to those who live in the house while the

other participants, who gave access to non-residents, try to

carefully choose the access level based on who needs access

to the home, when, and why.

5.1 Implications and Recommendations
5.1.1 Design and Functionality Improvements

Access Control Management Currently, the majority of

smart locks implement a Role-based Access Control (RBAC)
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management system with 4 access levels: owner, resident,

recurring guest, and temporary guest [13]. Each of the four

access levels has specific access rights associated with it and

the only two factors that the homeowner can manipulate when

giving access to another user are the date and time (for the

recurring guest and temporary guest access levels). However,

more than half of the participants (n=16) stated that they share

access to their smart locks with other users who don’t live

inside the house such as a babysitter, a pet walker, or a con-

tractor. To improve the privacy and security of those who live

inside the house, it’s imperative to enable the homeowner

to create more granular access control policies taking into

account other environmental and contextual factors. For ex-

ample, a homeowner might want the contractor to be able to

use their access code only if no one is home to ensure the

privacy of the home residents. Moreover, even when consider-

ing giving access to residents, prior studies, such as the study

conducted by He et al., have proved that smart home users

prefer to give access based on capability rather than device

which also supports the need for more granular access control

policies [12].

Video Doorbell Integration The fact that over 82% of the

participants have a video doorbell installed next to their smart

lock gives us an indication of how well these two devices

complete each other and using them together can greatly im-

prove the security and privacy of the household. However,

many participants stated that although they have both devices,

they don’t necessarily have them connected either because

they are not compatible, or because the user lacks the knowl-

edge of how to connect them to get the most out of the two

devices. We recommend, as well as many participants, that

smart locks either have cameras already built-in or at least

support seamless integration with other video doorbells in

the market. The integration process needs to be simple with

a clear and concise video tutorial to make it easier for those

who are technically challenged to connect the two devices

and get the added security and usability features.

Battery Many participants showed some concern regarding

the battery life of the smart lock. Once the battery starts deplet-

ing, the lock becomes slower in responsiveness and sometimes

does not even lock properly since it lacks the needed torque

to properly lock the door. Prior work has indicated that smart

locks suffer from sitting idle during extended periods of the

day as well as having additional high peak current demands

compared to other smart home devices [8]. Therefore, they

require better power management in order to improve their

battery life. Improving the battery life should be a priority

along with increasing the frequency of battery level warnings

that show on the user’s smartphone before the lock gets to the

stage where it struggles to unlock properly and not only when

the battery is about to die completely.

5.1.2 Increasing Awareness

Our study shows that there is a general lack of awareness

when it comes to security and privacy issues that the smart

lock might be susceptible to. The lack of awareness often

leads to lack of concern which can stop the smart lock user

from implementing the correct protective measures and fol-

lowing the proper security practices to keep the lock secure.

Therefore, more work needs to be done to educate the smart

lock’s user base about the possible security flaws and vulnera-

bilities. Our results show that the big majority of participants

were not aware of state consistency attacks that some smart

locks are susceptible to. Making them aware of those issues,

however, has proved to increase the level of concern for some

participants.

5.1.3 Transparency in Data Collection and Sharing

Our results revealed that the participants’ level of concern re-

garding sharing their personal information with other parties

is almost as high as the level of concern regarding hacking

(Figure 2b). Therefore, it’s imperative to give the users more

control over what data is collected through the smart lock as

well as more transparency about who gets access to such data.

One way to improve the transparency in data collection and

sharing is through adding more privacy controls and improv-

ing how privacy policies are displayed to the end user in a

way that accommodates for users of different education levels,

languages, and ages.

6 Conclusion

Given the continuous increase in the market size of smart

locks year after year all over the world and the role smart locks

play in maintaining the security and privacy of the household,

more and more research needs to be done in order to improve

the design and functionalities of smart locks. There have been

numerous research papers published in the past discussing the

security and privacy of smart locks from the perspective of

the researchers, but little work has been done on the security

and privacy of smart locks from the perspective of the end

users. In this study, we focus on the end user’s perspective of

different aspects of the smart lock. We start our interviews by

investigating the usage behaviors of smart locks’ end users.

We learned that big portion of smart lock users tend to share

access to the lock with others who don’t live in the house

which justifies the need for improved access control policies.

Our study also revealed that the convenience of smart locks

was the number one factor in adopting a smart lock. The study

also shows a lack of concern, as well as a lack of awareness,

regarding some smart lock security and privacy threats.
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A APPENDICES

A.1 Screening Survey
• What is your first name?

• What is your email address?

• What age group do you belong to?

• What is your gender?

• What is your level of education?

• What is your current occupation?

• How many smart locks do you have installed where you

live?

• Which smart lock(s) do you have installed where you

live?

• Who installed the lock(s)?

• How long have you been using it (them)?

• How does your smart lock connect to the internet?

• How many people do you share access to the lock(s)

with?

• Which virtual meeting platform do you prefer for con-

ducting the interview?

A.2 Interview Questions
A.2.1 Smart Locks Usability

• What made you move from using a traditional lock to

using a smart lock?

• Did you hesitate before making the move from using

traditional locks to smart locks? Why?

• Do you have your smart lock connected to your video

doorbell? Why?

• What would you say the top features of your smart lock

that you mostly use?

• Who else can operate the smart lock, and what are their

access levels?

• How easy do you find it to share keys with others? And

how reliable?

• How easy do you find it to revoke other people’s keys?

And how reliable?

• Do you have notifications turned on for your smart lock

app? Why?

• Do you connect your smart lock to other smart devices

in your home using services like IFTTT? If yes, please

talk more about the scenarios you have set up?

• Which aspects of the smart lock do you dislike or wish

they would have been implemented differently?
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• Compared to a traditional lock, how do you rate the

locking/unlocking experience using a smart lock?

• In terms of locking/unlocking the door, how reliable is

the smart lock compared to a traditional lock?

• How often do you find yourself checking the smart

lock app on your phone to see if your door is

locked/unlocked? (never, seldom, sometimes, frequently,

always)

• How often do you find yourself checking the smart lock

app on your phone to see the access logs? (never, seldom,

sometimes, frequently, always)

• How often do you use your smart lock’s auto lock fea-

ture? (never, seldom, sometimes, frequently, always)

• How often do you use your smart lock’s auto unlock

feature? (never, seldom, sometimes, frequently, always)

• How often do you control your smart lock using voice

commands? (never, seldom, sometimes, frequently, al-

ways)

• Can you think of more features that you would like smart

locks to have?

A.2.2 Privacy and Security Concerns Related to Smart
Locks:

• What security or privacy related concerns do you have

with your smart lock? How do you mitigate (deal with)

those concerns?

• How concerned are you that your smart lock may

malfunction and lock you out one day? (not con-

cerned, slightly concerned, concerned, very concerned,

extremely concerned)

• Has the smart lock ever locked you out of your home by

accident? What was the reason?

• Would having a smart lock installed in your home make

you feel safer compared to having a conventional lock?

Why?

• How concerned are you that your smart lock might store

your personal information and know your location at all

times? (not concerned, slightly concerned, concerned,

very concerned, extremely concerned)

• How concerned are you that the smart lock will keep a

log of every time the lock is used along with the informa-

tion of the person who used it? (not concerned, slightly

concerned, concerned, very concerned, extremely con-

cerned)

• How concerned are you that your smart lock might give

others (such as your landlord) information about when

you or your family members are home and when you are

not? (not concerned, slightly concerned, concerned, very

concerned, extremely concerned)

• How concerned are you that data collected by your

smart lock might be shared with other parties? (not con-

cerned, slightly concerned, concerned, very concerned,

extremely concerned)

• How concerned are you that your smart lock might be

hacked which allows unauthorized access to your home?

(not concerned, slightly concerned, concerned, very con-

cerned, extremely concerned)

• How concerned are you that the key revocation pro-

cess might not be working correctly which allows others

whose keys you have revoked to still have access to your

home? (not concerned, slightly concerned, concerned,

very concerned, extremely concerned)

• How concerned are you that some locking/unlocking ac-

tivities might not appear on the smart lock’s access logs?

(not concerned, slightly concerned, concerned, very con-

cerned, extremely concerned)

• What other security or privacy related concerns do you

have with your smart lock?

• Do you use any other gadgets/ devices to increase the

security of your smart lock?

• Does the app you use to control the smart lock allow you

to use multi-factor authentication (MFA)? If yes, what

form of MFA does the app offer? and how often do you

use it?

• Do you think the companies that manufacture smart

locks should add more features to make them more se-

cure and increase the user’s privacy? Could you give

examples of such features?

• What other concerns do you have in regards to smart

locks security and privacy?

A.2.3 Security Awareness

Each question listed below was asked twice, once for the
revocation evasion security issue and another time for the
log evasion security issue

• Did you already know that this issue existed?

• On a scale of 1 to 5, how serious do you think this issue

is?

• On a scale of 1 to 5, how concerned are you that your

smart lock might be affected by this issue?
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• Would this issue cause you to go back to using a tradi-

tional lock instead of a smart lock?

A.3 Codebook
Code Description

Motivation for adoption:

Security

The core motivation to adopt

a smart lock is to improve the

security of the household

Motivation for adoption:

Convenience

The core motivation to adopt

a smart lock is to improve the

convenience level within the

home

Motivation for adoption:

Did not personally in-

stall it

The user did not make the de-

cision of purchasing and in-

stalling the smart lock (e.g., re-

quired by the landlord)

Motivation for adoption:

Based on a recommenda-

tion

The user was motivated to

adopt a smart lock based on

a recommendation from other

smart lock users

Hesitation to adopt:

Price

The user hesitated before pur-

chasing a smart lock because

of its price

Hesitation to adopt: Se-

curity concerns

The user hesitated before pur-

chasing a smart lock because

of security or privacy concerns

Hesitation to adopt:

Overwhelmed by the

options

The user hesitated before pur-

chasing a smart lock due to be-

ing overwhelmed by the differ-

ent options on the market

Hesitation to adopt: Con-

cerned about setup diffi-

culties

The user hesitated before pur-

chasing a smart lock because

of concerns regarding the level

of difficulty associated with its

installation or setup

Most used features: Re-

mote control

The user frequently locks and

unlocks the door remotely

Most used features: Key-

less entry

The user frequently unlocks

the door without the need for a

physical key

Most used features:

Granting electronic keys

The user frequently grants ac-

cess to other users electroni-

cally through the lock’s com-

panion application

Most used features: Re-

mote status check

The user frequently checks the

status of the lock to ensure that

it’s locked or unlocked

Most used features: Var-

ious unlocking options

The user unlocks the door

through different methods

such as using an access

code, through the compan-

ion application, or using a

fingerprint
Most used features:

Auto-lock

The user configures the lock to

automatically lock itself within

a specific amount of time after

being unlocked
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Notifications on: Dead-

bolt Jammed

The user keeps the notifica-

tions on in order to get alerts

when the deadbolt jams

Notifications on: Usage

information

The user keeps the notifica-

tions on in order to get alerts

about who is interacting with

the smart lock, and when

Notifications on: Secu-

rity alerts

The user keeps the notifica-

tions on in order to get security

alerts such as the use of invalid

access codes

Notifications on: Battery

alerts

The user keeps the notifica-

tions on in order to get up-

dates on the smart lock’s bat-

tery level

Notifications off: Don’t

prefer using the compan-

ion application

The user does not get smart

lock notifications because they

don’t prefer to use the compan-

ion application

Notifications off: Notifi-

cations can be annoying

The user turns the notifications

off because they consider them

to be annoying

Notifications off: Inva-

sion of other residents’

privacy

The user turns the notifications

off to avoid invading the pri-

vacy of other home residents

Notifications off: Some-

one is always home

The user turns he notifications

off because someone is always

present at the house

Difficulty sharing ac-

cess: Difficult for older

or technologically chal-

lenged individuals

The user finds the process of

sharing access to the smart

lock to be difficult especially

for older or technologically

challenged individuals

Difficulty sharing ac-

cess: All users must

download the app

The user finds the process of

sharing access to the smart

lock to be difficult due to the

fact that all the users need to

download and configure the

lock’s companion application

Difficulty sharing ac-

cess: Too many steps

The user finds the process of

sharing access to the smart

lock to be difficult due to the

many steps the user needs to

go through in order to grant the

access

Access sharing patterns:

Only share access with

home residents

The user only shares access to

the smart lock with those who

live inside the house

Access sharing patterns:

Share access with resi-

dents and non-residents

The user shares access to the

smart lock with those who live

inside the house as well as oth-

ers who don’t live inside the

house

Usability improvements:

Battery improvement

Improvements related to the

smart lock’s battery

Usability improvements:

Smart watch integration

Allowing for a better integra-

tion between smart watches

and smart locks

Privacy & security con-

cerns: Hacking

Concerns about the possibility

of hackers remotely manipulat-

ing the smart lock or gaining

access to personal information

Privacy & security con-

cerns: Shoulder surfing

Concerns about the possibility

of others observing the user as

he/she is using the access code

to unlock the door

Privacy & security con-

cerns: The wear and tear

of keypads/touchpads

Concerns about the wear

and tear of the most fre-

quently used keys on the

keypad/touchpad

Privacy & security con-

cerns: Profiling

Concerns about other users or

third parties obtaining informa-

tion about who would be in the

house (or not in the house) and

when

Privacy & security con-

cerns: Physical tamper-

ing with the lock

Concerns about physical tam-

pering with the smart lock

Privacy & security con-

cerns: Losing the smart-

phone

Concerns about a lost or stolen

smartphone that can be used to

operate the smart lock

Privacy & security con-

cerns: Getting locked-

out

Concerns about getting locked-

out of the house

Privacy & security con-

cerns: Revocation eva-

sion

Concerns regarding the pos-

sibility that a revoked access

might not be successfully re-

voked

Reasons for getting

locked-out: Dead

battery

The participant was locked out

in the past due to a dead battery

Reasons for getting

locked-out: Network or

power issues

The participant was locked out

in the past due to issues regard-

ing the internet or a power out-

age
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Reasons for getting

locked-out: Auto-lock

feature

The participant was locked out

in the past due to the lock auto-

matically locking itself while

the phone is inside the house

Reasons for the lack of

security concern: Using

mitigation strategies

The user has showed a low

level of concern about a pos-

sible security or privacy issue

mainly due to them using a mit-

igation strategy to deal with

possible threats

Reasons for the lack of

security concern: Trust-

ing other users

The user has showed a low

level of concern about a pos-

sible security or privacy issue

mainly due to having trust in

other authorized users

Reasons for the lack of

security concern: Trust-

ing the manufacturer

The user has showed a low

level of concern about a pos-

sible security or privacy issue

mainly due to having trust in

the security configurations the

manufacturer has put in place

Reasons for the lack of

security concern: Every-

thing about me is al-

ready out there!

The user has showed a low

level of concern about a pos-

sible security or privacy issue

mainly because some of their

personal information is already

available to third parties

Reasons for the lack of

security concern: My

house is not a target!

The user has showed a low

level of concern about a pos-

sible security or privacy issue

mainly because they don’t be-

lieve their house to be a target

for hackers

Mitigation strategies:

Adding another layer of

security

The user installs other addi-

tional devices to increase the

security of the home in case

the smart lock is compromised

Mitigation strategies:

Configuring the network

The user configures the net-

work to improve the security

of the smart lock

Mitigation strategies:

Managing access codes

carefully

The user creates and shares ac-

cess codes carefully

Mitigation strategies:

Maintaining the key-

pad/touchpad

The user maintains the key-

pad/touchpad so that it doesn’t

show more signs of wear and

tear on the most frequently

used keys

Security and privacy

improvements: Built-in

camera

Integrating a built-in camera

can improve the security and

privacy of the lock

Security and privacy im-

provements: Improve au-

thentication

Implementing different authen-

tication approaches can im-

prove the security of the lock

Security and privacy im-

provements: More data

transparency

More transparency about data

collection and sharing would

improve the users’ privacy

Security and privacy im-

provements: Improving

the physical security of

the lock

Improving the physical secu-

rity of the smart lock would im-

prove the security of the over-

all security of the smart home

A.4 Demographics
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Table A.1: Study participants demographic information

Participant Gender Age group Education Time spent using the smart lock Connection to the internet

P1 Female 18-25 Bachelor’s More than 4 months Directly (has a built in Wi-Fi)

P2 Male 26-35 Graduate student More than 4 months Wi-Fi hub (bridge)

P3 Female 26-35 Bachelor’s 2-4 months Wi-Fi hub (bridge)

P4 Male 26-35 Masters More than 4 months Not sure

P5 Male 26-35 Bachelor’s 2-4 months Wi-Fi hub (bridge)

P6 Female 18-25 - More than 4 months Directly (has a built in Wi-Fi)

P7 Male 26-35 Bachelor’s More than 4 months Wi-Fi hub (bridge)

P8 Male 26-35 Bachelor’s More than 4 months Directly (has a built in Wi-Fi)

P9 Female 26-35 Masters More than 4 months Directly (has a built in Wi-Fi)

P10 Female 26-35 Some college More than 4 months Wi-Fi hub (bridge)

P11 Female 36-50 Graduate degree 2-4 months Not sure

P12 Male 26-35 Master’s degree More than 4 months Smartphone’s internet connection

P13 Female 26-35 Some college More than 4 months Not sure

P14 Female 26-35 Some college More than 4 months Not sure

P15 Female 18-25 Some college 2-4 months Wi-Fi hub (bridge)

P16 Female 26-35 Some college 2-4 months Directly (has a built in Wi-Fi)

P17 Female 18-25 Some college More than 4 months Not sure

P18 Female 18-25 Grad student More than 4 months Not sure

P19 Female 26-35 Grad student More than 4 months Not sure

P20 Male 36-50 Masters More than 4 months Wi-Fi hub (bridge)

P21 Female 18-25 Some college More than 4 months Directly (has a built in Wi-Fi)

P22 Male 26-35 Some college More than 4 months Not sure

P23 Male 36-50 PhD 2-4 months Wi-Fi hub (bridge)

P24 Female 26-35 Master’s More than 4 months Wi-Fi hub (bridge)

P25 Female 18-25 Some college More than 4 months Smartphone’s internet connection

P26 Female 18-25 Some college More than 4 months Not sure

P27 Female 26-35 Associate degree More than 4 months Directly (has a built in Wi-Fi)

P28 Female 26-35 Grad student More than 4 months Wi-Fi hub (bridge)

P29 Male 18-25 Some college More than 4 months Directly (has a built in Wi-Fi)
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