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Study Design

e Our between-subjects study aims to
compare user experience using loT privacy
and security labels with three levels of
complexity

e \We recruited a gender-balanced sample of
60 US adult loT device owners on Prolific
to take a survey

® The survey measured how well labels of
low, medium and high complexity
performed in:

o Helping participants gauge the
acceptability of a device’s security and
privacy

o Facilitating comparison of security and
privacy of across 3 different devices

Security & Privacy Facts Security & Privacy Overview
Smart Video Doorbell X Oopple
Smart Video Doorbell X
E ﬁm Firmware version 1.0.0 - updated on 2023-04-18
bs : The device was manufactured in: United States
-
F B Security Updates Automatic - Available until at least 2024-04-18
E Security Access control Password - Factory Default - User Changeabile,
More info Mechanisms Multi-factor authentication, Assisted Password Recovery
ez | BB
- collection )
Audio Location
Low Complexity Label Ve Physiclogicl|  Locat
Senor type | Camera Microphone
Purpose |pevice Functions||Device Functions

1 Data Data stored 3" the | pe_identified | De-identified

5 3 7S Practices CVICE
Security & Privacy Overview Data stored on the | ¢ jgentified || De-identified
cloud

Smart Doorbell X Data shared with | Notshared || Not shared

Data sold to Not sold Not sold
—

Data Collected: Video, Audio, Physiological
Data Shared: None

Other collected data[ Device usage information is collected J

Privacy policy https://www.oopple.xyz/x/privacy-policy

Security Updates: Automatic
0 Detailed security & Privacy Label:

Access Control: User-changeable
https://www.oopple.xyz/x/label

Password, Multi-Factor Authentication,

Random Password, Assisted Password

Recovery CMU loT Security and Privacy Label CISPL1.0 iotsecurityprivacy.org

Medium Complexity Label High Complexity Label [1]
Figure 1: loT Security/Privacy Labels

We tested three versions of labels designed for product packaging.

Each contains a QR code designed for consumers to scan for more

detailed information. However, the QR codes were non-functional

for our study.

Figure 2: Participants’ Perception on the Level of Information on Each Level
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Performance vs Preference

e Participants consistently indicated that they preferred seeing
more information on labels (fig 2).

® Given 3 options, participants performed equally well with
medium and high complexity labels at identifying the device
with best security/privacy in terms of purchasing
preferences and best data protection practices (fig 3, 4).

e High and medium complexity labels are both better than
low complexity labels at informing consumers. (fig 3, 4).

e Conclusion: Medium complexity labels fulfill information
needs, but consumers are still interested in seeing more
information.

Figure 3: Participants' Choice of Devices They Would Like to Purchase
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“Listing basic information on a label ... even
if sparse, would be more helpful than a QR
code. Yes, it's meant to take you to a page
with more information, but surely there's a

way to fit more information on here to give
people more assurance.”

How do Label Elements make an impact?

e Checkmark/Shield: Only 1 participant out of
60 felt it was helpful.

e Low complexity group: QR code was helpful to
7 out of 22 participants

e Medium complexity group: 8 out of 19 people
~ found Access Control helpful.

e High complexity group: participants found
Data Shared (9 of 19), Data Sold (9 of 19), and
Data Collected (7 of 19) helpful.

® More participants in low (12 of 22) and high
(11 of 19) complexity groups said they

would/did scan the QR code, compared to 4 of
19 in medium complexity group.

Figure 4: Devices Reported by Participants To Have the
Best Data Protection Practices
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