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Phishing is a social engineering attack [1] that typically The phishing emails received by the faculty members (n = 2) and the The Phishing Attack Experience
aims at tricking people into revealing their personal students (n = 4) were collected and analyzed. * The victim student used the mobile device to
information [2], resulting in financial loss for individuals o subject) » communicate with the phisher.
and organizations. * The reported phishing emails came from * The victim student did not have any prior knowledge
—— pamEmmmmessere™ - hoth mobile devices and desktops. On about the gift card phishing scam.
ek o i the desktop interface, the student could  Under initial attacks, neither the students nor the faculty
see the name as well as the email address members notified their IT department.
of the sender. With the mobile interface,
Colege of ioaton Sencesand Techncoy (ST the student could only see the name of Email Processing
- — the sender but not the email address. e Students mentioned that they paid less attention to the

email address when opening an email.
* All participants used mobile phones to check their
university emails.
e Students noticed that the mobile Ul does not show email
S addresses but only senders’ names.

How can | help?

What do you need? What's wrong? How c

 Two students who communicated with
the phisher (i.e., replied to the request)
used a mobile device.

* The attacker did not disclose the real
intentions initially. However, after two
rounds of email exchanges, the attacker 1
demanded a gift card.

In spear phishing, emails are sent as from the receiver’s
friends, colleagues, or social and professional groups,

exploiting human weakness [3]. Suggestions and Recommendations

* Enhancing the interface such that users can easily detect

Pyl s AU S sl visual discrepancies between names and email addresses.
Semi-structured, group interviews were g S TR L R SO * Presenting warnings or alerts about keywords associated
conducted to further investigate the factors with phishing attacks (e.g., gift cards).
causing the phishing scam and gain insights By e 628 * Highlighting the importance of reporting phishing attacks
m about how to better detect and mitigate immediately.

Sure, why?

such attacks in the future.

SPEAR
PHISHING PHISHING

* Faculty members conjectured that attackers may use
several linked web pages (e.g., the faculty member’s
homepage and the students’ LinkedIn pages) to collect

 Two research teams (five participants)
involved in the phishing attacks were

We evaluated one real-world spear phishing attack in a recruited for the group interviews. i i e G s their team members' private (e.g., emails) information.
university setting, to seek answers to the following * Two faculty members (both male) s e Extra training on possible phishing attacks for
research questions: * Three Ph.D. students (one female) international students who take a substantial proportion in
* We asked participants to share their phishing attack experience and then the academic-research team and equip them with
* Why was the phishing attack successful in the setting elaborate on their email processing on both interfaces, especially the knowledge and skills to detect phishing attacks.
of an academic-research team within a universality? cues that they think are important for detecting phishing emails.

* How can we better detect and mitigate the spear

phishing attack on academic-research teams?
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