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Abstract
Stablecoin, a type of cryptocurrency whose value is anchored
to a specific asset to maintain price stability, has gained sig-
nificant attention due to its rapid growth. However, research
examining user perceptions of stablecoins is scarce. This
study addresses this research gap by combining case analysis
of various stablecoin projects and interviews with 16 partici-
pants to explore their experiences and practices. Our research
uncovers user perceptions of stablecoins’ roles within the
blockchain ecosystem and identifies their misunderstandings
about stablecoins. We also explore users’ concerns regard-
ing the security risks of stablecoins. Our findings underscore
the necessity for improved user education and robust security
protocols.

1 Introduction

Stablecoins, a type of cryptocurrency designed to maintain a
fixed value, have grown increasingly popular in recent years
and now play a crucial role in the cryptocurrency ecosys-
tem [44]. They represent a significant part of the cryptocur-
rency market, with three of the top five most traded cryp-
tocurrencies being stablecoins. This increase in popularity is
underscored by the expansion of the stablecoin market, which
had a market capitalization of 130 billion USD in 2023 [1].

As an important component of the blockchain ecosystem,
stablecoins have attracted considerable academic attention.
Studies have explored various aspects of stablecoins, such as
their classifications [43,46], the mechanisms used to maintain
price stability [41, 42], and their effects on Bitcoin and the
wider cryptocurrency markets [15,35]. However, the majority
of these research studies are concentrated on investigating
the technical and theoretical aspects of stablecoins, leaving a
gap in our understanding from user perspectives. Given the
large market capitalization and user base of stablecoins, it is
critical to understand user perceptions, concerns, and expe-
riences. Neglecting this aspect may limit our understanding
of whether the current stablecoin effectively meets the needs

and expectations of blockchain development. Consequently,
our study sheds light on user-focused issues in the stable-
coin realm, including user perceptions, their interactions with
stablecoins, and the perceived security risks they associate
with these digital assets. To guide our research, we pose the
following research questions:

RQ1: How do users perceive and interact with stablecoins?

RQ2: What security risks do users perceive when using stable-
coins?

We employed a two-stage method to understand the sta-
blecoin ecosystem. Firstly, we analyzed nine mainstream sta-
blecoins and conducted semi-structured interviews with 16
participants. Our investigation reveals that participants had
varying levels of understanding and experience with stable-
coins. They held misconceptions about stakeholder relation-
ships and stability mechanisms. Participants identified stable-
coins as risk management tools, mediums of exchange, in-
vestment assets, and payment methods. Concerns were raised
about transparency and reserve insufficiency for fiat-backed
stablecoins, collateral asset depreciation for crypto-backed
stablecoins, and risks associated with algorithmic design for
asset-less stablecoins. External risks were also highlighted,
such as third-party issues and regulatory uncertainties.

Our study sheds light on the prevalent misunderstandings
and risks associated with using stablecoin, providing the nec-
essary groundwork for future research and aiding in bridging
the gap between users and blockchain-related technology.

2 Background and Related Work

In this section, we first introduce the existing literature on sta-
blecoin. Then, we review studies on the usability and security
of cryptocurrency and blockchain.



2.1 Stablecoin in Blockchain

The existing literature mainly focuses on the classification of
stablecoins [17, 19, 44, 46] as well as the design mechanism
and the economic impact [33, 35, 42].

Most classifications are based on different collateralization
mechanics. Some researchers suggest differentiating between
collateralized and non-collateralized stablecoin [31, 44]. Col-
lateral stablecoins can also be divided into legal currency col-
lateral and cryptocurrency-backed stablecoins. Non-collateral
stablecoins are algorithmically programmed on-chain to man-
age demand and supply autonomously [13, 19].

Apart from researching the categorization of stablecoins,
another focus is how stablecoins achieve price stability. Re-
searchers evaluate the effectiveness of stablecoin design in
achieving price stability [33, 42], and often target algorithmic
stablecoin [57]. Moreover, previous studies have examined the
economic dynamic of stablecoin and its impact on cryptocur-
rency prices [16, 29]. Stablecoin issuances contribute to price
discovery and market efficiency of cryptocurrencies [16].

While much research has been dedicated to the technical-
ities of stablecoins, there remains a conspicuous absence of
studies that delve into users’ perceptions of stablecoins and
their functionality within the market. To bridge this knowl-
edge gap, we center our research on the RQ1: How do users
perceive and interact with stablecoins?

2.2 Usability and Security of Cryptocurrency
and Blockchain

A growing body of research exists at the intersection of
blockchain and human-computer interaction (HCI) [23, 27].
These studies focus on two main themes: the usability of
cryptocurrency and the security challenges associated with
blockchain applications.

Previous studies have conceived frameworks for under-
standing cryptocurrency’s usability [12, 26]. These have
delved into user motivations for engaging with cryptocur-
rencies, with a financial interest, personal liberty, curiosity
about technology, and improved privacy and anonymity be-
ing key drivers [14, 18, 26, 36, 47, 50]. Cryptocurrencies and
blockchain technology have found applications across diverse
industries [11, 20, 24, 54], with most users managing their
crypto assets using digital wallets [12].

The second theme focuses on security challenges in
blockchain technology, which can be either systemically de-
rived or human error-induced. Systemic risks can result from
protocol-level disruptions, such as forking [56] and block re-
organization [32, 58], causing transactional inconsistencies.
Network-level threats, like Eclipse and Sybil attacks [22, 30],
can fragment the network. Additionally, smart contracts are
susceptible to security breaches leading to significant finan-
cial losses [28, 40, 45, 49, 52, 53]. Human-induced errors,
such as lost passwords [12, 50] or mishandled key manage-

ment [21, 25, 37], also present significant risks in blockchain
technology usage.

Existing research on the usable security of blockchain ap-
plications remains sparse [55]. Stablecoins present distinct
security challenges due to their intricate mechanisms and
broad applications. Unfortunately, their usage security has
not garnered much attention. To bridge this knowledge gap,
we aim to understand how users perceive security challenges
when using stablecoins. Consequently, we pose RQ2: What
security risks do users perceive when using stablecoins?

3 Case Study on Stablecoin

Based on the market capitalization of different stablecoin
types [1], we selected nine stablecoins for analysis. We clas-
sified into fiat-backed stablecoins (USDT [6], USDC [9], and
BUSD [8]), crypto-backed stablecoins (DAI [5], VAI [7], and
MIM [10]), and algorithmic stablecoins (AMPL [2], FEI [4],
and FRAX [3]). Reviewing the whitepapers, we summarize
the issuance process and ecological application scenarios for
each type of stablecoin.

The most common variant of stablecoins, which has be-
come popular among users, refers to fiat-backed stablecoins.
They are pegged to a fiat currency such as USD. In order to
maintain this peg, the fiat currency or asset is held in backup
reserve to the token and is made available for direct exchange
with the token at a fixed exchange rate [43]. Due to the in-
volvement of off-chain centralized entities, it is often subject
to regulatory oversight from relevant authorities. Crypto-
backed stablecoins are backed by cryptocurrencies rather
then fiat-currency [51]. Due to crypto’s inherent volatility, as-
sets are often over-collateralized. Finally, as a newer category,
algorithmic stablecoins is not fully backed by collateral and
relies upon an algorithm to maintain its 1:1 price peg. The
laws of supply and demand are integral to the mechanics of
this variety of stablecoin [34].

After the issuance of stablecoins, users can acquire them
through exchanges and engage in various activities. Users
tend to manage on-chain assets through crypto wallets, while
for off-chain assets, they typically choose to store them on
centralized exchanges (CEXes). Users can also access vari-
ous financial services on decentralized exchanges (DEXes)
to earn interest, such as staking and providing liquidity.

Stablecoins have applications beyond the cryptocurrency
market and are gradually used daily. For example, stablecoins
can facilitate cross-border remittances, allowing people to
send and receive money with lower fees and faster settlement.
Online merchants also adopt stablecoins as a payment method
for purchases made on their platforms.

Following a comprehensive exploration of the stablecoin
ecosystem, we scrutinized the mechanisms underpinning di-
verse types of stablecoins alongside their expansive applica-
tions. This foundational understanding serves as the bench-
mark for further analyzing user perceptions and their practical



engagements with various categories of stablecoins.

4 Interview Study Method

We conducted an interview study to better understand users’
knowledge and perception of stablecoin as well as users’ per-
spectives on the security aspects associated with stablecoin
usage. This study has been approved by the Institutional Re-
view Board (IRB).

4.1 Participant Recruitment
We posted our recruitment message through online platforms,
including Reddit and Discord. In addition, leveraging the re-
search team’s personal networks, we extended our recruitment
efforts to individuals who personally use stablecoins. We in-
formed users about our study procedure and data protection
policy. We identified 16 eligible participants for the interview
session. The interviewees’ demographics are reported due
to ethical considerations. The age of the participants ranged
from 23 to 42 years, representing a broad spectrum of life
experiences and occupational backgrounds.

4.2 Interview Protocol
From October 2022 to May 2023, we conducted semi-
structured interviews with 16 participants online. Before each
interview, the participants were presented with an oral con-
sent form stating that the interviews would be recorded and
that their words might be included in the final report anony-
mously. All interviewees agreed to this consent form before
proceeding. The researchers used an interview guide to en-
sure consistency across all participants. The interview itself
consisted of three parts.

In the first part, we gathered personal information from
the interviewees, including age, occupation, and involvement
with cryptocurrencies. We also discussed their cryptocurrency
experiences, such as when they started buying and how they
distributed their investments. The second part focused on the
interviewees’ experiences with stablecoins. We explored their
knowledge of different types of stablecoins and how they
acquired them. We also discussed situations where stable-
coins proved useful. Lastly, we examined the interviewees’
perceptions of risks associated with stablecoins and whether
those risks affected their decision to continue using them. We
also discussed their experiences and thoughts on significant
crypto market events, such as the Futures Exchange (FTX)
collapse [48] for users with assets deposited there.

5 Findings

Our results provide insights into users’ knowledge, practices,
and perceived risk on various stablecoins.

5.1 Users’ Perceptions and Practices
We first compare the participants’ perceptions of various types
of stablecoins and examine how their practices have been
influenced by these perceptions.

Diverse Perceptions of Fiat-backed Stablecoins The par-
ticipants exhibited varying levels of understanding when it
came to fiat-based stablecoins. Individuals with relatively lim-
ited and brief experience tend to harbor misunderstandings
regarding the mechanisms of fiat-backed stablecoins. Many
inexperienced users lack the knowledge to understand the
importance of maintaining sufficient asset reserves for fiat-
backed stablecoins to serve as reliable anchors. They often
rely heavily on the operators and the large market capital-
ization of these stablecoins to make decisions. This reliance
serves as a mental shortcut for them to mitigate risk and make
choices. Some participants are aware of the credit endorse-
ment provided by centralized institutions but lack complete
knowledge of the specific details. They mistakenly believe in
a cooperative association between a stablecoin operator and
regulatory bodies like the SEC. Consequently, they tend to ex-
cessively trust the centralized entity and disregard operational
intricacies, inadvertently exposing themselves to the risk of
insufficient reserves without adopting necessary precautions.

Conversely, participants with diverse stablecoins demon-
strate a more comprehensive understanding of their underly-
ing mechanisms, yet they express negative sentiments towards
centralized stablecoins. The root of their apprehensions can be
traced back to the absence of transparency concerning the re-
serves that back fiat currencies. This lack of clarity engenders
skepticism about the stability and reliability of centralized
stablecoins. The opacity surrounding these reserves raises
questions about the trustworthiness of such stablecoins, high-
lighting the need for greater transparency in their operations.

Conceptual Confusion about Decentralized Stablecoins
In comparison to fiat-backed stablecoins, it is evident that
participants possess significantly less understanding regarding
crypto-based and algorithmic stablecoins. This knowledge
gap is particularly pronounced in the case of decentralized
stablecoins, with some participants not even aware of their
existence and operating under the assumption that stablecoins
can only be issued by centralized entities.

A subset of participants, while cognizant of the existence
of crypto-based and algorithmic stablecoins, often conflate
the two distinct concepts, erroneously interpreting algorith-
mic stablecoins as those being issued through smart contracts,
such as DAI. This confusion may be attributed to the partici-
pants’ limited exposure to decentralized mechanisms, which
could explain their comparatively lower risk tolerance towards
decentralized stablecoins. Participants commonly believe that
the stability of algorithmic stablecoins depends on the confi-
dence and support of the market. They share concerns about



the algorithms’ ability to respond to significant deviations
from the pegged value effectively.

Influence of Users’ Knowledge on Stablecoin Practices
The participants’ usage of stablecoins varied based on their
levels of understanding regarding how stablecoins function.
Participants with higher levels of comprehension demon-
strated different usage patterns compared to those with lower
levels of understanding. Participants with higher levels of
comprehension show a strong inclination towards utilizing
stablecoins for cross-border payments and incorporating them
into their daily financial transactions, such as salary payments
and transactions between friends. They recognize the effi-
ciency and potential cost savings associated with stablecoin
usage. In contrast, participants with less awareness of sta-
blecoin mechanisms tend to avoid actively using stablecoins
as a means of payment in their daily lives, demonstrating
a more cautious approach to adoption. While most of the
participants engage in using stablecoins as investment and
financial instruments, there is a notable distinction in their
approach. Participants with a comprehensive understanding
of stablecoin mechanisms exhibit a preference for high-yield
farming applications within DeFi projects. They are more fa-
miliar with the associated risks and benefits, allowing them to
navigate such platforms confidently. In contrast, participants
with a lower level of understanding tend to avoid high-yield
farming applications, exercising caution and potentially opt-
ing for less risky investment strategies. Hence, the lack of
awareness among participants hinders their ability to make
well-informed decisions and limits the applicability of stable-
coins in their daily lives.

5.2 Perceived Risks & Mitigation
We provide insights into participants’ perception of risks,
their risk tolerance, and the countermeasures they took when
dealing with stablecoins.

Perceived Risks in Stablecoin Adoption: Mechanisms &
Misunderstandings Participants, predominantly holding
fiat-backed stablecoins for an extended period of time demon-
strate a high-risk tolerance, resulting from the belief that
stablecoins would quickly return to pegged value, even in
the event of a deviation. Participants hold a mix of fiat and
crypto/algorithmic stablecoins but do not understand underly-
ing mechanisms and operational differences, such as mistak-
ing crypto-backed stablecoins, such as DAI, for algorithmic
stablecoins. This can cause conceptual confusion, affecting
their ability to manage risks when investing in stablecoins
effectively. Another risk factor emerges from participants’
inclination towards stablecoins’ issuing entities with credit
endorsement, favoring regulated and trusted audits, often stem-
ming from a centralized mindset. However, relying solely on
centralized audits may not address underlying risks, as the

literature indicates potential exposure to mismanagement,
fraud, and insufficient reserves [38]. Instances FTX and SVB
bankruptcy demonstrate the impact of issuer fund storage on
the stability and security of stablecoins [48]. Participants with
a comprehensive understanding of stablecoin mechanisms
and diverse investments report risks related to smart contract
execution. They exhibit conservative risk tolerance and re-
main cautious about collateral assets, such as DAI’s reliance
on volatile assets like ETH, which increases risk exposure.

Risk Mitigation Strategies: Limitation & Challenges Par-
ticipants commonly employ a strategy of converting their hold-
ings directly into fiat currency, particularly those who hold
fiat-backed stablecoin. during unfavorable market conditions.
While this offers short-term protection, drawbacks include
transaction costs and timing uncertainties when converting
between assets [39]. Another strategy is continuously moni-
toring collateral asset prices and stablecoin collateralization
ratios for timely withdrawals, mainly favored by participants
with diverse stablecoin holdings and comprehensive market
understanding. However, this strategy is challenging to obtain
accurate and timely information in dynamic fast-paced mar-
kets. Furthermore, participants often consider code security
as a determining factor when deciding whether to invest in on-
chain stablecoins, even if they possess a technical background.
These diverse attitudes towards risk and current mitigation
practices highlight the importance of further exploring the mo-
tivators and deterrent factors that individuals consider when
investing in stablecoins.

6 Conclusion

In this study, we utilized case studies and semi-structured in-
terviews to delve into participants’ perceptions, interactions,
and apprehensions pertaining to stablecoins. Our findings un-
derscored that participants harbor misunderstandings about
the operational mechanisms of stablecoins and encounter secu-
rity challenges in their usage. These challenges, which include
issues related to operators and collaterals, raise considerable
concern. Yet, intriguingly, a majority of participants expressed
a willingness to continue their holdings, particularly in the
case of fiat-backed stablecoins.
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