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Motivation Methodology Selected Challenges
Machine learning is used for various critical - Semi-structured online interviews Exposure and Learning: “So honestly, |
tasks in many modern organizations. - One pilot interview consider computer science and
Adversarial machine learning attacks evolve - Eligible participants for main study: ML cybersecurity completely separate fields.”
and have appealing targets. practitioners with at least one year of Risk Assessment: “If the client is like saying

) , industry experience that if he observe some errors, then we
Research in attacks and defenses is 91 interviews conducted look into this and see what’s going on.”
abundant. : - , : : — .

- Analysis: descriptive and inductive coding ~ Defense Implementation: “There’s no

Implemented Defenses are insufficient, and with 3 coders person as such, responsib/e for the

threats widely misunderstood.

security.”

i Intro

1
. | Introduction to interview context, informed consent ; o
Research Questions | Recommendations
__________________ S

. 1. Background and Education
RQ1. Wha‘t barﬂers prevent ML Investigate data science background, formal and informal Establish a Security Culture in Machine
e education, as well as learning habits. . . . .
practitioners from adequately T Learning by introducing security advocates,
unqlerstandmg A'ML qttacks, and i Clurlj'entcl’ofﬁiti[f)n alnd gr().ie_(‘f A and integrating security in machine learning
their correspondmg risks and Xp F)rc organizational and project structures, workflows,
d f 5 goals, and constraints. processes.
erenses’ 1
3. General Security Promote Practitioner AML Awareness by
. Identify general perspective on security, assigned respon- . . . .
RQ2. What. barrlers prevent ML sibilities, procedures, and security measures. Investigate Improving curriculums to cover adversarial
practltloners from adequately how and by what policy OSC-related security incidents are machine Iearning, and expanding
. . . handled.
assessing the risk AML poses to their ! educational resources and their reach.
systems? 4. Adversarial Machine Learning
y . . .
Capture participants understanding of AML, establish Provide Accessible Monltorlng and
. a shared definition, delve into attacks, defenses, and . . .
RQ3. What barriers prevent ML related concerns, as well as roadblocks to effective defense Assessment SOIUtIOHS by Increasing tOOlSGt
ractitioners from effectivel s i awareness, and with solutions that
P y y
implementing AML defenses in their Outro TR accommodate business constraints.
? 1 Collect any additional remarks, feedback, and conduct a !
SyStems ) ! : Published at Usenix 2023

i debrief for the interview.
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