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Background Information Research Goals ISC Proposed Definition

Information security culture e Define ISC Information security culture is
(ISC) research lacks a e Establish ISC dimensions the accumulation of shared
standardized term, definition, e Qutline plans for creating an artifacts, beliefs, values, and
dimensions, & measurement ISC measurement tool that underlying assumptions that a
tool. Current ISC measurement can be widely used by group uses to navigate the use
tools collect a limited amount of various organizations and safeguarding of important
data and their applicability is iInformation resources securely
narrow among organizations. and effectively.

Planned Data

ISC Dimensions
Collection Methods
Communication Platforms
. Artifacts Use of encrypted USBs
Observations Visible products of a group The language employees use to
———— speak about information security

Examples

Analysis of statements, Espoused Beliefs & Values security is a top priority”

Management stating "Information

Conscious and explicitly articulated Content in IT policies, procedures,
normative or moral functions and standards

documents, etc.

Palpable
Impalpable

Employees think security training

. : Underlying Assumptions is a waste of time
Situational Judgment Test Unconscious, taken-for-granted beliefs, Employees feel they are an
perceptions, thoughts & feelings important part of preventing

A seeun necents
Ongoing Progress Potential SJT Example Item
e Finalizing the Situational You are browsing through your organization’s file system and notice
Judgment Test (SJT) you have access to files and information that are not necessary for
e Applying for IRB approval you to complete your job. What would you do?

e Connecting with local
organizations to pilot the SUJT  A. Continue browsing to see what information you can find.
B. Stop looking at the files and take no further action.
C. Stop looking at the files and report your findings to IT.
Scan for the FFa ek D. Continue browsing to see what information you can find and
Full Paper "'".ﬁ . then report your findings to IT.

Note: The proposed ISC definition, dimensions, data collection methods, and examples are all built upon well established culture research

in the field of organizational psychology as discussed in our full paper.



