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Abstract

Wearable activity tracker users (WAT) lack knowl-
edge about data-sharing. Furthermore, most of them
are not fully aware of their own data-sharing be-
havior. It is, therefore, crucial to design privacy-
enhancing technologies (PETs) to help them better
manage their data-sharing, and therefore, protect
their privacy. In this article, we explore how a par-
ticipatory design approach can be used to design
PETs, together with the users. We conducted three
design sessions with 8-9 different users in each ses-
sion. During these sessions, the participants had to
propose and evaluate new PETs related to WAT data
sharing. The outcome of these sessions was 19 dif-
ferent designs that we then categorized into seven
different categories of functionalities. We then eval-
uated these different functionalities regarding their
feasibility, effectiveness, adoption, and usability as
PETs. Finally, we propose a general solution imple-
menting the different functionalities with the best
evaluation scores.
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1 Introduction

Wearable activity tracker (WAT) data are generally
kept on the user’s device or on the service provider’s
cloud. But it may also be shared voluntarily by users
with other individuals and entities, typically through
third-party applications (TPAs). Users do so for in-
creased social or financial benefits (e.g., better pro-
jection of the self, decreased insurance premiums)
and/or for additional features not offered by the orig-
inal services or application. However, they may lose
track of their TPAs [16], or some TPAs may col-
lect more data than they need to provide their ser-
vices [12], share them with other parties, and/or use
them against the users’ consent.

Previous research has shown that WAT users tend
to adopt risky data-sharing behavior due to their
lack of awareness and understanding of the WAT
data-sharing ecosystem [19].

Therefore, it is crucial to set up privacy-enhancing
technologies (PETs) to help the users better man-
age and keep track of their multiple applications
and better understand how the fitness-data sharing
ecosystem works, and thus, avoid risky behaviors for
privacy, such as sharing more data than is actually
required or not regularly checking the previously
granted permissions to revoke them if necessary.
Few studies, evaluated the potential for adoption
of such PETs (i.e., related to TPAs) [17, 19], and
some others developed PETs in the context of WAT
data sharing [1, 2, 4, 5, 6, 7, 15, 16, 18]. However,
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for these studies, the tools are designed by the re-
searchers, and none of them uses a user-centric ap-
proach.

We report the results obtained by conducting a
participatory design study with WAT users (N=26).

2 Methodology

Participatory design is a user-centric design ap-
proach that allows designers to include the end-users
in the process of the design [9], such approach has
been used in multiple studies related to utility (in-
cluding WAT utility) [3, 10, 11] or privacy [8, 14].

We recruited 26 WAT users in total to conduct 3
participatory design sessions with 8-9 participants
for each session.

During each session, we briefly introduced what
data sharing is (what can be shared and to whom)
and then asked the participants some thought-
provoking questions in order to raise the problem of
privacy. Then, we presented what are the potential
threats to privacy caused by WAT data-sharing. We
then together reconstructed the WAT data-sharing
ecosystem and presented what is the current liter-
ature knowledge about users’ behavior and under-
standing of data-sharing with third parties. Next,
after briefly giving the users a few tips about design,
we set up discussions (in small groups) on how to
improve users’ understanding of the whole data-
sharing ecosystem, awareness of their own behav-
ior, and develop multiple solutions. The outcome
of these sessions is PETs that aim to assist WAT
users in the data-sharing process, and therefore, pro-
tect their privacy. The form of solutions were story-
boards or low-fidelity paper prototypes. After this
sketching session ( 70 minutes) every design was
presented to all the participants and was evaluated
on a 5-point Likert Scale regarding four points: fea-
sibility (i.e., do they think it is feasible to develop),
effectiveness (i.e., would it be effective to protect
the users’ privacy), usability (i.e., would the user in-
terface be easy to be used) and adoption (i.e., would
WAT users use the solution in everyday life).

After all the sessions, we collected 19 drawings
representing the participants’ designs (each group
submitted two designs except for one group who

submitted three). Then, we used open coding [13]
to categorize the multiple functionalities included
in the different designs. Then, the categories were
presented to the two remaining authors, and all au-
thors evaluated every category regarding the same
four criteria previously described.

3 Results

We extracted seven different PET categories from
the 19 designs collected during the participatory
design sessions: (1) Sharing only part of the data,
(2) Transparency & Visualization, (3) Reminders
and Notifications, (4) TPAs limit, (5) Centralization
& Verification, (6) Sensitization, Education, and (7)
TPA’s mobile app uninstallation/access revocation
assistance. After having classified and evaluated
the various proposed functionalities that can help
users better manage their data-sharing and increase
their privacy, we can claim that a general solution
implementing functionalities from Category 1, 3,
and 7 would be a particularly interesting tool to help
WAT users increase their privacy.

New functionalities such as allowing the user to
select which data they want to share regarding the
time it was collected could indeed address one major
misunderstanding regarding data sharing. Further-
more, it could highly increase privacy by substan-
tially reducing the amount of data that a potential
adversary would have access to.

Mechanisms such as reminder notifications and
"opt-out" or "opt-in" access authorization renewal
were also evaluated as being highly usable and effec-
tive. As the feasibility of such a solution is particu-
larly high, it should be taken into account. However,
the user should be able to choose the frequency of
such notifications or to disable them, for example
by checking a box appearing together with the noti-
fication (e.g., "don’t ask me again").

Finally, functionalities to help users revoke data
access when uninstalling a TPA’s mobile app or
to ask TPA’s company to remove data from their
servers received the most positive feedback from
the participants and from the experts. Therefore, we
can claim that such a protection mechanism should
be implemented.
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