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Abstract:  

The balance between protecting user privacy while providing cost-effective devices that are 
functional and usable is a key challenge in the burgeoning Internet of Things (IoT). While in 
traditional desktop and mobile contexts, the primary user interface is a screen, in IoT devices, 
screens are rare or very small, invalidating many existing approaches to protecting user privacy. 
Privacy visualisations are a common approach for assisting users in understanding the privacy 
implications of web and mobile services. To gain a thorough understanding of IoT privacy, we 
examine existing web, mobile, and IoT visualisation approaches. Following that, we define 
five major privacy factors in the IoT context: (i) type, (ii) usage, (iii) storage, (iv) retention 
period, and (v) access. We then describe notification methods used in various contexts as 
reported in the literature. We aim to highlight key approaches that developers and researchers 
can use for creating effective IoT privacy notices that improve user privacy management 
(awareness and control). Using a toolkit, a use case scenario, and two examples from the 
literature, we demonstrate how privacy visualisation approaches can be supported in practice.  

 

 

 

 

 

 

 

 

 

 
 


