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• The goal is to provide a knowledge base that will help develop better 
privacy notices to enhance awareness and control for IoT users. 

Motivation

Methodology

• The toolkit:
• Servers as a guide for future designers to create effective privacy notices 

visualizations.
• Synthesizes the key privacy elements highlighted in previous research into a 

single knowledge base. 
• The knowledge base not only captures the most important privacy notice factors, 

but it also correlates with how these factors can be visualized to users based on 
previous research.

Knowledge Base - Privacy Management Visualization Toolkit Demonstration

• Visualization solutions for privacy management are available on the 
web, mobile and IoT literature. 

• Five major privacy management factors.
• Most existing privacy notification visualizations use a three-step

design.

Full Paper 

• The toolkit:
• Represents a comprehensive checklist of privacy notice visualization 

aspects.
• Can simplify the privacy awareness check for both developers and IoT 

users.
• Can function as a catalog of various types of privacy management 

visualization.

• A valuable research direction:
• Examine whether the toolkit can be used as a foundation for developers 

when developing an IoT devices.
• Investigate if the toolkit can be used as a checklist to verify privacy policies’ 

effectiveness, structure privacy policies, or improve their readability. 

Conclusions Future Directions

• Long privacy policies 
fail in increasing 
people's awareness.

• Many visualizations are available; 
however, little guidance is available 
for designers and developers.

Fig 3. A Sankey diagram  of privacy visualization m anagem ent toolkit depicting the privacy factors described in the literature along with what the 

literature used to visualize the privacy inform ation [1].  

Fig 1. Poli-see [2] Fig 2. VIPP [3]

Fig 5. A m onitoring system  data usage use case scenario includes the user ’s expected data processing as well as the actual data processing [1]. 

Fig 6. Visa is a use case exam ple that we developed which used a com bination 

of text and icons from  the presentation step with coloured, bold text and 
bullet point label fram ing and hovering interactive elem ents [1].

Fig 4. Privacy management (awareness and control) toolkit that can be used to create IoT privacy notices [1]. 


