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Abstract
Data sharing as a central component of society, must be done
securely. One promising approach is the concept of data
trustees, which is gaining importance in legal research and pol-
icy making. Data trustees bridge the gap between data use and
protection, offering the potential for a privacy-preserving data
economy. Data trustees could have applications in a variety of
sectors, including medicine, mobility, agriculture, the Internet
of Things (IoT), and online domains, where the tension be-
tween privacy and data use is particularly pronounced. In this
work, we present the conception of a vignette-based study of
end-user acceptance of and preferences for data trustees to
provide insights into different design options for data trustees.
Early dissemination of the concept of data trustees is critical
to ensure that expertise from different domains is incorporated
into the development of viable solutions.

1 Introduction

Data sharing is vital for societal communication, action, and
progress. Secure data sharing requires innovative approaches,
including the concept of “data trustees.” This concept is gain-
ing relevance, evident in various regulatory developments.
The European Data Governance Act (DGA) created a frame-
work to facilitate data sharing through regulations on so-called
“providers of data sharing services” and “data altruism orga-
nizations” which could include date trustees. There is also
an overlap with authorized agents introduced by California’s
Consumer Privacy Act (CCPA). But data trustees offer even
more potential. They unite data usage and data protection, two
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demands seemingly contrasting. According to regulators, in
the future, data trustees shall play a key role in the data econ-
omy by facilitating the aggregation and sharing of data while
at the same time providing a high level of data protection
and giving individuals control over their data [1, 2, 9, 11, 16].
However, this development is still in its early stages.

Conceivable areas for the use of data trustees include tra-
ditional fields like medicine, mobility, and agriculture. Also
interesting are the more end user-centric Internet of Things
(IoT) and online sectors. In fact, in the field of medical
research, data trustee models are partially already in prac-
tice [17]. In the automotive industry, meanwhile, a concept
has been developed to enable economic use and progress
through the exchange of vehicle data [13]. On the internet,
privacy-protecting usage of data for personalized advertising
plays a major role, as shown by, so far unsuccessful develop-
ments such as Google’s Privacy Sandbox [8].

In this work, we present the conception of a large-scale
vignette-based study on end users’ acceptance and prefer-
ences on the novel topic of data trustees. This is a work in
progress and we are currently in the process of collecting
data from a representative sample in Germany. However, we
believe that it is important to spread the word about new leg-
islative developments in the security and privacy community
early on to ensure expertise from all areas can influence those
developments to ultimately lead to better, more usable so-
lutions. Prior examples of regulatory developments like the
cookie banners of the General Data Protection Regulation
(GDPR) have proven to not only be ineffective but, if done in-
correctly, can even be harmful to end users in terms of privacy,
usability, and agency over their data [7, 18].

2 Research Objective and Contribution

The acceptance and trust of users in the use of newly intro-
duced technical concepts are crucial for their ability to suc-
ceed. The past has shown how neglecting the user perspective
in the development process can lead to serious obstacles or
even the complete failure of new approaches. As data trustees
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are still in their theoretical development phase, we think our
user-focused research on factors that influence the acceptance
of data trustees can contribute to their successful implemen-
tation. As per the nature of new areas of research, our study
is designed in an exploratory manner. Our research interest
thereby surrounds the factors influencing the end-user ac-
ceptance of data trustees in different scenarios and fields of
application. Concretely we study their acceptance in the fields
of medical, mobility, IoT, and online data.

Fields of Application The aforementioned areas are all
characterized by (partly different) weaknesses in current data
processing practices. Thus, data trustees in these areas may
also vary. In the online and IoT area, a wealth of data is gen-
erated through the use of social networks, search engines,
and the sensors of the devices themselves. Many of those
affected are not aware of the extent of those data collection
practices [5, 14, 18]. If users do read the data protection reg-
ulations, they are often unable to grasp the extent and risks
of the planned data processing or accept cookie banners with-
out reading the data protection regulations [5, 6, 14, 18]. The
possibility of designing data trustees as so-called “Personal
Information Management Systems” (PIMS) could give users
back control over their personal data. They could also exercise
other data subject rights such as rights of access, rectification,
erasure, data portability, and objection in the interest of the
individual, and assert claims for erasure or damages [11].
At the same time, in areas such as medical research, there
are problems regarding data collection, data use, and data
access [2–4, 10, 15]. Here, data trustees could act as a trust
center, pseudonymize, and anonymize data, and/or mediate
data access to various third-party actors. Through neutral data
averaging, data can be made more systematically usable.

3 Methodology

As mentioned previously, we utilize the concept of vignette
studies. In a representative online survey (n=1000), partici-
pants get presented with a description of potential data trustees
in different randomly combined configurations, called “vi-
gnettes” or scenarios. Each scenario differs on different fac-
tors, in our case 9. Every factor has a varying number of factor
levels. Factors and their levels are shown in Table 1. An exam-
ple vignette for the medical context is shown in Appendix A.

The factors and scenario texts were developed through a
systematic and iterative process. Drawing from legal literature
and research on user-centric privacy-enhancing technologies,
we compiled a comprehensive list of potentially influential
factors for data trustees’ acceptance. We categorized and re-
fined these factors through multiple discussion sessions with
the research team and sought input from external practition-
ers and data privacy experts. In a workshop with ten experts
from the usable security and privacy domain, we validated
our list, and no additional factors were identified. Therefore,
we consider our list to be exhaustive and concise.

Table 1: Factors and their respective factor levels that scenar-
ios are created from. Note: Factors with * are not shown at
all in some scenarios to assess their influence.

Factor Factor Level
Provider Government

Corporation
NGO

Data Type Non-anonymized raw data
Anonymized data sets
Only non-personal data

Data Processing Only storing
Aggregation
Analysis

Storage Location* Servers in Germany
Servers in Europe
Servers worldwide

Receiver Research institutions
Private enterprises
Everybody who is interested
Law enforcement agencies

Access Type Data sets transmitted to receiver
Data sets remain with trustee

Benefits for Users Monetary compensation
Individualized services

Certification* Certified
Monitoring* Governmental institution

Public auditors

Survey Structure The survey begins with a consent form
for each participant. After demographic questions (gender,
age, educational attainment), participants receive the instruc-
tion that in the following sections of the survey, they should
imagine being in the situation described to them by the vi-
gnette. We ensured not to use the term “data trustee” explicitly,
to not induce trust just based on the term. Upon receiving their
first scenario description, participants are then asked to choose
whether they would use the trustee described in the scenario
and to assess its usefulness. This process is repeated with two
scenario descriptions. In the second part of the survey, we then
explicitly describe the concept of data trustees to participants.
In subsequent multiple-choice and open-ended questions, we
inquire about the positive or negative influence of all factors
on their acceptance of data trustees. This is followed by a sec-
tion with the standardized privacy questionnaire IUIPC [12],
as well as a few questions about their familiarity with data
trustees and other privacy-protecting measures. Finally, par-
ticipants are asked for further basic demographic information
(income, IT background). We received ethics clearance for the
study from Leibniz Universities’ ethics board. All personal
data is only stored anonymously.
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A Example Vignette

Imagine you are at the doctor’s office and the doctor stores
the following data about you:

• Name, address, date of birth, sex
• Medical check-ups, regularity of check-ups, illnesses
• Emergency information (allergies, illnesses, blood

type. . . )
Your doctor asks you if you are interested to allow a
non-profit service provider access to this data. The ser-
vice provider grants third parties access to the data under
the following conditions. This option is voluntary.

• The service provider receives anonymized data and
analyzes it.

• The data is only stored on servers in the EU .
• Access to the data is granted to research institutions

and private companies .
• You receive monetary compensation for your data.
• The certified service provider gets monitored for com-

pliance with the regulation by public auditors .
Are you interested to give the service provider access to
your data?

Figure 1: Example of a scenario description (here: medical)
with exemplary factor levels marked in colors corresponding
to their factors (c.f. Table 1)
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