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Abstract

This poster presents a concept for storing
multiple digital identities (e.g ID card,
driver’s license) in one app, the identity
wallet (e.g. used for digital identification).
The concept was implemented in two
prototypes (low & high-fidelity) and
evaluated from 2020 - 2022 in three user
studies regarding trust in this concept to
determine change over time.

Users mentioned the wallet provider as
key component in terms of trust.
Although the same prototype was tested,
the preferences of the users with regard
to the different points in time changed
from state versus company as operator to
a clearer tendency towards the state as
operator.

Research questions
e \What conditions must be met for users to trust

the concept of an identity wallet?

® \What influence does the format of the prototype
(low-fidelity or high-fidelity) exert on users' trust
in the concept?
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Introduction

e To what extent does user trust change over time?

Evaluation with a total of 44

participants regarding trust

=

PIN setting

® Qualitative study (evaluation of
the prototype and interview)

= ID Wallet

Sie in Ihrer Wallet speichern?

Overview of
possible IDs
to be stored

Features of the concept of the identity wallet

Storage of
sovereign IDs,
credentials,
keys
(hotel,car, etc.)

Hoheitliche Karten  Andere Karten Schllssel

Welche digitale Identitdt méchten

Bibliothek
Manuell Daten anlegen J
—

® Evaluation by using the
think-aloud method

— Fraunhofer The State or Private Enterprise? The Shift in Users’ Preference for the Provider of an Identity Wallet
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Identifizierung bei Bibliothek

Wetzlar
Ihr mobiler Fihrerschein €

wird auf Ihr Smartphone
Ubertragen

Der Dienst Bibliothek Wetzlar
bendtigt folgende Daten von lhnen:

Vom mobilen Personalausweis

Nachname @&
Vormmame @&
Geburtsdatum &

Anschrift &

Selbst eingegebene Daten

Identitat

verifiziert

Identifizierun

Saving the ID Transfer of the
in the wallet ID / data

User decides
which ID document
and which data
are used for
authentication
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Verwenden Sie lhre

Digitalisieren Sie lhre Ausweise
und speichern Sie sie sicher auf
lhrem Smartphone, um sich bei

Onlinediensten auszuweisen

Introduction

® All three studies used the same interview
question to address the topic of trust

% Federal Ministry
for Economic Affairs

and Climate Action

Deine Daten in Deiner Hand

- High-Fidelity Prototype of the Identity Wallet

Dokumente

Wallet PIN erstellen

Legen Sie eine PIN fest, um ungewollten Favoriten
Zugriff auf lhre Wallet zu verhindern

Eingehende Anfrage

Wahlen Sie eines oder mehrere Dokumente
ID aus, um fortzufahren

Dokument

Personliche Info Karte
hinzufigen

Geburtsta
12. April 1964
Austellungsdatum

Fithrerscheinnummer
ABC12345678

Digitalen Fuhrerschein
hinzufiigen

12. April 1964

Overview of Saving the ID Transfer of the

PIN setting ’Fc)cg)sbsébs,lteolr[gsd in the wallet ID / data
Data sending E @ On-site Supply of
only with identification information
the consent @ @ with a @ about the
of the user QR code of requesting
the ID service

® Approx. uniformly distributed
participants across age and gender

Results regarding the perception of trusting the concept - participants trust the concept, but trust depends on the wallet operator
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state as
operator

company as
operator

2020: Study with 16 participants to evaluate
the low-fidelity prototype

A Reason pro state:

State handles the
national ID, so the
state should also be
the operator.

A Reason pro company:

State already has
enough data, so

a company should be
the operator.
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state as
operator

2022: Study with 12 participants to evaluate

the high-fidelity prototype

A Reason pro state:

State handles the
national ID, so the
state should also be
the operator.

A Reason pro company:
EE 1 State is not capable to
company as |mp.lement such
projects, so a company
operator

should be the operator.
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— | 2022: Study from 2020 was replicated to
— verify feedback regarding trust
—
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' A Reason pro state:
3 Same as 2020 and worry
1 about the company that
18 will sell the data as their
8 .
7 - 13 business model.
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§ ‘ E A Reason pro company:
g _I I I EE 3 State is not capable to
State as company as ImpleTent SUCh
operator operator projects, so a company

should be the operator.



